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A b s t r a c t
Binary Watermarking, robust to printing and scanning, is the process of imperceptibly 
hiding information in binary documents, typically text documents, so that the hidden 
information can still be recovered following the printing and scanning of a document. 
It presents a challenging problem, both in finding an imperceptible way to hide data 
within a sparse text document, and providing an embedding strategy that can handle 
the myriad of distortions introduced during printing and scanning. Our goal was to 
develop a scheme that had sufficient capacity to embed our proposed authenticating and 
localising watermark. Existing schemes did not provide sufficient capacity, requiring 
us to develop techniques to increase the embedding capacity whilst maintaining the 
robustness to printing and scanning.
In this thesis we present two distinct approaches to binary watermarking robust to 
printing and scanning. Our first approach, Binary Text Watermarking, is based on the 
principle of adjusting white space between adjacent words in order to embed a water­
mark, and forms the main focus of this thesis. A fundamental requirement of Binary 
Text Watermarking is the correct classification of white space, which is a difficult task 
due to the variation between different fonts, font sizes and the small tolerances be­
tween success and failure. The task is compounded by the requirement to classify white 
space in the same way, following printing and scanning, and even photocopying. The 
techniques we have proposed: Frequency Thresholding, Frequency Shaping and PDF 
Analysis have been designed to cope with distortion and mitigate against the possibil­
ity of misclassification. We have analysed 864 test documents to validate our white 
space classification techniques. In doing so we have discovered a number of interesting 
characteristics associated with the distribution of white space within documents.
In order to increase available embedding capacity within a document we have proposed 
a new set allocation process in the form of Continuous Line Watermarking. In addition 
we have introduced two new set modulation techniques: Quad Set Watermarking and 
Ternary Watermarking. We have achieved an overall increase in capacity of 174%, in 
comparison to previous work, whilst mainting robustness to printing and scanning, and 
even photocopying. In order to validate this we printed and scanned 504 test documents, 
consisting of different fonts and variants of our scheme.
We have developed an end-user application that provides a fully featured user in­
terface to allow users to analyse, embed, detect and authenticate documents using our 
watermarking schemes.
Our second approach to binary watermarking is our Imperceptible Yellow Printer Dots 
method, which is orthogonal to our Binary Text Watermarking method. The concept 
is based on the methods used by printer manufacturers to identify the printer on which 
the document was printed. The method relies on the imperfections of the human visual
system, which prevent humans seeing tiny yellow dots on white paper. The novelty of 
our approach is the automatic embedding and detection of a custom watermark using an 
off-the-shelf printer and scanner. It must handle similar distortions to those incurred by 
our Binary Text Watermarking method, whilst still successfully finding the tiny yellow 
dots. Our proposed, Imperceptible Yellow Printer Dots, scheme provides a capacity over 
18 times greater than our Binary Text Watermarking method.
Keyw ords
Binary, Watermarking, Printing, Scanning, Imperceptible, Yellow Dots, Word Space, 
White Space, Robust
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1 In t ro d u c t io n
1.1 B a ckg ro u n d  and A im s
The subject of this thesis is Binary Watermarking, robust to printing and scanning. 
The field of watermarking has been around for many years, tracing its origins to the 
Muzak Corporation [Fra61] in 1961. The fundamental concept behind watermarking 
is to imperceptibly hide a message in a cover material, typically an image or a music 
file, in a manner that will allow the message to be recovered from that watermarked 
cover material at a later date. The act of hiding a message is termed embedding, 
whilst recovering the message is known as detection. Schemes are designed to survive 
various transformations and processes that the watermarked cover material may endure 
between the point of embedding and detection. Schemes are referred to as being robust 
to the transformations that they can survive. In this thesis we refer to cover material 
as binary documents. After embedding, and during detection, binary documents are 
stored as binary images, although we still refer to them as binary documents since they 
are fundamentally text documents.
Binary water mar king is a niche area of watermarking. It shares some of the funda­
mental aims of watermarking, such as imperceptibility and robustness. However, the 
techniques used to achieve these are often very different. It is possible to apply some 
standard watermarking techniques to binary watermarking, in particular Discrete Co­
sine Transform [LSS+02]. However, simple approaches such as the least significant bit 
flipping method [CMB+07] cannot be used due to the problems of perceptibility. Unlike 
other images or cover materials a binary image only permits one change, i.e., to flip a 
pixel, from white to black or vice versa. This is the largest possible change that can be 
made to a pixel and undertaking such a change is typically very perceptible. A number 
of techniques have been proposed in the literature aiming to reduce the perceptibility 
of such changes, for example, [HPM+04] and [WTLOO], and these will be discussed in 
Chapter 2. Such watermarking schemes have only been designed to work in an all dig­
ital environment on an image that has the same spatial representation at the point of 
embedding and detection. This presents a problem, since most binary documents are 
text ones and are created with the intention of being printed. The act of printing a 
document is considered to be a digital —> analog process, since the generated printout 
is no longer within the digital domain. It is possible to take the analog printout and 
create a new digital representation of it, using a scanner, which is an analog —» digital 
process. Hence, the act of printing and scanning is considered to be a digial —* ana­
log —> digital process. This process introduces distortions and thus assuming that the 
spatial representation of a document remains unchanged following printing and scanning
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is unrealistic. Consequently, schemes that rely on this assumption are unsuitable and 
are not considered to be robust to printing and scanning. It is therefore important to 
develop a watermarking scheme that is robust to printing and scanning, so that any 
watermark embedded can still be detected from the printed document, following scan­
ning. This presents a fundamentally difficult problem. Hence, much of the literature 
is fragmented and does not address the challenges of developing schemes that can be 
applied in a working environment.
As mentioned above, one of the problems of binary watermarking is the limited changes 
that can be made to a document. This restriction means that binary watermarking 
schemes can only support a watermark of limited capacity. At the outset of this research 
Zou and Shi’s work on binary watermarking [ZS05] achieved only one bit of capacity per 
line of text, which is approximately fifty bits per page. We improved upon this in our 
previous work, [Cul06] and [CTH06], in order to support approximately ninety bits per 
page. However, this preliminary investigation did not allow us to embed a meaning­
ful watermark. The work in [Cul06] identified several open research challenges. We 
aimed to maximise the capacity available in order to allow us to use a cryptographi­
cally secure authentication scheme in our watermark. Our ultimate goal was to embed 
a digital signature. However, a digital signature, generated using the Digital Signature 
Algorithm [FIPOO] with a key length of 1024 bits, is approximately 368 bits in length. 
Hence, this was not a realistic goal. Nonetheless, there are alternative cryptographically 
secure authentication schemes that require less capacity, for example, 128 bit Message 
Authentication Codes. We shall see that these prove to provide an appropriate basis for 
inclusion in our new watermarking scheme.
In addition to a meaningful watermark, our results in [Cul06] also indicated that 
significant improvements needed to be made to improve the robustness of our scheme. 
One of the challenges is to achieve this in a scheme that is automatic.
1.2 Thes is  O u t l in e
Chapter 2 provides a literature review of existing binary watermarking schemes, includ­
ing those that are and are not robust to printing and scanning. We discuss the paper 
by Zou and Shi [ZS05] in detail since it was the starting point of our research.
There are three main areas covered in this thesis:
1. Development of the Binary Text Watermarking scheme
2. Introduction and development of an authenticating and localising watermark - 
complete with end user application
3. Proposal of a new embedding and detection technique based on Imperceptible 
Yellow Printer Dots
The main focus of the thesis is on the first two areas and the techniques developed 
have been thoroughly evaluated. We have made a number contributions related to the 
Binary Text Watermarking field of research and have managed to increase the capacity
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by approximately 174%, whilst also improving the robustness to such actions as photo­
copying. In order to achieve these improvements we have had to develop new embedding 
and document analysis techniques. These techniques are significantly different to that 
presented in [Cul06].
The proposed Binary Text Watermarking scheme has many interdependent stages and 
Chapters 3-5 present each stage in turn. The interdependency means that when changes 
are made to one aspect of any one stage, subsequent or proceeding stages may also be 
affected.
Chapter 3 presents our document division techniques and how we calculate a threshold 
to categorise white space in a line. In the chapter we evaluate the success of our thresh­
olding technique. In order to support this evaluation we have developed an automatic 
analysis tool. The tool outputs the information related to the characterisation of white 
space for each line in each document and automatically generates frequency distribu­
tions. Its purpose was to highlight errors in the categorisation of white space. It would 
have been infeasible to do this by hand since each document contained on average fifty 
lines. Such a detailed analysis was essential in order to identify the fine tolerances that 
constrain us when developing our scheme. Interestingly, we were also able to analyse 
how white space is distributed and how changes in, for example, font size did not always 
lead to linear changes in the outputted white space.
Chapter 4 discusses the set creation process, together with its benefits and limita­
tions. The set creation process is fairly straightforward, but has an impact on how the 
thresholding and embedding techniques work. It forms the basis of one of our major 
contributions, Continuous Line Watermarking, that has allowed us to maximise the use 
of available white space.
Chapter 5 covers our actual embedding and detection techniques. This chapter con­
tains two novel contributions in the form of Quad Set Watermarking, detailed in Sec­
tion 5.3 and Ternary Watermarking, discussed in Section 5.4, which have both provided 
a significant increase in embedding capacity. We have also included analysis to show why 
using Quad Set Watermarking is the most appropriate multi-set embedding technique to 
use. Together Chapters 3-5 provide an overview of all stages that compromise a binary 
watermarking scheme and Chapter 5 identifies possible variations within such a scheme.
Chapter 6 focuses on the print and scan process. It is an important chapter because 
it demonstrates that the techniques identified in Chapters 3-5 are robust to printing and 
scanning. The chapter provides a detailed discussion of the kinds of distortion that is 
caused by a printer, scanner and even paper itself. These distortions are the biggest 
hurdle in developing a scheme that is robust to printing and scanning. The chapter also 
includes detailed experiments based on test documents and over 500 scans. We evaluate 
the results which confirm the success of our techniques in a significant number of cases. 
We also highlight aspects of the technique that could be further improved with future 
work.
Chapter 7 initially discusses the principles behind cryptographic authentication and fo­
cus on one algorithm in particular, the One-Key Message Authentication Code (OMAC) 
[IK03]. We then discuss how the algorithm can be used within a watermarking scheme 
in order to provide a meaningful watermark. The results in this chapter are novel since
3
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none of the existing binary watermarking schemes in the literature, which are robust to 
printing and scanning, provide a justifiably meaningful watermark. The novelty lies in 
the fact that we create a structured watermark, which is of dual purpose: firstly, to be 
used as a basis for authentication, and secondly, as a basis for the localisation of errors. 
Again, as in previous chapters our proposal is supported by thorough testing. We will 
discuss how testing over 2 million OMACs produced appropriate justification for the 
design decision taken when creating our structured watermark.
Chapter 7 also includes further tests to those outlined above. In Section 7.9 we present 
the results from our real life experimentation that involved OCR’ing the documents we 
created during the print and scan tests and then evaluating the effectiveness of the 
localisation scheme. We have conducted this analysis using three different OCR tools 
in order to provide a contrast. We also reflect back on our previous results that were 
published in [CTH07] and [CTH08] during the development of the scheme.
Chapter 8 covers the development of an end user application. This was needed to 
support the development of authenticating watermarks, which relies on the localisation 
to help the user correct OCR errors. We also provide some metrics for both the User 
Interface and the underlying watermarking code. We step through a typical watermark­
ing process, complete with screen shots of various parts of the application. This chapter 
concludes the presentation of our Binary Text Watermarking scheme, although we do 
revisit it when we discuss possible applications of the scheme in Chapter 10.
The area of watermarking using Imperceptible Yellow Printer Dots is also novel. It 
is included since it provides a completely different approach to binary watermarking. It 
is exciting since there has been many reported articles related to the imperceptibility of 
printer dots, e.g., [Foub], [Tuo04] and [dV04].
Chapter 9 introduces the Imperceptible Yellow Printer Dots scheme. As was men­
tioned above, this was an alternative, and possibly even more promising watermarking 
scheme. In Chapter 9 we provide an overview of the current state of the art and a 
short analysis of existing schemes. We then present our initial attempt at creating an 
automatic embedding and detection algorithm for imperceptible yellow printer dots.
The great advantage of the imperceptible yellow printer dots scheme is in its capacity. 
We will show that we can embed between 5238 and 13095 bits of data in a page. This is in 
comparison to a maximum of approximately 280 bits using the Binary Text Watermark­
ing scheme. The other advantage is that it works on non-text binary documents, such 
as line art cartoons and architectural drawings. The novelty in our approach is again 
the ability to automatically detect the dots and retrieve a watermark. The approach 
also makes use of an error coding method.
We discuss the benefits and weaknesses of the scheme and in doing so demonstrate the 
thought process that has led us to our simplified proof-of-concept algorithm presented 
in Section 9.4. We believe some of the techniques introduced in our initial attempt 
could be of potential use in future work. The initial scheme was far more flexible and 
dynamic, but was not robust enough, hence our decision to simplify it. We include 
a short discussion on the error coding used in the scheme, but analysing which error 
correcting code would be most suitable to use was not the focus of the thesis. We end 
Chapter 9 with the results of the experiments on our scheme, which demonstrate the
4
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impact of different dot sizes and error correction code parameters.
Chapter 10 discusses some potential application for the watermarking schemes pro­
posed earlier in the thesis. We present a set of possible applications and discuss which 
of the proposed schemes would be more suited to each one. The development of the new 
imperceptible yellow printer dot scheme, with a considerably larger capacity, has the 
potential to be used in a wider range of applications, which are not necessarily focussed 
on authentication.
Chapter 11 concludes the thesis, in which we summarise the main contributions. We 
present a discussion of possible directions for future work, highlighting some of the areas 
we believe to have the most potential.
The work presented in this thesis has been reported in the following papers: [CTH07] 
[CTH08].
5
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2 L i te ra tu re  R ev iew
Do not fear to be eccentric in 
opinion, for every opinion now 
accepted was once eccentric.
Bertrand Russell
2.1 B in a ry  W a te rm a rk in g
Binary watermarking is a specific niche of digital watermarking. It refers to the wa­
termarking of images which have only two colours. Conventionally the two colours are 
black and white. It is different from halftone watermarking, which embeds a watermark 
during the half toning process. Halftone images aim to represent a grayscale image us­
ing just two colours, this relies on the imperfections of the human visual system that 
perceives the black and white patterns as shades of grey. In contrast binary watermark­
ing is focussed on the watermarking of true binary documents, for example; text, line 
drawings, and cartoons.
Binary watermarking is fundamentally different to other forms of image watermarking. 
Because of the nature of the document, having only two colours, methodologies such as 
Least Significant Bit and DCT watermarking, as discussed in [CMB+07], cannot be 
directly applied. Watermarking aims to be imperceptible, which makes watermarking 
a binary document particularly difficult. The only modifications you can make are to 
change a pixel from black to white or white to black. This is the biggest change that 
could possibly be made in an image. Another difficulty is that binary images are often 
tightly structured. For example, an image of a text document will consist of a number 
of lines, words and letters. Small changes to these structures can easily result in the 
image becoming difficult to comprehend. With the case of line diagrams, for example, a 
circuit diagram, a change in a few pixels could potentially change the whole meaning of 
the document. Often, when watermarking a binary document, it is important to analyse 
and use the structure of the image in order to maintain imperceptibility.
In [TSW06] the authors modify a vector based font in order to embed a watermark. 
Data is embedded by adjusting the symmetry between pairs of curves. For example, 
making one curve slightly thicker than another. This is imperceptible to the reader and 
because of the use of a secret key, to choose which curves to adjust, it is difficult to 
attack. The work is slightly different to others in that it is trying to protect the font 
itself, not the body of work written in the font. The reasoning is that design houses 
create specialised fonts for customers and then these are illegally copied. By embedding
7
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unique identifiers it is possible to identify the font and thus the culprit. Whilst the 
system is robust to different formats, such as TrueType and PostScript, it is not robust 
to printing and scanning. This is an obvious weakness, since without being able to access 
the digital copy of the illegally copied font it will be impossible to detect the copyright 
infringement.
Sun et al. [SLH04] present another approach that utilises the structure of the image 
where the authors use a component based watermarking technique for Chinese charac­
ters. They analysed the structure of thousands of Chinese characters and discovered 
that they could be expressed mathematically. These structures can then be modified 
using one of six operators. It is this modification that embeds the data, during detection 
the operator that was applied can be calculated and thus the watermark is recovered. 
There is a lack of detailed experimentation in [SLH04] and the system would only work 
in the all digital domain, due to the small spacial changes that signify the use of different 
operators. These changes would not survive the print and scan process. It also would 
not be possible to apply it to Latin based text since such text does not conform to the 
same mathematical structure.
In [LKS03] the authors described a method for embedding a watermark during a 
biased binarization process. Binarization is the technique of turning a grayscale image 
into a binary image. It is effectively a thresholding technique that is used to determine 
if a grey pixel should be represented by black or white. The authors’ method involves 
first blurring the binary image into a grayscale image before embedding a watermark by 
biasing the threshold used in the re-binarization of the image. The method they describe 
is not robust to print and scan and therefore only usable in an all digital environment. 
They do preliminary experiments on its robustness to cropping and noise. They claim 
the system is blind, i.e., does not require the original image to extract the watermark. 
However, they generate a key during the embedding process which is unique to each 
embedding and serves only to determine where to extract the watermark. In essence 
this results in a non-blind scheme. The work in [LSKC05] is similar to that of [LKS03] 
and [LSS+02] with some of the co-authors being the same. They investigate the use of 
embedding within the DCT of a grayscale image, created by blurring the original binary 
image. Blurring was first proposed in [LSS+02] in order to convert a binary image to 
grayscale, then a watermark is embedded using the DC Transform and then the image 
is binarized. There is a bias used in the binarization to ensure the watermark is not 
removed. [LSS+02] also utilises a key to store where the watermark is embedded, it is 
still not print and scan robust. [LSKC05] appears to be a composite of the two works. 
Whilst they validate their use of DCT embedding they conclude that direct embedding 
with biased binarization is more efficient due to no longer requiring the DCT or Inverse 
DCT (IDCT) operations.
Ho et al. proposed a method of pixel flipping in [HPM+04] for sharply contrasted 
binary images. The method used a novel perceptible model to decide which pixels to 
flip. Ho et al. use a perceptual model in a different way to the norm by utilising it 
during embedding to reduce the perceptibility of the watermark. Their method is based 
on initially examining four key letters to determine the points at which changes could be 
made in the least perceptible manner. This concept was implemented using a contour
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based method, which identifies a chain of pixels. These pixels were then weighted to 
allow the system to determine the best pixel to modify. The best pixel being the one 
with the least impact, thus reducing the perceptibility of the watermark. The system 
was shown to be successful when applied to a variety of binary images; including text, 
signatures and diagrams. The paper does not make explicit whether it is robust to 
print and scan. We believe that following printing and scanning it could be difficult to 
recreate the same chains of pixels and therefore the method may not applicable to print 
and scan.
Koch and Zhao [ZK95] proposed a method of embedding data into a binary image 
based on the percentage of pixels that were white within a block of an image. The 
whole image is examined as a series of 8x8 blocks. The process of dividing an image into 
blocks is a common one, also seen in [WTLOO]. Koch and Zhao extend this idea to allow 
distributed blocks to consist of pixels selected at random from the entire image. These 
blocks were used as a security measure to stop an attacker detecting block changes and 
hence the watermark. Blocks were adjusted in order to create the desired characteristics: 
if the percentage of white pixels in a block was above a threshold a 1 was embedded, 
whilst if below a 0 was embedded. If too big an adjustment was required the block 
was excluded from adjustment. Alternative embedding methods were also proposed in 
[ZK95] for colour and grayscale images, but they were not of interest to us. The system 
proposed was only designed to be able to cope with "...simple image processing that 
does not affect the visual quality of the image" [ZK95]. Thus, this rules out its use in a 
print and scan system. The paper does not explicitly state whether the detector is blind 
or informed.
Wu et al. [WTLOO] proposed a binary watermarking scheme based on flipping a set 
number of pixels within a block. As was seen in [ZK95], the image is divided into blocks 
but Wu et al. provide a more flexible approach, allowing the size of the block to be 
varied. The larger the block size the less perceptible the watermark will be but the 
capacity will be lower and vice-versa. The specific pixels that are flipped are chosen so 
as to reduce the perceptibility of the changes. The system used a blind detector and 
was suitable for different kinds of binary document. However, since the method relies 
on the division of the image into blocks and the flipping of pixels, it would not be robust 
to print and scan operations. We cannot rely on identifying the same block during 
detection following a print and scan. Our approach of detecting lines via profiling, as 
discussed in Section 3.2, is not affected in the same way, as block detection, by print 
and scan.
2.2 P r in t  and Scan W a te rm a rk in g
Due to the nature of documents, and in particular binary text documents, they are 
often printed out. It is therefore necessary to be able to recover the watermark after 
this common transformation. This generally involves scanning the document, in order 
to create a digital copy, then recovering the watermarking from that digital copy. The 
Print and Scan process is one that introduces significant distortion, in the form of noise,
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scaling, rotation and skewing, as we shall discuss in detail in Section 6.2. The watermark 
must be robust to all of these distortions.
Ho and Shu proposed a method, that is robust to print and scan, for authenticating 
the image on identification cards in [HS03]. This method is designed for grayscale images 
as opposed to binary images. The technique is very different to ours because it breaks 
the image into 8x8 blocks before performing various mathematical transformations and 
manipulations on the matrix of pixel intensities found within a block. The results found 
in [HS03] indicate that the approach is very strong. A spread spectrum based method of 
embedding and retrieving the watermark was utilised. A 96% success rate was achieved 
during tests of 105 photographs. The techniques proposed do not directly relate to the 
held of binary watermarking. However, the problems of distortion and noise removal 
arise in both fields, although the impact of noise is less important for grayscale than in 
our work.
As noted above, distortion is a problem with printing and scanning and as such needs 
to countered. All the methods discussed in this section will use some form of detection 
and correction method; either a manual or an automatic system. In [AS05] the authors 
propose a method for both separating the foreground from the background and detecting 
and correcting the skew on the foreground components. Their method is a generic 
method that can be applied to both scanned text images, graphical images and mixed 
text and graphic images. Their method uses a combination of thresholding and analysis 
of connected components. Connected components are groups of adjacent pixels. Having 
determined the foreground components the connected components are recalculated and 
a step-wise rotation is performed on them. By analysing the bounding box and finding 
the minimum, the appropriate rotation for the object can be found. Experiments were 
conducted on both real world documents, postal envelopes, as well as generated content. 
Whilst not directly related to the area of our research, it does demonstrate one way to 
counter geometric distortion.
Solanki et al. proposed, in [SMM+06], a method for data hiding in images that was 
resilient to printing and scanning. As a by-product the images were also resilient to 
transformations occurring in the digital realm; including scaling, blurring and JPEG 
compression. Their method was blind and provided a capacity of several hundred bits. 
They proposed a method for automatically correcting rotation that used the half toning 
performed by laser printers. This is a slight weakness of the approach since had the 
image been printed on an ink jet printer instead of a laser printer the automatic rotation 
correction could not be performed. They attempt to model the print and scan process 
and how it impacts on the DFT (Discrete Fourier Transform) coefficients. In their model 
of the print and scan process they highlight seven types of distortion the image will 
go through: gamma tweaking, digital half toning, dot gain, print-to-print instability, 
scanner gamma compensation, digitisation and geometric transformations. For a full 
discussion of these distortions see [SMM+06]. Not all of the distortions discussed in the 
paper will effect our work. Since our work is focussed on binary documents the gamma 
tweaking and half toning are not applicable. Also the dot gain distortion, whilst likely, 
would have no impact on a non-pixel based embedding strategy. Likewise the digitisation 
distortion would have no impact on a binary image. We do however, have to deal with
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geometric distortions and the print-to-print instability, which we would see as noise. The 
actual embedding is conducted using either selective embedding in low frequencies or 
differential quantization index modulation. An error correction code is used to counter 
some of the errors introduced during printing and scanning. Experiments are presented 
on five images printed and scanned at one resolution, 300 dpi. A discussion of a larger 
scale system using 30 images is mentioned, but details are scarce and the type of images 
is unknown.
2.3 N a tu ra l Language  W a te rm a rk in g
Natural language watermarking is a particular type of watermarking that is applicable 
when watermarking text documents. Due to the way it operates it is resilient to print 
and scan and even OCR. Natural language watermarking can be thought of as operat­
ing at a cognitive level as opposed to a perceptual level. It works by changing sentence 
structure, syntax, or even words to embed data. If you place an original document 
and watermarked document together it is obvious where the changes have been made. 
However, the meaning of the document should remain the same and therefore unde­
tectable at a cognitive level. Digital watermarking generally relies on the imperfections 
of compression or inefficiencies of image representation and perception in order to hide 
data. Natural language watermarking relies on the inefficiencies of language to be able 
to represent the same meaning in multiple ways.
In [TTD05] Topkara et al. provide an overview of natural language watermarking, 
including the terminology and techniques used within both natural language processing 
and natural language watermarking. Natural Language Processing is an established area 
of research and their watermarking methods rely on many of the techniques developed 
as part of the field. They provide a brief overview of the previous work conducted in the 
field of natural language watermarking, including synonym substitution and embedding 
information in tree structures created from sentences. There is no detailed experimen­
tation and whilst the papers serves as a good introduction it fails to provide any new 
information.
In [TTA06] Topkara et al. describe their method of natural language watermarking. 
They propose a more sophisticated method than simply swapping words with synonyms 
and essentially use a method of performing transformations on entire sentences in order 
to hide data. They refer to this as sentence level paraphrasing, which uses a number 
of linguistic transformations; for example, passivization and activization. The example 
they give for passivization is to transform the sentence "this frank discussion will close 
this chapter" to "this chapter, by frank discussion, will be closed". There are a number of 
transformations available and the embedding method treats these as functions that can 
be performed on a sentence. For example, if a sentence is active the passivization function 
may be performed on it. They generalise their algorithm to work with different types 
of media, however, the generalisation may be a step too far since it basically becomes a 
process of making a change to some object or value by applying a predefined function 
on that object or value. The paper does not provide a new insight and unfortunately
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abstracts away quite a bit of the method. The authors evaluate their scheme by using 
a Machine Translation evaluation tool. The applicability of such a tool is not entirely 
justified, but does provide a good initial evaluation.
The inherent problem with natural language watermarking is that it changes the 
content, either syntactically or stylistically. This is often countered by arguing that 
precision of meaning is often more important than style. The examples often given 
are car manuals or cook books, where the style of the written text is deemed not that 
important. However, there is likely to be few authors who do not mind the style and 
structure of their work being altered in order to embed a watermark.
2.4 B in a ry  P r in t  and Scan W a te rm a rk in g
Binary Print and Scan Watermarking is in its relative infancy, with one of the early 
papers being [LML98], published in 1998. There has been significant progress since 
then, but further research is still required to create a fully working system that can 
automatically handle different fonts as well as being able to remove noise and correct 
distortions.
Brassil, Low and Maxemchuk provide an overview and analysis of different text wa­
termarking schemes in [BLM99]. They discuss line-shift coding, word-shift coding and 
character coding. Line-shift coding involves modifying the location of lines by shifting 
them up or down. Word-shift coding is what our method is based on and was used by 
[ZS05) and is in essence moving words left or right. Character coding is conducted by 
changing the features of a characters as seen in [VVK+07]. The authors, in [VVK+07], 
analyse the steps any application must perform, for example, image analysis, which con­
sists of noise handling and profiling the document (calculating the horizontal and vertical 
profiles). They discuss the different detection methodologies and also look at wider ap­
plication issues including document delivery, where the document marking should be 
done and how it impacts on privacy. It provides a good overview of the state of the art 
at the time of writing, however, the research has moved on significantly since then.
Low et al. proposed a system "...where a text document is marked by shifting certain 
lines slightly up or down or words slightly left or right from there original positions" 
[LML98]. The methods proposed focus on binary text documents. The system makes 
use of horizontal profiles to detect lines and their centroids. A centroid can be thought of 
as approximately the average of all the points on the profile or subsection of the profile. 
A centroid is calculated for each line detected by the horizontal profile. The horizontal 
profile can also be used to identify lines for which a vertical profile can be generated to 
identify groups of words. The profiles we use in our system, as discussed in Section 3.2, 
are in effect identical to the ones proposed by Low et al. in [LML98]. Zou and Shi, in 
[ZS05], initially reused them in their proposed system and since our original scheme is 
based on |ZS05| we have also retained their use. In [LML98] the vertical profile is used 
to split a line into three groups consisting of two control groups surrounding one group 
to be adjusted. The document is marked, by moving lines up or down and moving the 
centre group of words left or right. When moving lines up or down, the lines above and
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below the adjusted line are considered control lines and are left unchanged.
The method for recovering the watermark is an informed detector, that requires the 
horizontal and vertical profiles of the original document. These are used to re-calculate 
the centroids for the lines and groups of words. By analysing how these centroids have 
changed the watermark can be recovered. This is significantly different to both Zou and 
Shi’s [ZS05] and our work that utilise sets within a line to modulate the watermark, 
thereby allowing the use of a blind detector.
Low et al., in [LM98], expanded on their original proposal to include an alternative 
detection method to better handle word shifts. This was in response to the poor per­
formance of the centroid detection method in word shifts. This alternative method 
was based on a correlation method and was compared to the centroid detection method, 
showing improved results for word shifts. Again the correlation method was an informed 
detector, which was a significant disadvantage. Low et al. claimed that both methods 
were robust to print and scanning although neither paper provided experimental results 
of actual printing and scanning.
Both the detection methods proposed by Low et al. in [LML98] and [LM98] were 
informed detectors that required the profiles from the original document. The aim 
of their research was to be able to identify the origin of documents and as such an 
informed detector was not such a disadvantage. The focus of our research is to create a 
watermarking method capable of holding an authenticating watermark. In such scenarios 
an informed detector is not suitable and as such the methods proposed by Low et al. 
are not appropriate.
In [Cho99] Chotikakamthorn proposed a method of modifying the whitespace between 
letters, or as we refer to them - letter spaces, to embed a binary value. Consecutive 
letter spaces are modified in order to embed the data. These letter spaces are found by 
analysing the word spaces and finding groups of letter spaces that are large enough to 
embed in. It is not clear how letter spaces and word spaces are identified, particularly 
after embedding and printing and scanning. The examples given do not provide enough 
information to evaluate the perceptibility impact of adjusting the letter spaces. Although 
from our own research we know that letter spaces are generally uniformly distributed, 
so any change is likely to be perceptible. The work was a modification of the word shift 
encoding methods described before in [LML98] and [LM98]. However, the method is 
less resilient and the experiments are not thorough enough to evaluate how effectively 
it would work over an entire document.
Bhattacharjya and Ancin propose a method of data embedding in a copier system 
in [BA99]. The scheme analyses a document and finds regions within a character that 
can be recognised as forming part of a character. The pixel luminance of these areas 
is then adjusted to embed the data. The data is spread throughout the document and 
error correction codes are used. They claim to be able to recover the same regions after 
copying by localising based on the lines and words. There is no experimental justification 
provided to verify this. There is also no discussion on the capacity or the resolutions at 
which the document is copied. The bit error rate in recovering the watermark is also 
not provided, making it impossible to evaluate the scheme. Intuitively the error rate is 
likely to be high, since the distortions will be potentially significant and their method is
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based on recovering a similar co-ordinate system to when they embedded.
Huang and Yan proposed a method of embedding data in binary text documents using 
sine waves in [HY01]. Their method appears to be heavily based on the work conducted 
by Low et al. in [LML98] and [LM98]. Their modification is to use sine waves to 
adjust the word spaces widths. They propose that this will reduce perceptibility, making 
information coding easier and improve detection. Their method also adjusts the widths 
of words by either duplicating or deleting vertical lines. This is done to ensure that the 
overall length of a line remains the same. They propose both a blind and a non-blind 
embedding scheme. The lines in the document act as the sampling points in a sine wave 
and hence they contain the watermark. Their results demonstrate good robustness, but 
the capacity is extremely low, only providing 42 bits for a page containing two columns, 
each 52 lines long. It is difficult to see how the capacity could be increased much beyond 
this.
An interesting area where text watermarking techniques may be applicable is in the 
watermarking of music scores. In [BRSWOO] the authors discuss some of the concepts be­
hind watermarking music scores and some potential methods that could be used. Music 
scores are widely distributed and often copied without the copyright holders permission. 
It is a significant problem within the industry, but as yet a solution has not been found. 
The authors evaluate how different watermarking schemes, both image and text based, 
could be applied to music scores. The potential to shift words, or in this case musical 
symbols, presents an interesting avenue of research. The method they propose is to 
adjust the angle of the straight vertical lines in the music score, for example, the stem 
of the notes. If the watermark is to be applied to an image, as opposed to some form of 
digital music score file, some form of image processing and symbol detection would be 
required. The same image processing and detection could be used during the detection 
side after printing and scanning. How well the changes proposed would survive printing 
and scanning is not clear since no experimental results are reported.
Villan et al. discuss the theoretical and practical considerations of data hiding in 
printed text documents in their paper [VVK+06], They attempt to model text data 
hiding as a Gel’fand-Pinsker problem and in particular Costa’s problem and therefore 
demonstrate how the quantization techniques associated with Costa’s problem can be 
applied to text watermarking. They suggest that word shift methods are also a specific 
type of Costa’s problem where the quantization is performed on location. It is not 
entirely clear what is gained by attempting to model text data hiding as an instance 
of Costa’s problem. The authors also propose a watermarking scheme called Color 
Quantization. In essence, the method changes the intensity of a character in order to 
embed either a binary 1 or 0. They claim that the changes in intensity can be small 
enough that they are imperceptible, whilst still being large enough to detect. They also 
propose a method for embedding in character half toning. During the experimentation 
high quality scanners were used at a resolution of 600ppi. The results show that for 
differences in luminance of 41, for a example a 1 is represented by 0 (black) and a 0 is 
represented by a value of 41 (gray), the error rate was close to one third. It was only 
when the difference was greater than 60 that the error rate dropped below 2%. There is 
no evaluation of the perceptual impact of the different embedding values and the only
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example given had an error rate of over 20%. Given that the difference in luminance 
between 0 and 60 is greater than a 20% change in the visible luminance range, it is likely 
to be visible.
Villan et al. appear to have built on their previous work of [VVK+06], in [VVK+07]. 
In [VVK+07| they again define the problem at length as a Gel’fand-Pinsker problem and 
also once again introduce the Color Quantization method but it is renamed to the Color 
Index Modulation technique; although the technique is identical. They also introduce 
a Location Index Modulation which is based on specifying the character according to 
a two dimensional orthogonal co-ordinate system. The scheme then either quantises 
the horizontal co-ordinate, the vertical co-ordinate or both. However, there is a serious 
caveat to the method which is that they assume they can recover the same co-ordinate 
system for locating the character during embedding, after embedding and after printing 
and scanning. Whilst it would be possible before and after embedding, the print and 
scan process will introduce significant noise and distortion that will make it difficult, if 
not impossible, to recover the same co-ordinate system. They suggest that a combination 
of Color Index Modulation and Location Index Modulation would provide the greatest 
capacity.
They continue to analyse how the document could be authenticated. They proposed 
using OCR and a Message Authentication Code (MAC). This would enable them to 
use established and proven cryptographic methods, however, it is then dependent on 
the effectiveness of OCR. They propose their own method of hashing called Random 
Tiling Text Hashing. It was inspired from a method of robust image hashing, proposed 
in [MV02], and uses overlapping rectangles randomly overlaid on the image. The image 
being hashed could be a sub-image, for example, a letter or word. They then calculate 
a weighted mean and use random thresholds to produce an intermediate hash, from 
which the final hash is selected. A number of initial experiments are conducted on their 
hashing methods. The MAC method is already proven as part of its use in cryptography, 
the only thing to experiment with is the OCR. Unfortunately the experiments on the 
Random Tiling method are not extensive enough to draw any meaningful conclusions 
as to the strength of the hash. Their is also no theoretical analysis of it. There are also 
no experiments provided on the Location Index Modulation scheme, therefore making 
it impossible to tell if it was successfully used in a print and scan environment.
Zou and Shi [ZS05] proposed an Inter-word Space Modulation (ISM) scheme that used 
the modulated space between words to hide data. The system used a blind detector and 
was robust to Print and Scan operations. It used some of the methods proposed by 
Low et al., in particular the use of horizontal and vertical profiles. It differs in that the 
inter-word spaces are divided into two sets. To embed data one set is made larger than 
the other, to embed a ’1’ set A is made bigger than set B, whilst to embed a ’O’ set 
B is made larger. As a result of the division of the spaces into two sets the maximum 
capacity of data that could be embedded was 1 bit per line of text. Their results were 
robust to printing, scanning and copying. This work formed the basis of our previous 
work which is discussed in the next chapter.
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2.5 P e rc e p t ib i l i ty
One of the most basic requirements of digital watermarking is the ability to imperceptibly 
hide data within a cover image or document. As such it is necessary to have some way of 
evaluating how effectively that requirement has been met. In the digital watermarking 
of natural colour images there are methods that use models of the Human Visual System 
in order to give a quantifiable perceptibility value. Traditionally this is the PSNR - Peak 
Signal to Noise Ratio, discussed further in [CMB+07]. It is simple to calculate, widely 
used and has been established as being a reasonable way to evaluate the human visual 
model when viewing images. Likewise in audio watermarking there is a human auditory 
model that aims to model the human ear and thus calculate the perceptibility of any 
changes that take place during watermarking. Various aspects of perceptibility, as well 
as, descriptions of some of the models can be found in [CMB+07]. However, due to the 
manner in which binary text documents are watermarked there is no established method 
of evaluating the perceptibility of changes. Currently this is evaluated via subjective 
methods, for example, surveying people. This is expensive, difficult to repeat and even 
more difficult to compare different methods. The methods used for image watermarking, 
such as PSNR, cannot be applied to binary text document watermarking because of the 
nature of the changes. For example, if you move a word 1 pixel to the right all the 
boundary pixels of each character change from either 0 to 255 or from 255 to 0. This 
distorts the PSNR figure and would yield extremely low PSNR values indicating the 
change was very perceptible. However, in reality a human would not be able to perceive 
the change.
Lu et al. proposed a distortion measure for use with Binary Document Images in 
[LKS04]. Their method involved analysing each pixel and comparing the changes be­
tween unmarked and marked and then weighting those values according to how far from 
the centre pixel the change has occurred. This is a usable approach when the embedding 
algorithm is based on pixel flipping and is not robust to printing and scanning. However, 
it suffers from similar problems to the PSNR when the embedding method involves some 
form of word or line shifting.
The way humans perceive binary text is completely different to how we perceive 
natural images. Natural images capture a scene and as such have no predefined structure. 
Each image could be different to the next, with different lighting conditions and colour 
rendition. However, text is an extremely structured medium, there is a limited alphabet 
which is universally known by the readers. There is structure in the form of lines, 
sentences and words. There is a limited number of words, some of which are very familiar 
whilst others may be unknown. As such, the problem is less of an image analysis problem 
and more of a analysis of how the document is read. As stated above, the purpose of an 
image is to convey the scene, the purpose of the text document is containing the meaning 
of the contained text. Therefore, if the visual quality of the document image is poor, 
but there is no impact on the ability or speed at which it can be read the watermark 
should be considered imperceptible.
As a result, the area in which we would need to look for a suitable perceptual model 
is not image processing but psychology and more specifically the psychology of reading
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and the modelling of eye movements. This is a well established field of research with 
eye movement research being dated back to the 19th Century. During the past 30 years 
more in depth research into eye movements, including during reading, has been possible 
with the advent of computing technology capable of unobtrusively monitoring the eye 
movements during reading. In [Ray98] the author provides an overview of the research 
conducted in the last 20 years. It covers the key concepts such as saccades and fixations. 
These concepts are more simply explained in [Lar08] in which the author goes through 
the process of word recognition at a more high level, suitable for those not familiar 
with the field of psychology. When reading the eye does not smoothly move across the 
line, it actually makes ballistic like jumps between locations. These jumps are called 
saccades. The location at which the eye jumps to is a fixation point. The saccade lengths 
and fixation points are not uniform, but are determined by the peripheral vision. The 
movement of the eye is conducted by the sub-conscious so the only way to study it is 
to observe it in action. There has been much research into what effects the saccades 
and fixation points. In [BRG81] Buurman et al. study the size of our peripheral vision 
when reading. Whilst in [PR82] Pollatsek and Rayner analyse how filling the gaps in 
between words impacts on the fixations and saccades. This is particularly interesting 
to us, since we are changing the gaps between words when we embed. The changes 
conducted in their research are more severe in that they totally fill the gap with either 
a character, cross hatching or a digit. However, their results do indicate an impact on 
reading performance and therefore further research into how modifying the space width 
and distribution would be needed.
The focus in this thesis is to define different watermarking schemes and assess their 
robustness to printing and scanning. This section justifies why PSNR will not be used 
as a measure of the success of the results and recognises that a perceptual model would 
need to be considered as part of future work, as discussed in Section 11.2.3.
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3 D o c u m e n t  D iv is io n
Divide and Conquer
Julius Caesar
3.1 In tro d u c t io n
In this section we will discuss the existing methods to divide the document into lines and 
each line into words and white space. We will briefly mention the existing thesholding 
schemes that have previously been used to classify the white space found into white 
space between letters, called letter spaces, and the white space between words, called 
word spaces. We will discuss the limitations of the existing schemes before presenting 
our own improved scheme, which has been designed to work with multiple fonts, in 
different sizes with different styles. We provide a thorough analysis of our thresholding 
technique, having created and evaluated 864 test documents involving different fonts, 
sizes and styles. We also provide a wider analysis of how white space is distributed within 
different styles of document and how this could impact on the thresholding technique. 
Finally we present our new technique of using information from the inputted PDF file 
to validate and improve the thresholding technique.
3.2  H o r izo n ta l and V e r t ic a l P ro files
Horizontal and vertical profiles of a document enable us to distinguish the location and 
size of letters. They were used by Zou and Shi [ZS05] for the same purpose. They 
provide a map of the pixels within a document, which enables the extraction of lines 
and from these lines the letters can be identified. Whilst the process used to create both 
profiles is the same, they operate on different parts of an image as we shall see below. 
The actual processes described in Section 3.2.1 and Section 3.2.2 is not new, however, 
in Section 3.2.3 we discuss our observed limitations.
3.2.1 Horizontal Profiles
A horizontal profile operates on the whole image of a document. Its purpose is to 
distinguish the lines of text within a document. It is created by iterating over the rows 
of pixels within the image. For each row the number of black pixels is counted and this 
value stored. The result is a graph similar to the one in Figure 3.1. The peaks of the
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graph indicates rows containing text, whilst the areas with zero values indicate white 
space. A line of text is defined as a group of adjacent positive values. The sections of 
the image are extracted relative to the adjacent positive values, giving us a separate 
sub-image for each line.
3.2.2 Vertical Profiles
Having extracted a sub-image containing a line of text, using the horizontal profile, a 
vertical profile is created from it. This is repeated for each extracted sub-image giving 
a vertical profile for each line of text. The purpose of a vertical profile is to distinguish 
the letters, words and white space within a line. This is achieved by iterating over the 
columns of pixels within the extracted sub-image and counting the number of black 
pixels found. This produces a graph similar to the one in Figure 3.2. This graph has a 
smaller Y axis because there are less pixels in the extracted image. The same process of 
identifying areas of adjacent positive values is used, as in the horizontal profile, except 
this time the areas found indicate letters or groups of letters. More importantly a vertical 
profile identifies the white space between the letters. This is what will be adjusted in 
order to embed a watermark. Before embedding can happen the white space found must 
be classified, further details on how that is achieved can be found in Section 3.3.
3.2.3 Limitations of Profiles
The use of horizontal and vertical profiles to divide the document is a useful technique, 
however, there are limitations. We will discuss the two main limitations in this section. 
Whilst we recognise these limitations a better alternative has not been found.
Letters w ith  a T it t le
A tittle is the dot above an ‘i’ or ‘j ’ , it is similar to a diacritic except that it is an integral 
part of the letter. In certain circumstances the horizontal profile can split the tittle from 
the rest of the letter. This can cause two problems, firstly if the letter is moved as part 
of the embedding process, it goes out of alignment with the tittle making the embedding 
more perceptible. Secondly, it can cause embedding errors if a tittle is categorised as a 
separate line to the words. The problem only arises when certain combinations of letters 
appear in a line. Typically it only occurs when there is a short line containing only a 
few words, consisting of all lowercase letters without ascenders, with at least one letter 
having a tittle. Ascenders are the parts of a letter that extend above the normal height 
of the letter, examples of letters with ascenders are ‘h’ and ‘d’ . Figure 3.3 shows an 
example of a line containing a single word that consists of some of the letters that cause 
the problem. As a result we can state that if a line contains an ‘i’ or ‘j ’ and does not 
contain any upper case letters or any of the following: ‘bVd’/ f ’ /h ’/k Y l’ / t ’ , it will suffer 
from this problem. It may seem that the likelihood of such a situation occurring is very 
small, which it is when looking at complete lines. However, if a line contains the end of a 
sentence and consists of just one of two words it can and does occur. In order to counter
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He w as so exact that he was never in a hurry, w as always ready, and was economical 
alike of his steps and his motions. He never took one step too many, and always w ent to 
his destination by the shortest cut; he m ade no superfluous gestures, and was never seen 
to be m oved or agitated. He w as the most deliberate person in the world, yet always 
reached his destination at the exact moment.
He lived alone, and, so to speak, outside o f eve ry  social relation; and as he knew that in 
this world account must be taken of friction, and that friction retards, he never rubbed 
against anybody.
A s for Passepartout, he w as a true Parisian of Paris, Since he had abandoned his own 
country for England, taking service as a valet, he had in vain searched for a master after 
his own heart. Passepartout was by no means one of those pert dunces depicted by 
Moliere with a bold gaze  and a nose held high in the air; he was an honest fellow, with a 
pleasant face, lips a trifle protruding, soft-mannered and serviceable, with a good round 
head, such as one likes to see  on the shoulders o f a friend. His eyes w ere  blue, his 
complexion rubicund, his figure almost portly and well-built, his body muscular, and his 
physical pow ers fully developed by the exercises o f his younger days. His brown hair was 
som ew hat tumbled; for, while the ancient sculptors are said to have known eighteen 
m ethods o f arranging Minerva’s tresses, Passepartout w as familiar with but one of 
dressing his own: three strokes of a large-tooth comb completed his toilet.
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It 
w as impossible to tell whether the new servant would turn out as absolutely methodical as 
his m aster required; experience alone could solve the question. Passepartout had been a 
sort o f vagrant in his early years, and now yearned for repose; but so far he had failed to 
find it, though he had already served in ten English houses. But he could not take root in 
any o f these; with chagrin, he found his m asters invariably whimsical and irregular, 
constantly running about the country, or on the look-out for adventure. His last master, 
young Lord Longferry, Member o f Parliament, after passing his nights in the Haymarket 
taverns, w as  to o  often brought hom e in the morning on policemen's shoulders. 
Passepartout, desirous o f respecting the gentleman whom he served, ventured a mild 
rem onstrance on such conduct; which, being ill-received, he took his leave. Hearing that 
Mr. Phileas Fogg w as looking for a servant, and that his life w as one o f unbroken 
regularity, that he neither travelled nor stayed from home overnight, he felt sure that this 
would be the place he w as after. He presented himself, and was accepted, as has been 
seen.
A t half-past eleven, then, Passepartout found himself alone in the house in Saville Row. 
He begun its inspection without delay, scouring it from cellar to garret. So clean, well- 
arranged, solemn a mansion pleased him; it seem ed to him like a snail's shell, lighted and 
w arm ed by gas, which sufficed for both these purposes. When Passepartout reached the 
second story he recognised at once the room which he w as to inhabit, and he was well 
satisfied with it. Electric bells and speaking-tubes afforded communication with the lower 
stories; while on the mantel stood an electric clock, precisely like that in Mr. Fogg's 
bedchamber, both beating the same second at the same instant "That's good, that'll do," 
said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a 
program m e o f the daily routine o f the house. It comprised all that w as required of the 
servant, from eight in the morning, exactly at which hour Phileas Fogg rose, till half-past 
eleven, when he left the house for the Reform  Club--all the details o f service, the tea and
Figure 3.1: Sample Document with Corresponding Horizontal Profile
eleven, when he left the house for the Reform Club—all the details of service, the tea and
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Figure 3.2: Sample Line with Corresponding Vertical Profile
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this problem we have added checks during the thresholding and classification stage of 
our watermarking scheme, detailed in Section 3.4.3, to make sure we are embedding in 
a line that contains multiple words and letters. In effect, we exclude short lines. This is 
not foolproof, but handles the problem the majority of the time.
passions.
Figure 3.3: Extract Showing a Short Line with Tittle
Font Decoration
A vertical profile relies on there being white space between characters and words in 
order to divide up the document. When a line or word has additional font decoration 
this white space can seemingly disappear. This is particularly evident when looking at 
the addition of an underline, but can also occur with decorations such as strike through. 
Figure 3.4 shows a line of text decorated with underline and the corresponding vertical 
profile generated. As can be seen from the profile, there are no zero values across the 
line and hence the line cannot be divided up. This results in the line being excluded 
from embedding and a reduction in potential capacity. However, its exclusion should 
not cause embedding or detection errors. A similar problem can also occur when text 
is set to italics. This causes the letters to overlap and the profile cannot identify the 
gaps between letters. Figure 3.5 shows an italic line with the vertical profile and white 
space sizes. We are able to identify the white space between words, however, due to 
the slanted nature of italic fonts the letters overlap, thus removing most occurrences of 
white space between letters. The thresholding scheme, detailed in Section 3.4, would find 
more word spaces than letter spaces. This would cause the Line Exclusion technique, 
detailed in Section 3.4.3 to exclude the entire line. This problem is also seen when 
looking at handwritten fonts that use an italicised style for the characters and even join 
one character to the next.
alike of his steps and his, motions. H.e._n.ever took .one step tQQ-many, and always went .to
JiLm  m! LiIm mULm muJ i l k  LUmIImUm. U *  luuL u \ J u  mImL luu LUWUfc. lJUJ Lu
Figure 3.4: Extract Showing a Line with Underline Decoration
3.3 T h re sh o ld in g
Having identified the white space within a line using the combination of horizontal and 
vertical profiles discussed above, the white space must be classified. Within a line there
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his destination by the shortest cut; he made no superfluous gestures, and was never seen
HiM U M M H iiU iiu ii HL. l i i »  m U u U m m ! u L±H U u  LUHUm  H u  MliHULUUUUM Hm m Lu l m m . H U H  HjUm  U u LML m u m u
Figure 3.5: Extract Showing a Line with Italic Decoration
are two types of white space; letter space and word space. A letter space is the white 
space between adjacent letters in a word. A word space is the white space between 
adjacent words. The challenge is to correctly classify these two types for different fonts, 
sizes and styles. The various methods tried and the chosen solution are detailed below, 
along with a discussion of the importance of correctly classifying these types of white 
space.
3.3.1 W hy is it im portant to classify the white space?
It is essential to correctly classify the white space in order to reduce the perceptibility 
of a watermark. A digital watermark should be as imperceptible as possible. In some 
circumstances a perceptible watermark is a security risk since it allows an attacker to 
more easily identify where the watermark has been hidden. More importantly, in our 
case, it causes a degradation in the quality of the document to the user.
A watermark is hidden by adjusting word spaces in order to make detectable differences 
in sets of word spaces. Therefore word spaces are adjusted, by making them either larger 
or smaller. If a letter space is incorrectly identified as a word space it will be adjusted 
along with the other word spaces. This could result in a change in the distribution 
of white space within a word. Anecdotal evidence suggests that having words with 
inconsistent letter spaces is particularly perceptible to the human eye. The exact reason 
for this falls more into the field of psychology than computer science. However, if a 
perceptual model was to be created to analyse the perceptibility of a watermark this 
would need to be investigated. It provides a potential interesting further area of future 
research as we discuss in Section 11.2.3. An example of two lines, Figure 3.6 shows a line 
with consistent letter spaces and Figure 3.7 shows a line with inconsistent letter spaces. 
When looking at these lines your eyes would naturally be drawn towards the word with 
the inconsistent letter space, since it is different to the regular pattern.
his master required; experience alone could solve the question. Passepartout had been a
Figure 3.6: Extract Showing a Line with Consistent White Space
was impossible to tell whether the new servant w ou ld  turn out as absolutely methodical as
Figure 3.7: Extract Showing a Line with Inconsistent White Space
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Average Word Space Width for Verdana and Times New Roman
Font Size(pt)
Figure 3.8: Average Font Size
3.3.2 Existing Schemes?
The approach presented by Zou and Shi’s [ZS05], does not detail how the two types of 
white space are distinguished. The initial assumption was that a static threshold had 
been used. This makes the process very inflexible to different fonts, sizes and styles. 
This is because different fonts will use different amounts of white space between letters 
and words. As font sizes increase the amount of white space between letters and words 
also changes. The difficulty is increased because the system will not know the particular 
font or size used in a document, since the system only has access to an image of the 
document.
S ta tic  Threshold
Our initial attempts to use a static threshold were not successful. A static threshold 
makes a watermark more perceptible. This is due to letter spaces being incorrectly 
classified as word spaces. If this happens, the embedding process could increase the 
space between letters in a word. Too much space between letters could be noticeable to 
the human eye.
Figure 3.8 shows a graph of the comparison of average word space width for the Times 
New Roman and Verdana fonts. It is clear that there is a significant difference between 
the average word space width for the two fonts at the same point size. The difference is 
also not static and the variation increases the larger the font size. A similar effect was 
seen when comparing other fonts. This clearly shows the requirement for some form of
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dynamic threshold calculation, which can vary according to the content of a particular 
line.
A u to m a tic  Threshold C alcu lation?
Our previously proposed Automatic Threshold Calculation [CTH06] is based on the 
standard deviation of the spaces that are present in a line. Initially, the algorithm used 
a combination of the mean and the standard deviation. However, the mean was sensitive 
to the changes that could occur during the print and scan operation and this causes the 
threshold to vary and thus the composition of the sets to change. Hence, it could lead to 
errors in the calculation of the total space in a set and thus introduce detection errors. 
The standard deviation is, however, less sensitive to the changes and is therefore more 
stable. The Automatic Threshold Calculation is performed after profiling the document 
prior to embedding and detection.
W H S  is defined as the set of all white space within a line, whilst LS is the subset of 
letter spaces and WS1 is the subset of word spaces. The calculation and set composition 
is detailed below:
Let WHS — {wsi, ...,wsn}
Where wsi is the width of an instance of white space
Where ws is the arithmetic mean of {twsi, ...,wsn}
Let t be the Automatic Threshold, where t — 2 * a 
Let LS — {ws : ws < t }
Let WS — {tas : ws > t }
The above work was conducted as part of my MSc with full details published in 
[CTH06] and [Cul06]. Whilst this method was initially adequate it was not without 
problems. It did not handle short lines very well and required an extra step known as 
Threshold buffering, which ensured there was a buffer between the letter/word spaces 
and the threshold. However, the biggest problem was that it was not reliable enough. 
The threshold particularly struggled with lines that contained unusual characters or sets 
of numbers, for example, ‘ [’ or ‘ 10011001’. As we also later discovered the suite of test 
documents did not give a realistic view of a typical line. The problem was that the 
document was split up into individual lines, one for each test. As a result all the lines 
were shorter than the maximum length. This meant that none of the lines had been 
manipulated by the word processing package, OpenOffice Writer, to create a justified 
appearance. This adjustment process had a significant impact on the spacing between 
words and letters and created unusual distributions of white space. This is the reason 
the thresholding testing in [Cul06] showed good results, whilst in the embedding and 
detection tests using full pages of text some erroneous results remained. Once we had 
utilised the spare group for embedding, which had previously acted as a control group, we 
saw a drop in successful zero bit error detections to 44%. Thus, in this thesis we present 
a new approach to thresholding and the subsequent testing of it. Further discussion on
25
Chapter 3. Document Division
the new threshold testing method can be found in Section 3.7. Not only does it give 
better overall results, but the Automatic Threshold Calculation could not have been 
used due to changes to the embedding scheme detailed in Section 4.3.
3.4 Frequency T h re sh o ld in g
Following the development of a new embedding strategy, detailed in Section 4.3, the 
original method of Automatic Threshold Calculation in [CTH06] proved no longer to 
be adequate with the new embedding strategy. A threshold is required to allow us to 
distinguish between letter and word spaces. We only want to embed in word spaces 
since they are more robust to the distortion introduced during printing and scanning, 
and furthermore, changes to them are less perceptible. It should be noted that the 
threshold is still to be calculated on a line by line basis.
Figure 3.9a shows a typical frequency distribution for the white space in a typical line 
at 150dpi. As can be seen, there are two clear peaks, complete with surrounding values. 
The peak, and adjacent values, at 3 pixels wide is the peak of letter spaces, whilst the 
peak and adjacent values, at 11 pixels refers to the word spaces peak. This frequency 
distribution is typical amongst different fonts at 150dpi. There may be variations in the 
exact location of the peaks, but through experimentation, two distinct groups are the 
norm, each with a peak in their distribution. By calculating a point between the two 
groups the ideal threshold can be calculated.
Unfortunately, it is not sufficient to just examine the two peaks and work from these 
points to calculate the threshold. Figure 3.9b shows the effects of embedding on the 
distribution using the previous scheme. The letter space group has narrowed by 1 in 
width to 3 and has a more symmetrical distribution. The word spaces have been divided 
into two groups, containing two peaks at pixel widths of 12 and 14. This is to be 
expected, the word spaces are being made bigger, smaller or left unchanged. As such 
we would expect to see three different groups. We initially considered taking the mid­
point between the two highest peaks of the letter space and word space groups, but this 
proved to be insufficient, fn certain circumstances it was possible for the distribution to 
be such that word spaces could be incorrectly classified, particularly if they were small 
and fell between the main letter and word space groups. Misclassification was more likely 
to happen during detection, after printing and scanning. The print and scan process 
introduced distortion to the line and to the distribution of white space.
A more sophisticated method of calculating the threshold was developed, replacing 
the Automatic Threshold Calculation technique. We observed that the letter space 
distribution tended to stay as a connected group around a peak whereas the word space 
distribution tended to become more fractured, sometimes with significant gaps between 
groups. This was noted more at 300dpi where there was more scope for changes. The full 
name of the new profiling method is Directional Weighted Nearest Neighbour Frequency 
Thresholding, but throughout the thesis is referred to as Frequency Thresholding for 
brevity.
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Frequency Distribution Before Embedding
1 2 3 4 5 6 7 8 9 10 11 12 13 14
White Space Size (pixels)
(a) Before Embedding
Frequency Distribution After Embedding
1 2 3 4 5 6 7 8 9 10 11 12 13 14
White Space Size (pixels)
(b) After Embedding
Figure 3.9: Typical White Space Frequency Distribution Before and After Embedding
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3.4.1 Directional W eighted Nearest Neighbour Frequency 
Thresholding (Version 1)
The following is the new procedure for calculating the threshold.
Create l ist  groups of adjacent posi t ive values L (see Listing 3.2) 
Find two groups with the highest peaks in L 
Label two groups as gx and g2 
Remove g1 and g2 from L 
Order I in right to left  order ( for  l ines 2—5 see Listing 3.3)
Merge all li in L into either g\ or g2 according to Listing 3.4 
Threshold \gx.right +  .^•left-g1.right-j
Listing 3.1: Pseudocode of Frequency Thresholding
The procedure above is the result of an iterative development based on analysing the
distribution of white space we saw in sample documents.
Define Object 1
1 . right — 0
1 . left  -  0
1 .max — 0
L — New Empty List of 1 Objects
current _1 — NULL
FOR i — 1 to max(white space size)
IF f r e q ( i )  > 0
IF current_l  ^  NULL
c ur r e n t _ l . right — i
ELSE
current_l  — new 1 object
current_l  . l e f t  — i
current_l  . right =  i
ENDIF
IF f r e q ( i )  > current_l  .max
current 1 .max — f r e q ( i )
ENDIF
ELSE
IF current_l  ^  NULL
L .add(current_ l )
current_l  — NULL
ENDIF
ENDIF
NEXT i
Listing 3.2: Creating List of Groups
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1 F O R  i  —  1  t o  2
2 t l i  —  N U L L
3 F O R  j  =  1  t o  s i z e ( L )  ;
4 I F  t l i  —  N U L L  O R  Lj  .  m a x  >  t l i  ■ m a x  j
5 t l i  —  l j
6 E N D I F
7 N E X T  j  !
8 L .  r e m o v e  ( t l i )  1
9 N E X T  i
1 0 I F  t l i  ■ l e f t  <  H 2  . l e f t
1 1 5 1  =  t l i
1 2 9 2  =  t l 2
13 E L S E
14 5 1  =  t f a
15 9 2  =  t i l
16 E N D I F
1 7 S o r t  L  a c c o r d i n g  t o  1 . r i g h t  i n  d e s c e n d i n g  o r d e r
L i s t i n g  3 . 3 :  F i n d i n g  r j i  a n d  5 2
1 F O R  E A C H  k  i n  L
2 I F  m i n  ( \ l i . r i g h t  —  5 1 . l e f t  ,  Z i . l e f t  -  5 1 . r i g h t ] )  <  ;
3 m i n  ( | k . l e f t  -  < 7 2  • n g h t  | ,  | k .  r i g h t  -  g 2 . l e f t  | ) )  ■
4 I F  l i . l e f t  >  g i .  r i g h t  :
5 g i .  r i g h t  =  U  .  r i g h t
6 E L S E
7 g i .  l e f t  =  l i .  l e f t  :
8 E N D I F
9 E L S E
1 0 I F  Z j . l e f t  >  5 2 - r i g h t
1 1 5 2 . r i g h t  =  k .  r i g h t
1 2 E L S E
13 5 2 . l e f t  l e f t
14 E N D I F
15 E N D I F
16 N E X T  U
L i s t i n g  3.4: M e r g i n g  a l l  l t  i n  L  i n t o  5 1  o r  § 2
The goal of the procedure is to create two groups, one representing letter spaces and 
one representing word spaces. By then finding the point between these two groups a 
threshold can be calculated. The reason for using a combination of nearest neighbour 
and right dominance is in order to deal reliably with different, white space distributions. 
Generally we noted that the letter spaces were tightly distributed around a peak, where 
as the word spaces could become quite spread out. By going from right to left, the word 
space group will grow more rapidly than the letter space group, and therefore provide a
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Frequency Distribution Before Embedding
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Figure 3.10: Typical White Space Frequency Distribution Before Embedding
greater chance of the space being classified as a word space.
Figure 3.10 shows an example profile from a document formatted in Times New Roman 
with a resolution of 150 dpi, prior to embedding. This illustrates how the right dominance 
nearest neighbour works. <?, is from 2 to 4, whilst g2 is from 13 to 15. The remaining 
groups in I are 17 to 18. 7 to 8 and 10, all of which are in fact word spaces.
If we had simply taken the mid-point between gx and g2, we would have incorrectly 
classified some word spaces. If we had calculated the nearest neighbour from left to right, 
the group from 7 to 8 would have been incorrectly classified as letter spaces, since they 
are only 3 pixels in width away from the letter space group, whilst they are 5 pixels in 
width away from the word space group. However, by using the right dominated nearest 
neighbour we can see that g2 is expanded to be from 13 to 18, during the first iteration 
of Line 8 in Listing 3.1. In the second iteration of Line 8, in Listing 3.1, g2 is expanded 
to be from 10 to 18. Then the third, and final, iteration of Line 8, g2 is expanded to be 
from 6 to 18, this is due to the group found between 7 and 8 now being closer to g2 than 
gl. Finally the threshold is calculated, as per Line 9 in Listing 3.1, giving the equation 
4 -I- which returns 5.5, after rounding, the final threshold is 6 pixels.
3°
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Frequency Distribution Showing Multiple Peaks Problem 
(Arial 14pt 300dpi)
4.5
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S'
3
c ? 5
i0-
<D 2
LL. 1.5
1
0.5
0
I Word Spaces 
I Letter Spaces
c o i O h - O T - o o i o r ^ c n  
White Space Width
Figure 3.11: Example Line Showing Multiple Peaks Problem
3.4.2 M ultiple Peak Problem (Directional W eighted Nearest 
Neighbour Frequency Thresholding Version 2)
In the discussion of the algorithm above we noted that it was necessary to handle multiple 
groups of word spaces. Now let us consider the case where multiple peaks were due to 
multiple letter space groups.
If the letter spaces was split into two groups, rather than picking one peak for letter 
spaces and one for word spaces, both peaks would represent letter spaces, leading to 
an incorrect threshold being calculated. An example of such a line can be seen in 
Figure 3.11. The letter and word spaces have been distinguished by different colours to 
emphasise the problem. The highest peak is at a width of 6 pixels and is a group of 
letter spaces, the second highest peak is between 8 and 9 pixels in width and is also a 
group of letter spaces. This would normally result in the threshold being calculated as 
being between 6 and 8, which is clearly wrong. Thus the algorithm in Listing 3.1 needed 
improving. We observed that this is a problem that is more prevalent after printing and 
scanning, where the distortion can. on occasion, cause the letter space group to split 
into two peaks.
The solution we implemented was to initially split the frequency distribution into two 
groups, a left and a right group. Each block of adjacent positive values was assigned to
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either the left or right group, based on the location of the right-hand point. We define 
the mid point as the overall width of the frequency distribution divided by two. If the 
right-hand point is less than the mid-point the group is assigned to the left group, whilst 
if it is greater than or equal to the mid-point it is assigned to the right group. Using 
Figure 3.11 as an example, the overall width of the frequency distribution is 22, since 
22 pixels is the value of the furthest right word space width. Hence, the mid-point is 11 
pixels. Therefore the values at 4, 6 and 8-9 are all assigned to the left group whilst the 
value at 22 is assigned to the right group. Following the assignment of groups the peak 
from each group is taken, assigning the one from the left hand group to be the letter 
space peak, whilst the one from the right group is the word space peak. The groupings 
are then discarded and the rest of the Frequency Thresholding process continues as 
before. 3
1 Create l ist  groups of adjacent posi t ive values L (See Listing 3.2)
'2 L G  —  New Empty List of 1 Objects
3 R G  —  New Empty List of 1 Objects
4 Calculate midpoint mp -  ™ * ( w h i t e s P a c e s i z e )
5 FOR EACH l i  in L
G IF l i . right <  mp
7 L G . add ( k )
8 ELSE
0 R G . add(Ij)
10 ENDIF
11 NEXT k
12 IF size (LG')— 0 or s ize(RG)  —  0
13
14
15
Threshold — max(white space size)  +  1  
ELSE
FOR j — 1 to s i z e ( L G )
10 IF g \  —  NULL OR L G  j  . m a x .  > 5 1 . max
17 g \  —  L G j
18 ENDIF
19 NEXT j
20 L . remove (<71)
21 FOR j — 1 to size(-RG)
22 IF <72 — NULL OR .RGj.max > 52 .max
23
2 4
<72 — R G j  
ENDIF
25 NEXT j
20 L . remove (<72)
27 Sort L according to 1 . right in descending order
28 Discard L G  and R G
29 ENDIF
30 Merge all l i  in L into either g \  or <72 according to Listing 3.4
31 Threshold — [g^right +  ga-left-g,-tight 1
Listing 3.5: Pseudocode of Frequency Thresholding
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Frequency Distribution Showing Extended Letter Space 
Grouping (Arial 11pt 150dpi)
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Figure 3.12: Example Line Showing Extended Letter Space Group
Whilst the new algorithm in Listing 3.5 solves one problem, it also introduces another. 
If the letter space group is spread over more than half of the profile distribution the right 
most side will fall beyond the mid-point and it will be assigned to the right group. If 
either one of the groups contains no values the whole line is excluded, since two peaks 
could not be found. An example of this occurring can be seen in Figure 3.12, showing 
an example line from Arial l lpt  at an embedding resolution of 150dpi. As can be seen 
the letter space group extends beyond the mid-point of 5.5, thus placing it in the right 
hand group. This problem typically only occurs at the embedding stage and at lower 
resolutions with small font sizes.
The reason we tend not to see the problem of an extended letter space group at 
higher resolutions and font sizes is that they cause the frequency distribution to be more 
spread out. However, when we see the problem of an extended letter space group at a 
low resolution we typically sec misclassification problems at higher resolutions. Figure 
3.13 shows the frequency distribution for the same line as Figure 3.12 except at an 
embedding resolution of 300dpi. As can be seen the letter space group is still extended, 
but has become fractured. This prevents problems occurring during the left and right 
group assignment, but ultimately causes letter spaces to be incorrectly classified as 
word spaces. Due to the weighting towards word spaces the letter spaces groups at 
a pixel width of 10 pixels and similarly 13-14 pixels will be incorrectly categorised as 
word spaces. The occurrence of the problems discussed in this section is relatively rare. 
Therefore no further changes were made to our algorithm in Listing 3.5 . A full discussion 
of the testing related to our thredholding technique is given in Section 3.7 but to affirm
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Frequency Distribution Showing Extended Letter Space 
Grouping at Higher Resolution (Arial 11 pt 300dpi)
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Figure 3.13: Example Line Showing Extended Letter Space Group at 300 dpi
the rarity of the misclassification we see in the test for llp t Arial, at an embedding 
resolution of 150dpi. the problem occurs 3 times out of 53 lines and just once in 53 lines 
at an embedding resolution of 300dpi. Both documents were full pages of text consisting 
of a total of 53 lines. The problem does not occur at all for the 12pt document at an 
embedding resolution of 150dpi.
In Section 3.9. we introduce a new technique called PDF Analysis, which augments 
the algorithm in Listing 3.5. As we shall see in Section 3.9 the combination of Frequency 
Thresholding and PDF Analysis provides the most reliable way of classifying white space. 
This combination of techniques corrects the misclassifications and incorrect groupings. 
It is therefore better to have a solution to the problem of letter space grouping being 
split after printing and scanning, where no PDF Analysis can be performed, and accept 
that the PDF Analysis is required at the point of embedding to handle the imperfections 
of the Frequency Thresholding technique. The current solution to the multiple peaks 
problem could also be improved to mitigate against the risk of errors caused by an 
extended letter space group. For example, if the left group does not contain any values, 
whilst the right contains two groups of values it could fallback to just taking the two 
peaks.
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passions.
4 3 4 56  6 6 5
Figure 3.14: Example of a Short Line with Corresponding Vertical Profile
3.4.3 Line Exclusion
As we discussed in Section 3.2.3 short lines and formatted lines can cause problems 
to the profiles, they can also cause problems to the thresholding techniques. Both the 
Automatic Threshold Technique and the Frequency Thresholding Technique are based 
on looking at the distribution of white space across a line. As such, they are dependent on 
a large enough sample of white space to average the differences between multiples letter 
spaces or multiple word spaces. A short line contains a reduced sample, thus leading to 
possible inaccuracies in the white space distribution. For example, Figure 3.14 shows 
a short line containing just one word. The thresholding algorithm would attempt to 
find a threshold within the available white space. We have already dismissed the use 
of our previous Automatic Threshold Calculation technique because of its inability to 
deal with variations in white space distribution described above. This is further justified 
here. The Automatic Threshold Calculation technique would create a threshold of 2 
pixels due to the small standard deviation. This would result in all the white space 
being classified as word spaces, which is clearly wrong. To counter this we excluded, in 
[CTH06] and [Cul06], any line that has more word spaces than letter spaces. This works 
fine during embedding, but can cause problems when faced with severe distortion after 
printing and scanning. If many of the letters in a line have noise between them and 
are touching, many of the letter spaces will be missing and the line could be incorrectly 
excluded. Due to the way our new Frequency Thresholding Technique works, there is an 
in-built check for strangely distributed lines. If a frequency distribution does not contain 
two distinct groups the algorithm sets the threshold to be the maximum white space 
found plus one. This has to be done since the frequency thresholding technique cannot 
calculate a threshold without two distinct groups of white space. We use the maximum 
white space plus one value to ensure that all white spaces are below the threshold, thus 
ensuring the lines exclusion. We still maintain the short line check for cases where the 
distribution still contains two distinct groups, but is still abnormal. For example, if 
Figure 3.14 contained a letter space that was only 1 pixel in width, which is something 
that might be observed after printing and scanning, the frequency distribution would 
contain two distinct peaks that would lead to an incorrect threshold being calculation, 
therefore we still need the line exclusion method to exclude the line.
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3.5 F requency Shap ing
The following two subsections introduce two other procedures which increase the reli­
ability of the Frequency Thresholding technique. They are documented here because 
they are conducted at the same time as the Frequency Thresholding technique.
In [Cul06] and [CTH06] we developed a technique of threshold buffering to mitigate the 
chances of distortions, caused during printing and scanning, from effecting classifications 
of the white space. This technique is replaced with one better suited to the Frequency 
Thresholding technique. Instead of creating a buffer around the threshold, we shape the 
frequency distribution for the letter spaces. Our goal is to create as large a gap between 
the letter space peak and the first word spaces. We therefore redistribute the white 
space for letter spaces to create a more uniform distribution, thus resulting in a single 
peak for letter spaces. To achieve this we reduce all letter spaces to lpx in size. We 
then calculate the amount of white space needed to maintain the overall length of the 
line and distribute this evenly amongst the letter spaces. This simultaneously performs 
our line length correction, which we discuss in more detail in Section 5.2.2, and as such 
is an essential part of the process. We still maintain a threshold buffer value, in that we 
will not alter a letter or word space to be within the threshold buffer of the threshold. 
This is to ensure that during embedding we do not make sufficient changes to alter the 
classification of white space during detection.
3.6 W o rd  Space N o rm a lisa t io n
An additional technique we have implemented is Word Space Normalisation. This nor­
malises the word spaces within a line prior to the embedding process. This can help 
improve both the reliability of the embedding and detection process. As we shall see 
in Chapter 4 the embedding process assumes that on average word spaces are the same 
size and therefore if you group them into equally sized sets you will end up with an 
approximately equal, in terms of total white space width, series of sets. Whilst the as­
sumption generally holds, there can be significant differences in word space width within 
a line. An example of such a line can be seen in Figure 3.15. This is caused by how the 
word processing package has formatted a particular line. By normalising the word space 
in advance we can guarantee that sets formed from word spaces in the same line will 
definitely be equal. That guarantee does not always hold for sets formed from multiple 
lines, as per the Continuous Line Watermarking that is discussed in Section 5.2.2. This 
is due to the possibility of sets being formed from word spaces that are in different lines. 
As such they will be normalised to the word spaces in the line they appear, but no 
attempt is made to normalise word spaces in different lines. By endeavouring to get as 
close to the ideal, assumed, scenario we reduce the amount of change we have to make 
to word spaces, during embedding, to a minimum. This will reduce the perceptibility as 
well as reduce the chance of embedding errors caused by a lack of available white space 
to change and therefore improve the robustness.
The second advantage of Word Space Normalisation is that it should improve the
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Seen in the various phases of his daily life, he gave the idea of being perfectly well-
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Figure 3.15: Example of a Line where Word Space Normalisation is Important
Frequency Thresholding conducted during detection. The ideal frequency distribution 
will consist of two peaks. By conducting the word space normalisation we can be sure 
that prior to embedding we had the perfect frequency distribution. We know that during 
the embedding, printing and scanning imperfections will be introduced, but that cannot 
be avoided. However, if we can at least start from the ideal position it will be better 
than starting with a less than ideal frequency distribution.
3.7 A na lys is  o f  F requency T h re s h o ld in g
To analyse the effectiveness of the Frequency Thresholding technique we analysed how 
well it performed for each of the test documents in Table 3.1. Details of how those test 
documents were constructed is available in Section 3.7.1. The purpose of the analysis was 
to validate the Frequency Thresholding technique based on Version 2 of the Directional 
Nearest Neighbour Frequency Thresholding, as was specified in Section 3.4.2. Validation 
is achieved by comparing the white space classification of our technique against our 
PDF Analysis technique, detailed in Section 3.9. PDF Analysis is a perfect technique 
for identifying white space, as we shall see in Section 3.9. We cannot simply use this 
instead of Frequency Thresholding because PDF Analysis is not possible after printing 
and scanning. This is why we must develop a reliable Frequency Thresholding technique 
that correctly classifies white space.
There are two types of misclassification that can occur. A letter space can be incor­
rectly categorised as a word space, referred to as a letter space error, or a word space 
can be incorrectly categorised as a letter space, referred to as a word space error. The 
reasons why it is important to correctly classify these two were detailed in Section 3.3.1. 
However, it should be remembered that incorrect classification will not necessarily lead 
to embedding and detection errors. Even if a misclassification rakes place, it should 
not impact on the ability to recover the watermark, provided the same misclassification 
takes place during both embedding and detection.
3.7.1 Setting up of the Test Documents
As was mentioned in Section 3.3.2 we had created a new set of test documents, one 
document for each test, as opposed to a line for each test. A summary of all the tests 
undertaken are shown in Table 3.1, including those for Frequency Thresholding analysis. 
An ‘X ’ indicates that the specified test was conducted at that font size. All the tests 
specified were conducted at 150, 300 and 600dpi. In tests where we have different font 
sizes or decoration within one line, for example; "3 Words Bold", this refers to a line
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Font Size
Test Name 6 7 8 9 10 11 12 13 14 15 16 18 20 22 24
Plain Document X X X X X X X X X X X X X X X
No Word Spaces X X X X X X X
3 Words at 16pt X
3 Words at 20pt X
3 Words at 24pt X
3 Words Bold X X X
3 Words Underlined X X X
Table 3.1: Test Documents
in the original sample document. So when performed at a larger font size the three 
words may no longer be on the same line, however, the same three words are used at 
the different font sizes. This does not cause problems with inconsistencies because we 
look at individual lines that have revealed a weakness in the thresholding as opposed to 
aggregating the results and analysing across multiple fonts or sizes.
3.7.2 Analysis of Frequency Thresholding Results
In the remainder of this section we examine the number of errors we receive for different 
fonts and font sizes. We focus on the plain documents detailed in Table 3.1 since they are 
the most common documents we are likely to encounter. We also highlight some of the 
interesting findings from those documents with more unusual formatting and decoration.
Analysis o f A ria l Font
First let us consider the analysis of the Arial font documents. Figure 3.16 shows a graph 
of the percentage of word spaces that were incorrectly classified as letter spaces in each 
of the plain Arial test documents. The corresponding graph for letter spaces incorrectly 
classified as word spaces can be seen in Figure 3.17. When evaluating the effectiveness 
of the Frequency Thresholding it is necessary to look at the combination of both graphs. 
Only if both graphs show no errors has the Frequency Thresholding performed flawlessly.
When viewing the graphs it is important to note that it is the occurrence of an error, 
shown on the graph as a non-zero number, that is important, not the exact percentage 
of word spaces that were in error. The exact percentage varies due to the different font 
sizes and styles causing different quantities of letter and word spaces to be in a line. For 
example, a document at 24pt with one word space error will have a higher percentage 
error rate than a document at 12pt with one error due to the document at 12pt having 
considerably more word spaces in it. With this in mind, it is clear from the graphs that 
there is a propensity for letter spaces to be incorrectly classified as word spaces, whilst 
it is quite rare for word spaces to be incorrectly classified as a letter space. This is 
what we would expect, since the Frequency Thresholding technique is weighted towards 
word spaces and we expect that the letter spaces to be tightly grouped. As we saw, in
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Figure 3.16: Letter Space Misclassifications in Arial Font
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Figure 3.17: Word Space Misclassifications in Arial Font
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Section 3.4.2, on occasions when the letter spaces are not tightly grouped problems do 
occur. Most of the errors shown in Figure 3.17 are caused by the problem discussed 
in Section 3.4.2, which causes a line to be excluded. This results in no changes being 
made to the line during embedded and all white space treated as fixed letter spaces. 
Figure 3.17 also provides further evidence that the multiple peak problem discussed in 
Section 3.4.2 only occurs at lower resolutions and small font sizes. We can see that there 
are no word space errors at 600dpi and only two instances at 300dpi with 8pt and 6pt 
fonts. There are also no word space errors at any resolution above a font size of 12pt.
In contrast, Figure 3.16 shows that the letter space errors happen across almost the 
entire range, with a few exceptions. There are no clear correlations over the entire range 
of resolutions and font sizes. It appears that between 6pt and 13pt at 300dpi there is 
a linear increase in the number of word space errors. This does not hold for 150dpi or 
600dpi. For example, at 150dpi only 6pt, 8pt, 12pt and 13pt documents conform to this. 
At 600dpi there is a better fit, except the 8pt and 12pt do not fit. Above 13pt there is 
no discernible pattern at any resolution. The lack of a pattern is caused by most of the 
errors originating from just one line. For example, the letter space errors for Arial 16pt 
at 600dpi are all caused by a single short line, a known problem mentioned previously in 
Section 3.4.3. There are in fact only two letter space errors in this problematic line and 
it only occurs due to the letter space group being disjointed. Likewise at 22pt all the 
errors caused at the different resolutions are again down to a single line, that contains 
just a single word. It is a different line and word to the one that caused the problems 
at 16pt. This is a good indicator of the content dependent nature of the errors. It only 
takes one short line or an unusual distribution of white space for an error to occur.
It is important to remember that whilst we call these errors, they do not necessarily 
prevent the embedding or detection from working correctly. If a letter space is incorrectly 
classified as a word space and used during embedding, then as long as that same letter 
space is incorrectly classified as a word space during detection there will be no embedding 
or detection errors. The only impact will be on the perceptibility of the watermark, which 
we obviously want to minimise but it is not fatal if this perceptibility is increased.
There arc three font sizes that have worked flawlessly for the Arial font, they are 
14pt, 20pt and 24pt. The test documents at 20pt and 24pt contain no short lines due 
to the different formatting and would be expected to work correctly. However, the 14pt 
document contains 1 line that contains a single word with a full-stop. Normally we would 
expect this to cause an error. At 150dpi and 300dpi the letter spaces are tightly group 
so there is only a single block of values, leading to the line being correctly excluded. 
However, at 600dpi the letter spaces form two distinct groups, and by chance the two 
groups both occur past the mid-point of the profile. As a result of the flaw, demonstrated 
in Figure 3.13 on Page 34, the line is excluded due to the letter space group extending 
beyond the mid-point and thus the left group has no values in it.
Analysis o f MS Sans S erif Font
Next we consider the MS Sans Serif font. Figure 3.18 and Figure 3.19 show the letter 
space error and word space error results, respectively, for the MS Sans Serif font. The
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Figure 3.18: Letter Space Misclassifications in MS Sans Serif Font
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Figure 3.19: Word Space Misclassifications in MS Sans Serif Font
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o ra  protocol, such as UDP.
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Figure 3.20: Extract Showing a Line from MS Sans Serif at 15pt with Small Word Space
Frequency Distribution Showing Small Word Space Width 
(MS Sans Serif 15pt 150dpi)
White Space Width
Figure 3.21: White Space Frequency Distribution for Line Extract from MS Sans Serif 
at 15pt with Small Word Space Shown in Figure 3.20
results are very similar to those seen from the Arial font. This is to be expected since the 
properties of the two fonts are very similar. In terms of the layout of white space they 
are virtually identical. For example, a 14pt Arial document contains exactly the same 
characters and layout as a 14pt MS Sans Serif document. As such, all the problems the 
Arial font faced are also faced by MS Sans Serif. Hence we see the same good results 
at 14pt, 20pt and 24pt. There are some marginal differences, MS Sans Serif performs 
better for llpt. 15pt. 18pt and 22pt at 150dpi giving no letter space errors. However, it 
also performs slightly worse in terms of word space errors, with additional errors seen at 
13pt. 15pt and 16pt at 150dpi. The additional errors found at 13pt and 15pt are caused 
bv unduly small word spaces. Whilst the additional error at 16pt is caused by a letter 
space group that is more than half the width of the frequency distribution, causing an 
incorrect grouping to occur and the line to be incorrectly excluded.
Figure 3.20 shows an extract of the line in the MS Sans Serif font at 15pt in 150dpi, 
along with the corresponding white space widths and vertical profile. Figure 3.21 shows
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Figure 3.22: Letter Space Misclassifications in Comic Sans Font
the corresponding white space frequency distribution for the line extract in Figure 3.20. 
As can be seen from Figure 3.20, there is a word space that is only 8 pixels in width, the 
next nearest word space is 12 pixels wide, whilst the closest letter space is 5 pixels width. 
Therefore the word space is closer to the letter spaces than the other word spaces. The 
particular word space is situated between the "or" and the "a" words at the beginning 
of the line. From the frequency distribution in Figure 3.21 it is easy to see it is closer to 
the letter space group.
This indicates that whilst Arial and MS Sans Serif are very similar there are minor 
differences in how the white space is distributed. It also indicates the fine tolerances 
that exist between success and failure when categorising white space.
Analysis o f Com ic Sans Font
Next we consider the Comic Sans font. Figure 3.22 and Figure 3.23 shows the letter 
space errors and word space errors for the Comic Sans font respectively. The Comic Sans 
font is a controversial font that many would prefer was not used [Ban], Despite this, it 
is widely used and is very different to other fonts, so provides an interesting comparison. 
As can be seen from Figure 3.22 and Figure 3.23 the performance of Comic Sans is better 
than both Arial and MS Sans Serif. It provides better performance, in terms of letter 
space errors at lower resolutions and font sizes, although the word spaces errors still 
remain. At 12pt and above it provides flawless results. The letter space error seen in the 
6pt document at 600dpi is again caused by a short line. On this occasion the letter space
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Figure 3.23: Word Space Misclassifications in Comic Sans Font
group is split, with one letter space being only 1 pixel wide, whilst the remaining letter 
spaces are 3 pixels or more wide. This causes two groups and a threshold to be selected 
between the two. If this was not corrected by PDF Analysis, it is likely this error would 
be one of the rare occasions that misclassification prevented successful detection after 
printing and scanning. The reason for this is that all the letter spaces bar one would be 
treated as word spaces, leading to multiple sets to be created from within just one word. 
Consequently the redistribution of white space would not only be perceptible, leading 
to the line not remaining the same length, but also changing the frequency distribution 
that would lead to a different threshold being calculated following embedding.
Figure 3.24a shows an extract, along with white space widths and vertical profile, of 
the line causing the error in Comic Sans 6pt at 600 dpi. Figure 3.24b shows an extract 
of the same line following embedding. The perceptible impact of the misclassification is 
easy to see. What is not so obvious is the impact the changes will have during detection.
Figure 3.25 shows the frequency distribution prior to embedding, whilst Figure 3.26 
shows the frequency distribution following embedding. The additional colours in Figure 
3.26 denote those white spaces that have remained the same and those that changed 
classification following embedding. It is also important to note that it is the change in 
the threshold value that has caused the change in classification.
Whilst the likelihood of this error occurring is quite rare, and generally only occurs at 
low resolutions with small font sizes, it is an excellent example of what can happen.
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Figure 3.24: Extract from Short Line, Before and After Embedding, in Comic Sans 6pt 
at 600dpi
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Figure 3.25: White Space Frequency Distribution for a Short Line Extract from Comic 
Sans 6pt at 600dpi Containing a Single Word
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Frequency Distribution After Embedding 
in Comic Sans 6pt 600dpi Short Line (Threshold=14)
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Figure 3.26: White Space Frequency Distribution for a Short Line Extract from Comic 
Sans 6pt at 600dpi Containing a Single Word After Embedding
Analysis o f Tahoma Font
Next we consider the Tahoma font. Figure 3.27 and Figure 3.28 shows the letter space 
errors and word space errors for the Tahoma font respectively. The results shown in 
Figure 3.27 and Figure 3.28 show that Tahoma has performed better than both Arial 
and MS Sans Serif, but worse than Comic Sans. It is surprising that Tahoma performed 
so much better than Arial and MS Sans Serif. The layout of Tahoma is not that different 
from Arial or MS Sans Serif, they both contain approximately the same amount of text 
per page, with Tahoma holding approximately three fewer lines. The difference between 
the fonts appears to be mainly in height, hence Tahoma containing fewer lines than Arial 
or MS Sans Serif. Although this varies at different font sizes. For example, at 8pt Arial, 
MS Sans Serif and Tahoma the layout of test documents is very similar, with the lines 
broken up in the same way with the same words on each corresponding line. However, 
at 12pt Tahoma is divided up in quite a different way. The overall difference in length 
of content is still approximately three lines, but that has been caused by shorter lines, 
in terms of content, throughout the document. This causes the differences in errors 
between Tahoma and Arial. Short lines that previously caused a problem in Arial, and 
are likely to cause similar problems in Tahoma, no longer exist. For example, Arial at 
12pt had a problem with a short line near the end of the document containing just the 
word "carrier". Due to the slight differences in Tahoma’s layout this word is now on a 
different page and therefore not part of the test page, and also is no longer on a line by
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Figure 3.27: Letter Space Misclassifications in Tahoma Font
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Figure 3.28: Word Space Misclassifications in Tahoma Font
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Figure 3.29: Frequency Distribution of White Space in Line Containing Consecutive 
Numbers in Tahoma 12pt 300dpi
itself.
The other area in which Tahoma performs better than Arial and MS Sans Serif is how 
it handles numbers. The white space between consecutive numbers in Arial and MS 
Sans Serif is unusually large. It is not large enough to be a word space, but is too large 
to be a letter space. Tahoma still uses a larger letter space than usual, but it is closer 
to the size of other letter spaces.
Figure 3.29 and Figure 3.30 highlights the differences in how Tahoma and Arial dis­
tribute white space between consecutive numbers. In Figure 3.30 we can see a second 
group of letter spaces in the middle of the frequency distribution. This group causes 
errors due to it being equidistant between the letter and word space groups. Since our 
algorithm weights towards the word spaces the letter spaces will be incorrectly classified. 
In contrast in Figure 3.29 it can be seen that whilst the letter spaces group is divided, the 
isolated letter spaces are still closer to the remaining letter spaces than the word spaces 
and will therefore be correctly classified. The difference in how the white space between 
consecutive numbers is distributed is also quite perceptible to the reader. Figure 3.31a 
and Figure 3.31b illustrate the contrast between the lines from Tahoma and Arial that 
contain consecutive numbers.
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Figure 3.30: Frequency Distribution of White Space in Line Containing Consecutive 
Numbers in Arial 12pt 300dpi
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Figure 3.31: Extract Showing a Line with Consecutive Numbers for Tahoma and Arial 
Fonts at 12pt 300dpi
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Figure 3.32: Graph of Letter Space Misclassifications in Times New Roman Font
Percentage of Word Spaces Incorrectly Classified 
in Times New Roman
O©
soc
!? <2
s
©o
—
©
Q-
50% - 
40% -fl 
30% 
20% 
1 0 %  -H 
0% I t f c i_ 1.
■  150 dpi
■  300 dpi 
□  600 dpi
6 7 8 9 10 11 12 13 14 15 16 18 20 22 24
Font Size (pt)
Figure 3.33: Graph of Word Space Misclassifications in Times New Roman Font
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Analysis o f T im es New Roman Font
The final font we examine in detail is the Times New Roman font. The Times New 
Roman font performs similarly to Arial and Arial Narrow. Figure 3.32 shows the per­
centage of letter spaces misclassified in the Times New Roman font. As was the case 
with Arial and Arial Narrow, Times New Roman contained no letter space errors in 
three documents. However, with the exception of the 20pt document, the font sizes 
in which the errors occurred were different. This is to be expected since Times New 
Roman is a more compressed font, leading to less white space being used between letters 
and words, we would therefore expect the successful results to be shifted toward the 
larger fonts, as they indeed were. In contrast when we look at Figure 3.33 we can see 
that the Times New Roman has performed worse than all other previous fonts we have 
examined. The only font size to perform without errors at 150, 300 and 600 dpi was 
20pt. In contrast with Figure 3.17, showing the corresponding results for Arial, we can 
see that there were no errors at 13pt and above and only errors at 150dpi and 300dpi 
below that. The reason for this can be seen in Figure 3.34a, which shows an extract from 
Times New Roman 13pt at 600dpi along with Figure 3.34b that shows the corresponding 
frequency distribution. As can be seen from the frequency distribution there are three 
word spaces that are closer in size to letter spaces than word spaces. This causes the 
misclassification. If we look at Figure 3.34a we can see the word spaces that are causing 
the problem, i.e., those between the words "If" and "we", "consider" and "just", and 
"of" and "blue". These unusually small word spaces are misclassified. The reason for 
the creation of these unusually small word spaces appears to be connected to the font. 
We have observed that whenever a word ends in ‘f ’ the word space after is comparatively 
smaller. It appears that the letter ‘f ’ is unusually large in comparison to other letters in 
Times New Roman.
Sum m ary o f Analysis o f O the r Fonts
The Verdana font produced slightly better results than Arial and Arial Narrow, but only 
marginally. In general the fonts that provide more white space perform better. This is 
to be expected since there is likely to be a greater difference between letter spaces and 
word spaces the greater the overall availability of white space. In keeping with this, one 
of the best performing fonts was Courier New. It still contained some letter space errors, 
but was the only font to have no word space errors. The letter space errors can generally 
be explained by the same short line problems encountered by other fonts. The lack of 
word space errors is due to Courier New being a fixed width font and as such tends 
to have a very distinct frequency distribution making identifying the threshold between 
letter spaces and word spaces easier. Courier New is rarely used as a printed font due 
to a lack of aesthetics and the relatively small amount of text that can be fitted onto a 
page. Therefore the result is more out of interest than of practical use.
As was expected, the Script font performed poorly. The frequency thresholding tech­
nique is not capable of handling the pseudo handwritten font due to the unusual fre­
quency distribution it creates. We have excluded the Script font from the remainder of
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(a) Extract from Times New Roman 13pt 600dpi Document Showing Unusual Word Spaces
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(Times New Roman 13pt 600dpi) (Threshold=25)
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(b) Frequency Distribution of Line Extract Shown in Figure 3.34a Above.
Figure 3.34: Extract Showing a Line and Frequency Distribution with Unusual Word 
Spaces for Times New Roman 13pt 600dpi
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the experiments we conducted since it is not a popular font and is so different in style 
and layout.
Analysis o f M u ltip le  Font Sizes
In addition to looking at plain fonts we also conducted a number of tests involving 
multiple font sizes in one document and additional font decoration. Obviously these 
test documents would suffer from the same problems as experienced by the equivalent 
plain font. Thus our aim was to investigate whether the problem was made worse 
by the additional fonts sizes or decoration. We also investigated how the Frequency 
Thresholding handled documents containing no word spaces at all. These documents 
only contain letter spaces and as such any errors are down to how the letter spaces are 
distributed. Our assumption is that the letter spaces are clustered tightly around a peak. 
However, we have already seen that in some circumstances the letter space group gets 
divided. If this were to happen when a line contained only letter spaces, and produced 
a wide enough frequency distribution to allow two separate peaks to be detected, it may 
lead to an incorrect threshold being selected and letter spaces being incorrectly detected 
as word spaces. Much like the earlier discussion, in Section 3.4.2, on the letter space 
group getting split, we only see this occur rarely. It is correlated to the resolution - 
the higher the resolution the more this occurs. This is because at low resolutions the 
frequency distribution is not wide enough to create the two peaks, however, at high 
resolutions the distribution of white space is spread out over a wider range of values.
When looking at the results of multiple font sizes in one line we see a clear pattern in 
keeping with what we intuitively thought would happen. With multiple font sizes in a line 
we see a widening of the word spaces group and a wider, at higher resolutions, division 
of the letter space group. This could potentially cause problems, due to the separate 
letter space peak affecting how the frequency distribution is initially divided into two 
halves. However, the increase in maximum word space size causes the multiple different 
font sizes to generally cancel each other out, in that the larger word spaces causes the 
half way point to shift towards the right, thereby preventing the problem of the second 
letter space peak being incorrectly detected as a word space peak. There are occasions 
when white space is unusually distributed because the content within a particular line, 
but this in keeping with what we have seen throughout the plain documents as well.
Analysis o f  Font Decoration
In addition to looking at different sized fonts within a line we also looked at the effect of 
making some words bold. Unfortunately it is extremely difficult to draw many conclusion 
from the experiments. When looking at the results it initially appeared to have created 
an increase in word space size. The letter spaces for bold and plain are approximately 
the same. The difference was caused by the fact that the actual typeface for bold is 
considerably thicker than the plain typeface. This reduces the available space in a line 
and causes a line to often be divided earlier than for a plain font. This cascades down 
through the document causing the whole document to be laid out differently. As a result
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the word spaces on some lines get bigger to handle the reformatting. This means that 
we cannot compare the results between plain and bold directly, because the content is 
laid out differently causing differences in the white space distribution and therefore the 
frequency distribution and thresholding.
The experiments conducted with three words being underlined were also problematic. 
The first problem was that since the vertical profile did not even detect some white 
space, when the words were underlined, there was nothing to classify and therefore no 
error could be made. This was further compounded by the fact that the PDF analysis 
does not return a white space character for underlined text and we therefore had no 
automated way of counting the underlined white space. Ultimately the failure of the 
PDF Analysis to identify underlined word spaces as white space is to our advantage. We 
must not ever embed using underlined word spaces due to the perceptibility problems 
and more importantly the fact we know that at the point of detection, where we do 
not have the PDF, we stand no chance of finding the word space, let alone classifying 
it.
3.8 F u rth e r D o c u m e n t Ana lys is
Having identified the problems with the Frequency Thresholding technique, we were 
surprised to see the variation in frequency distributions created within documents and 
wanted to investigate further how the white space in documents was distributed. In 
addition to looking at how the Frequency Thresholding had worked we also examined 
the raw data about the documents, primarily average word space size.
3.8.1 Resolution Scaling
The sample documents were created at 150dpi, 300dpi, and 600dpi. We had anticipated 
that different resolutions would have no impact on the results, since the different resolu­
tions should provide an exact scaling of the document. However, we discovered that the 
scaling is frequently inaccurate. For example, when comparing the average word space 
of a 300dpi and 600dpi document formatted in Times New Roman we would expect the 
600dpi average to be twice that of the 300dpi document. In fact it was only 1.93 times 
the 300dpi average. The cause of this is not clear. The different resolution images are 
generated from a PDF using the open source postscript tool called GhostScript [Gho]. 
The errors occur in all the different fonts, at various different font sizes. The most likely 
cause of this is scaling errors introduced by GhostScript.
3.8 .2 Word Space W idth  Analysis
Having conducted the tests detailed in Section 3.7 we took the average word space 
widths across the entire document and analysed how it changed across different font 
sizes. Intuitively we would expect the average word space widths to increase linearly 
with the font size, however, that does not always happen. Figure 3.35 shows what we
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Average Word Space Size for Arial
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Figure 3.35: Average Word Space Width for Arial
would intuitively expect. The graph shows the average word space widths at each font 
size at the different resolutions. Whilst the ratios are not exact between the different 
resolutions, as discussed in Section 3.8.1 they are close enough. The graph, as expected, 
shows an approximately linear growth as the font increases.
In contrast if we look at Figure 3.36, which shows the corresponding graph for the 
Arial Narrow font, we see that the average word space at 24pt is less than that for the 
22pt. This is completely counter intuitive. From the graph it appears that the word 
spaces created at 22pt are abnormally large and that the 24pt word spaces follow the 
trend correctly.
To better demonstrate the problem we will show a number of extracts from Arial and 
Arial Narrow to show how they behave differently. Figure 3.37a shows the first three 
lines of the Arial test document at 22pt. Figure 3.37b shows the first three lines of 
the Arial test document at 24pt. As expected the larger font size results in less text 
appearing on each line. In this case one word from each line is dropped down onto the 
next line, since this is a cumulative effect by line three the difference is three words. This 
is what we would expect to see. In contrast if we look at Figure 3.38a and Figure 3.38b, 
which show the first three lines of the Arial Narrow font at 22pt and 24pt respectively, 
we can see the pattern does not hold. The first two lines contain exactly the same 
content, the font has increased but the white space has been redistributed in order to 
fit the contents into a line. It is not until the third line that a word is dropped down a 
line. It is not entirely clear what is causing this phenomenon. Line one and Line three
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Average Word Space Size for Arial Narrow
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Figure 3.36: Average Word Space Width for Arial Narrow
Steganography is the art and science of writing 
hidden messages in such a way that no one 
apart from the intended recipient knows of the
(a) Extract of First Three Lines of Arial at 22pt
Steganography is the art and science of 
writing hidden messages in such a way that 
no one apart from the intended recipient
(b) Extract of First Three Lines of Arial at 24pt
Figure 3.37: Extract of First Three Lines of Arial at 22pt and 24pt respectively
3.8. Further Document Analysis
Steganography is the art and science of writing hidden 
messages in such a way that no one apart from the 
intended recipient knows of the existence of the message;
(a) Extract of First Three Lines of Arial Narrow at 22pt
Steganography is the art and science of writing hidden 
messages in such a way that no one apart from the 
intended recipient knows of the existence of the
(b) Extract of First Three Lines of Arial Narrow at 24pt
Figure 3.38: Extract of First Three Lines of Arial Narrow at 22pt and 24pt respectively
Figure 3.39: Average Word Space W idth for Verdana
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Figure 3.40: Average Word Space Width for Comic Sans
both contain nine words at 22pt, but are treated differently. However, Line one contains 
54 characters whilst Line three contains 57. Whilst this could explain the differences 
in where the lines are divided, it does not explain why the average word space width 
is less for the 24pt Arial Narrow document when compared to the 22pt Arial Narrow 
document. This indicates that the size of a word space is dependent on many factors, 
not just font size. This phenomenon is not isolated to just Arial Narrow, we see it in 
Verdana and Comic Sans, whose graphs can be seen in Figure 3.39 and Figure 3.40 
respectively. We see similar oddities, to Arial Narrow, in how the lines are divided up. 
Interestingly, Comic Sans suffers the problem at two font sizes, 24pt and 16pt, although 
the drop at lGpt is marginal.
3.9 P D F  Ana lys is
Recall at the beginning of Section 3.7.1 we stated that our analysis was using a PDF 
Analysis technique for comparison. In this section we discuss the technique in more 
detail.
It is essential that at the point of embedding we have correctly detected the word 
spaces. At the point of embedding we have an advantage in that we have access to 
the original document, in our case a PDF (Portable Document Format) of the original. 
Whilst we do not have access to this information after printing and scanning, we can 
use it to improve the document division at the point of embedding, thus helping at the
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detection stage as well. The aim of the PDF Analysis is to identify the word spaces 
within the document and map them onto the image we have of that document. We are 
therefore able to verify the Frequency Thresholding technique and correct any errors 
that have occurred. We cannot solely use the PDF Analysis since it will not exist at 
the point of detection, we must use it in combination with the frequency thresholding 
technique.
3.9.1 P D F  Analysis - How it Works
A PDF file contains a table mapping the font glyphs to Unicode characters, thus allowing 
for a plain text copy to be extracted [Kin]. This mapping table is used for searching and 
extracting text from within the PDF. We utilised an Open Source Library called PDFBox 
[PDF] to extract the text content from within the PDF. We achieve this by extending 
the PDFTextStripper class and overriding the show Character method. This method is 
called whenever PDFBox finds a string in the document it is currently analysing. The 
method receives one parameter, a TextPosition Object. This object provides access to 
the characters found, the x and y co-ordinates of those characters within the document, 
as well as the widths of individual characters and the font attributes. With this infor­
mation we are able to record the position of all the white space and non-white space 
characters. It is not entirely straightforward, since the showCharacter method is not 
called on complete words or sentences. It is not uncommon for the method to be called 
with just a few characters of a words being provided as the parameter. It is therefore 
necessary to use the y co-ordinate to match which line the character is from and adjust 
the record for the relevant line.
Once the entire document has been analysed we have a record of all white space and 
non-white space for each line in the document. The next task is to convert the co­
ordinates from the PDF into the same co-ordinate space as the image of the document. 
The image of the PDF document is automatically generated using the GhostScript Open 
Source library, this outputs a PNG (Portable Network Graphics) formatted image at the 
chosen resolution. We can scale the PDF co-ordinates by looking at the co-ordinates 
of the beginning and end of the line in the image, extracted using the Horizontal and 
Vertical profiles, and then scale the PDF co-ordinates accordingly. -
3.9.2 P D F  Analysis - Verification
In addition to the PDF Analysis providing identification of the letter and word spaces, it 
also allows us to verify that the Frequency Thresholding will work correctly and if not, to 
manipulate a line until it does. In order to achieve this we have implemented a recursive 
algorithm that calculates the threshold based on the Frequency Thresholding and then 
checks that, given that threshold, the Frequency Thresholding would produce the same 
categorisation of white space as the PDF Analysis. Any differences in categorisation 
are identified. If there are letter spaces errors, letter spaces that are larger than the 
threshold, we increase the width of all word spaces by one. This may seem counter 
intuitive, but it is due to the way in which we correct the line length, as we will discuss
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in Section 5.2.2. Thus the only way to reduce the sizes of the letter spaces is to reduce 
the overall available spare space. If a word space width is less than the threshold that 
word space is increased in size to be above the threshold plus the threshold buffer. In 
practice, we would apply the word space normalisation, as discussed in Section 3.6 and 
as such all the word spaces would be the same size.
Due to the recursive nature of the algorithm there is always a danger that it could 
recurse indefinitely, causing the software to crash. This should never occur due to the 
fact that eventually the word spaces will be made larger than the letter spaces and a 
suitable threshold be found. The number of times that the software recurses could be 
large and so to prevent this a maximum depth of recursion of ten is enforced. If, after 
this point, the threshold can still not be verified a failure is returned.
There is a danger that the overall length of the line will not be kept the same. This 
would occur if there was not enough white space to set all letter spaces to a width of 
1 pixel and all word spaces to a width of the threshold plus threshold buffer. We have 
never seen a situation such as that, but theoretically it could occur.
When used in conjunction with the Word Space Normalisation, prior to embedding, 
the document should fit the theoretical perfect distribution. The word spaces should all 
be in one peak, as will the letter spaces. A suitable threshold should exist with word 
spaces being greater than the threshold buffer. Likewise, providing that two sets contain 
word spaces from the same line, the assumption that those two sets will be of equal size 
will hold.
3.9 .3 P D F Analysis - Weaknesses
The PDF Analysis provides a very accurate and reliable way of identifying the word 
spaces within a document. However, it can still suffer from problems. If the PDF has 
been created in an unusual manner it is possible that it will not contain the character 
representation of the document, thus removing the information we can use to identify 
the word spaces. We counter this by checking that the image and PDF analysis both 
contain the same number of lines. If they do not we do not use the PDF Analysis, since 
we cannot rely on it being an accurate representation of the document.
During experimentation a more serious problem that occurred was when two white 
space characters were next to each other. This could occur because someone has made a 
typo or could be intentional. The problem is that the PDF Analysis will correctly report 
two white space characters, whilst the Frequency Thresholding will only ever see one. 
In this scenario we want to treat the two adjacent white space characters as just one 
character. If we treat it as two we stand no chance of detecting it as two separate white 
space characters since during detection we can only use the Frequency Thresholding 
technique. This was solved by analysing if two adjacent white space characters appear 
in the PDF and concatenating them.
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3.10 S u m m a ry
In this chapter we have presented our approaches to document division and thresholding, 
as well as providing a summary of existing schemes. We have reused the horizontal and 
vertical profiling techniques found in existing schemes by Zou and Shi [ZS05] in our own 
schemes. Additionally, in Section 3.2.3, we have provided a detailed discussion on the 
limitations of the horizontal and vertical profiling technique, along with examples lines 
that cause errors.
In Section 3.3.2, we provided an overview of the Automatic Theshold Calculation tech­
nique, work we had previously conducted, and discussed why it was no longer suitable 
for our new Continuous Line Watermarking scheme. We followed that, in Section 3.4, 
in which we discussed our contribution of the initial version of the Directional Weighted 
Nearest Neighbour Frequency Thresholding technique, along with a discussion and ex­
amples of some of its limitations. We proceeded to propose a new version, Version 2, 
of the Directional Weighted Nearest Neighbour Frequency Thresholding technique, pre­
sented in Section 3.4.2, which contains modifications to address the limitations of the 
initial version.
In Section 3.5 and Section 3.6 we discuss two more contributions, which are used 
following Frequency Thresholding to improve the white space distribution, with the goal 
of improving the reliability of detection.
We then proceed to provide an in-depth analysis of Version 2 of our Frequency Thresh­
olding algorithm in Section 3.7. We conducted 864 test using different fonts, font sizes 
and decoration to evaluate the effectiveness of our Frequency Thresholding. Where ap­
propriate we included extracts from lines to illustrate the difficulties of accurately finding 
a threshold. In Section 3.8, we present results from further document analysis. This 
looks at the average word space size for different font sizes as well as the impact of 
resolution scaling on word space size.
The final part of the chapter focuses on another of our contributions PDF Analysis, 
which augments the Frequency Thresholding by using the information contained in a 
PDF to verify and correct any errors in classification by the Frequency Thresholding. 
We discuss how PDF Analysis allows us to create a 100% accurate classification of white 
space, which thus enables us to verify the viability of the frequency distribution to be 
accurately detected.
Throughout this chapter we have presented a number of different contributions and 
proposals for dividing the document and calculating an appropriate threshold. The 
first version of our Frequency Thresholding technique has been included in publications. 
However, it is the latest version, Version 2 - as detailed in Section 3.4.2, that is used 
throughout the rest of the thesis. Where we present results from previous publications, 
that use the previous version of Frequency Thresholding, we will highlight the fact. The 
experiments conducted both in this chapter and in Chapter 6 use the latest version of 
Frequency Thresholding, as detailed in Section 3.4.2. In addition to using the latest 
version of Frequency Thresholding, the experiments conducted in Chapter 6 also utilise 
the Frequency Shaping, Word Space Normalisation and PDF Analysis as detailed in 
Sections 3.5, 3.6 and 3.9 respectively.
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4 S e t C re a tio n
4.1 In tro d u c t io n
Having divided the document up and classified the found white space, the next stage is 
to create the sets to allow the embedding or detection to take place. The same process of 
set creation takes place before both embedding and detection. We build on previous work 
of [ZS05] and our approach in [CTH06] in order to maximise the embedding capacity 
available. The techniques we propose, in this chapter, for use within our watermarking 
scheme in this thesis have been published in [CTH07].
4.2 P rev ious W o rk
Zou and Shi used sets in their scheme in [ZS05] and we have already described in Section 
2.4 how sets are used to embed data. We developed this technique further in [CTH06] 
to provide an increase in capacity with only a marginal reduction in robustness. How­
ever, this still did not provide a meaningful capacity, with the average capacity for a 
sample Times New Roman document being only 90 bits. Our previous work in [CTH06] 
increased the capacity by setting the number of word spaces used in a set to be exactly 
three and thus creating a variable number of sets per line. This was in contrast to Zou 
and Shi’s method in [ZS05], which merely split the line into two evenly sized sets. By 
specifying an exact size for the sets we were able to almost double the capacity by typ­
ically getting four sets per line. However, if the number of spaces in a line was not a 
factor of three, the remainder would be left unchanged. This left a portion of most lines 
unused. This chapter describes the developments we have made to make use of as much 
of the available space as possible.
4.3  C o n tin u o u s  L ine W a te rm a rk in g
We proposed a new technique called Continuous Line Watermarking. The concept treats 
the document as one long continuous line and form sets from that, thereby making use 
of all of the previously wasted space. This results in us forming sets across lines and 
even paragraphs. Figure 4.1a shows a diagram demonstrating the nature of the original 
method [CTH06], whilst Figure 4.1b demonstrates the nature of the continuous line 
embedding technique. We maintain the set size as 3 due to it being suited to our initial 
embedding strength of 6. The embedding strength is the size of detectable difference 
that must be created between two sets. With a set size of 3 the average change to a word
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space should be only 1 pixel, therefore minimising the perceptibility. We know that this 
is robust enough to survive printing and scanning, as indicated by previous results in 
[CTH06]. If the total number of word spaces in a document is not a factor of three, we 
leave the remainder, situated on the right hand side of the last line, unchanged. The 
number of word spaces in a set could be varied. However, there is a balance between 
perceptibility and capacity. The smaller the number of word spaces in a set the larger 
the capacity, but the greater the perceptibility. Increasing the number of word spaces 
to four would help to reduce perceptibility, but would reduce capacity by approximately 
one quarter. However, our goal is currently to maximise capacity, thus we choose the 
smallest number of word spaces per set that we believe will work.
The number of word spaces in a set also impacts on the selection of embedding 
strength. The higher the embedding strength the greater the robustness, but also the 
greater the perceptibility. Thus we want to use the minimum embedding strength that 
will allow the watermark to be robust to printing and scanning. In addition, the em­
bedding strength should be evenly divisible by the number of word spaces in a set. This 
ensures that if the two sets start with an equal amount of total white space, which is the 
assumption we discussed in Section 3.6, that the change required to make a detectable 
difference will be evenly divided amongst all word spaces. This helps reduce perceptibil­
ity by keeping the shape of the white space distribution in each set the same. We believe 
that having only two word spaces in a set is too small, particularly at lower resolutions, 
and leads to embedding errors caused when a large enough detectable difference cannot 
be made.
(a) Original Method (b) Continuous Line Method
Figure 4.1: Illustration of the different set creation methods
Watermark ID Watermark
A WATERMARKED EXAMPLE
B THE EXAMPLE WATERMARK
C zzzzzzzzzzzzzzzzzzzzz
Table 4.1: Watermarks and ID’s
As can be seen from Table 4.3 there has been an increase in capacity for all of the 
test documents, except the Script font, when compared with the non-continuous line
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B it  Errors
150 300
F on t C a p a city  (b its) A B C A B C
C om ic Sans 68 0 0 0 0 0 0
Tim es New Homan 91 45 33 40 23 26 34
Verdana 67 0 0 0 1 1 1
Table 4.2: Bit Error Results from [CulOG] After Embedding, Printing and Scanning at 
the same Resolution)
B it  Errors
150 dpi 300dpi
F on t O ld  C ap C hange C a p A B c C a p A B c
A rial 88 118 ^ 102 0 6 7 105 0 0 0
A rial Narrow 99 120% 115 0 0 0 122 0 0 0
C om ic Sans 69 119% 82 0 0 0 82 0 0 0
Courier New 52 144% 75 0 0 0 75 5 29 30
MS Sans Serif 90 119% 107 0 0 0 108 0 0 0
Script 72 26% 32 23 22 23 6 3 3 2
T ahom a 82 121% 98 0 0 0 100 14 12 0
T N R 90 127% 115 0 0 0 114 0 0 0
Verdana 68 126% 84 0 0 0 87 0 0 0
Table 4.3: Bit Error Results During Detection - After Print and Scan (Old Cap refers 
to the capacity obtained in [CTH06], TNR refers to Times New Roman.)
embedding. Table 4.1 shows the watermarks that were embedded in the documents.
4.3.1 Interim Analysis
The interim analysis presented in this section was published in [CTH07] and as such 
uses Version 1 of the Frequency Thresholding, discussed in Section 3.4.
The new method successfully increases the capacity by on average 20% and recovered 
the watermark with zero bit errors in several different fonts and at different resolutions. 
In [CTH06] we achieved five zero bit error results in the 150 and 300dpi categories. The 
new method achieved forty one zero bit errors and an increase in capacity. It should 
be noted that a part of this increase is as a result of further work carried out as part 
of [CulOG] which identified the importance of matching the embedding and scanning 
resolutions. In [CulOG] experiments were conducted on embedding and scanning at the 
same resolution using three fonts: Comic Sans, Times New Roman and Verdana. For 
these fonts in the 150 and 300dpi categories 9 zero errors out of a possible 18 were 
achieved, as shown in Table 4.2. This is further improved to 18 out of 18 with the new 
method proposed in this thesis. The comparison to the experiments conducted in [CulOG] 
demonstrates that the new methods not only increase the capacity but also improve the 
robustness of the watermark beyond that achieved by embedding and scanning at the 
same resolution.
Arial Narrow, Comic Sans, MS Sans Serif, Times New Roman and Verdana all pro­
duced zero bit error results for all three watermarks at both 150dpi and 300dpi. Tahoma 
and Courier New both successfully detected all three watermarks with zero bit errors at 
150dpi, but had bit errors at 300dpi. Arial detected the three watermarks without error 
at 300dpi and detected one out of the three, without error, at 150dpi. The results from 
the Script font performed poorly throughout. This was expected since it is a simulated 
handwriting font and as such does not contain any letter spaces.
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B it  Errors
150 dpi 300dpi
Font O ld  Cap C h ange C a p A B c C a p A B c
Arial 88 118% 102 0 0 0 105 0 0 0
Arial Narrow 99 120% 115 0 0 0 122 0 0 0
C om ic Sans 69 119% 82 0 0 0 82 0 0 0
Courier New 52 144% 75 0 0 0 75 17 32 30
MS Sans Serif 90 119% 107 0 0 0 108 0 0 0
Script 72 26% 32 1 1 1 6 0 0 0
Tahom a 82 121% 98 0 0 0 100 0 0 0
T N R 90 127% 115 0 0 0 114 0 0 0
Verdana 68 126% 84 0 0 0 87 0 0 0
Table 4.4: Bit Error Results During Detection - Before Print and Scan (TNR refers to 
Times New Roman.)
The results are slightly better at 150dpi than 300dpi, which is surprising. At 150dpi 
twenty two out of twenty seven watermarks were detected with zero errors. Whilst at 
300dpi nineteen out of twenty seven watermarks were detected with zero errors. We 
expected the results at 150dpi to be worse than those at 300dpi. Embedding at 150dpi 
is a more difficult task than embedding at 300dpi, since everything is smaller and there 
is fundamentally less space available. Also, we would have expected more threshold 
calculation errors at the lower resolution. The gaps between the peak frequency groups 
at 150dpi can be as little as 1 pixel, so even the smallest of errors can have detrimental 
effects. At 300dpi the peaks for letter and word spaces are further apart and as such 
less likely to be misinterpreted.
Table 4.4 shows the results when the watermark is detected prior to printing and 
scanning. If we exclude the Script font, which we expect not to work, 45 out of the 48 
results are perfect with zero bit errors. The errors in Table 4.3 are introduced as a result 
of the printing and scanning.
4.3.2 Limitations of Continuous Line W aterm arking
Whilst an increase in capacity has been achieved with Continuous Line Watermarking, 
there is a limitation that is discussed in more detail below.
Error Propagation
An undesirable side effect of the new method is that if a single classification error occurs 
during a Frequency Thresholding process, the error is propagated throughout the entire 
document. Previously in [CTH06] errors could only be propagated through a line, but 
since we now treat the document as one long line, in order to increase capacity, we no 
longer have anything to stop the propagation. As a result, a single classification error 
will almost always result in all the remaining bits being incorrect. The large bit error 
count for the two results for the Tahoma font, and all three results for the Courier New 
font, at 300dpi were caused by error propagation. Upon inspection there is in fact only 
a single line with misclassifications of white space but the number or errors appears 
greater due to propagation.
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5 E m b e d d in g  and D e te c t io n
5.1 In tro d u c t io n
We have developed a number of different embedding and detection strategies in an 
effort to maximise the embedding capacity. We initially provide an overview of existing 
methods, including our previous work. We will then proceed to present two of the 
contributions made by this thesis, Quad Set Watermarking and Ternary Watermarking. 
We discuss the properties of the two techniques and what impact they have on the rest 
of the process, such as line length correction.
5.2 O ve rv ie w  o f  E m b e d d in g  and D e te c t io n
The previous embedding scheme, proposed in [Cul06], was based on the original work by 
Zou and Shi in [ZS05]. With the Continuous Line Watermarking, discussed in Section 4.3 
and the Frequency Thresholding technique discussed in 3.4, a modified embedding tech­
nique was required. Fundamentally the principle remains the same, we want to create a 
detectable difference between a pair of sets. However, the manner in which we achieve 
it, in particular, how we maintain the overall length of line is different. In this section 
we will give a brief overview of the existing scheme before detailing the modifications.
5.2 .1 Existing Scheme
The original process of data embedding, proposed in [CulOG] and [CTH06] was based on 
the concepts in [ZS05]. The embedding process is shown in Figure 5.1. We have already 
discussed some of the techniques in Chapter 3, the remainder we will discuss in this 
section.
Data is embedded on a line by line basis within the document by making a detectable 
difference in the total size of the two sets. The detectable difference that should be 
present between two sets is referred to as the embedding strength (e), as was discussed 
in Section 4.3. This is achieved by making changes to the word spaces of the individual 
sets, thereby achieving the desired change in total set size, and thus creating a detectable 
difference.
To embed a T ’ Set A must be at least e greater than Set B, conversely to embed a 
’O’ , Set B must be at least e greater than Set A. Before making the required changes 
we create a threshold buffer to help mitigate against the chances of word spaces being 
incorrectly detected as letter spaces after printing and scanning.
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Shifted Shape D is tr ib u tion
The Shifted Space Distribution technique makes the necessary changes but is careful to 
observe the threshold buffering and ensure the minimum perceptibility of the watermark. 
The process of increasing a word space width is easy, since there is no critical limit on 
increasing a word space’s width. However, the process of reducing a word space width 
must be carefully controlled. Word spaces must never be reduced below the sum of the 
threshold and threshold buffer. This is to ensure word spaces do not change from word 
spaces to letter spaces, which could cause errors in the detection of the watermark. This 
limit on the level of reduction potentially causes a problem of not being able to satisfy 
the required changes. Hence the following two compensation processes mitigates the 
chances of not being able to make the change.
Le tte r Space Com pensation
Having made the maximum reduction to the word spaces in a set, and if we have not 
established the required changes the Letter Space Compensation technique identifies 
letter spaces from that set which can be reduced. This allows us to use the amount of 
reduction from the letter spaces to increase the other set. The rule of not reducing letter 
spaces below 1 pixel is used, as in Threshold Buffering, so that the threshold calculation 
is not affected during detection. The Letter Space Compensation technique ensures that 
the embedding strength is maintained across a pair of sets.
Line Length Correction
There is a perceptibility constraint that requires the length of a line to remain the same, 
otherwise the changes would be perceptible. This would be particularly evident in the 
case of a fully justified document, although less important for a left justified document. 
The Line Length Correction process attempts to ensure that the length of the line stays 
the same. It uses a similar technique to the Letter Space Compensation detailed above. 
The initial length of the line is recorded during the analysis stage and then total length of 
the adjusted line is calculated. If the line is too short, extra white space is added to each 
letter space in turn until the required length is reached. Likewise, if the line is too long 
each letter space in turn is reduced by one until the required length is met. Throughout 
this process no letter space will be made greater than the threshold - thresholdBuffer or 
less than 1 pixel wide. If the line cannot be made the correct length without weakening 
the embedding strength the line is left too long. It is our belief that it is better to
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have some perceptibility and a recoverable watermark, than less perceptibility and no 
watermark.
D etection
Figure 5.2 shows the corresponding flow chart for the detection process. Mirroring 
the embedding process, the dividing up of the document is performed, as described in 
Chapter 3, and the sets created. The data is extracted by analysing the total word space 
size differences between each set in each pair of sets in each line of a document. A ’1’ 
bit is present if set A is bigger than set B whilst a ’O’ bit is present if set B is bigger 
than set A.
5.2 .2 Dual Set W aterm arking
With the use of the Continuous Line Watermarking, detailed in Section 4.3 we no longer 
construct sets from a single line, rather treating the document as one continuous line. 
As a result we could no longer use the previously developed embedding scheme. This 
was due to the problem of having a set being constructed from word spaces on multiple 
lines. It would be impractical to try and maintain the length of potentially multiple lines 
whilst at the same time embedding. For example, if a set was constructed from word 
space on three lines and required the use of letter space compensation we had no way of 
determining which line we should take the letter spaces from. We therefore developed 
a new technique that not only provided the same functionality, but also improved the 
success of the thresholding algorithm. These changes are reflected in the new flow chart 
for embedding, shown in Figure 5.3.
The Frequency Thresholding algorithm, detailed in Section 3.4, relies on Frequency 
Shaping, as discussed in Section 3.5, to improve the chances of corrected categorisation 
of white space during detection. This meant that we needed to alter the size of all the 
letter spaces so they were grouped, in the frequency distribution, into a narrow peak of 
maximum width two. This meant we would needed to potentially adjust all letter spaces,
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Figure 5.4: Flow Chart of Detection Process for Dual Sets using Frequency Thresholding
thus we would need to implement a technique for correcting the line length anyway. 
Line Length Correction
The same perceptibility constraint, as mentioned in Section 5.2.1, still applies, thus we 
still need to correct the overall length of the line.
We take the opportunity to also shape the profile and thus try to make the thresholding 
process more robust during the detection phase. The following are the steps undertaken 
during the process to correct the overall line length and shape the profile:
1. Set all letter spaces to be 1 pixel wide
2. Calculate adjustment required to make the line the same length as originally (this 
should be positive since the act of reducing all letter spaces over compensates for 
any changes made during embedding)
3. Distribute required changes evenly across letter spaces (whilst still abiding by the 
maximum size set originally)
It uses a similar technique to the Letter Space Compensation detailed in 5.2.1, but 
is performed at the end and redistributes the remaining white space evenly amongst all 
letter spaces. The outcome should be the same, the line stays the same length, thus the 
total white space in the line remains the same, but we have redistributed that white 
space differently. This also weakens the perceptibility constraint of keeping the line the 
same length. Since it is possible that we have made adjustments to the word spaces to 
create the desired detectable difference that are greater than can be compensated by the 
letter spaces. In this situation the letter spaces will be set to their minimum size of 1 
pixel and the overall length of the line will be incorrect. We believe it is more important 
to successfully embed the data, even if it is at the expense of perceptibility. It should 
be noted that it is very rare for a situation to arise whereby the letter spaces cannot 
compensate for any changes. We have only seen it on five occasions and only at 150dpi, 
with a large embedding strength.
D etection
Much like the previous scheme, the detection process is almost identical to the embedding 
process, with the exception that we evaluate the sizes of the sets as opposed to changing 
them. This is reflected in the flow chart showing the detection process in Figure 5.4. 
The same process of dividing up the document is performed and the sets created. The
7«
5.3. Quad Set Watermarking
 \
Wort Space 
Normalisation
v J
/--------\
Quad Set 
Embedding
\_____/
Figure 5.5: Flow Chart of Embedding Process for Quad Sets using Frequency Thresh­
olding
data is extracted by analysing the total word space differences between each set in each 
pair of sets in each line of a document. A T  bit is present if set A is bigger than set B 
whilst a ’O’ bit is present if set B is bigger than set A.
5.3 Q uad Set W a te rm a rk in g
In an effort to further increase the capacity we propose a new technique we have termed 
as Quad Set Watermarking. Instead of using just two sets to create A > B or A < B, 
we have four sets A, B. C and D. This enables us to embed three bits for every four 
sets, as opposed to only two bits for every four sets with the previous scheme. This 
gives a 50% increase in capacity with only a small impact on perceptibility. The impact 
on perceptability is small due to the larger number of sets. With a pair of sets that 
are initially equal in terms of total white space, the embedding process will make an 
average change of one pixel width to each word space. When there are four sets there 
are twelve word spaces to distribute the same change of six, so each word space will have 
an average change of just 0.5 pixels. Obviously, it is not possible to make a half pixel 
change so the priority is to make single pixel changes that involve an increase in word 
space size first, followed by reductions for any remaining changes required.
Figure 5.5 shows the flow chart for the Quad Set embedding process. Note the updated 
Frequency Thresholding to version 2 and the additional PDF Analysis and Word Space 
Normalisation techniques.
5.3.1 How does Quad Set Embedding Work?
Previously we would make a detectable difference between Set A and Set B, thereby 
embedding a single bit of data. With four sets we would have a detectable difference 
between A and B, and a detectable different between C and D. This would enable us 
to embed 2 bits of data. By also creating a detectable different between (Set A & Set 
B) and (Set C & Set D) we gain an extra bit of embedding capacity. W'hen we refer to 
sets with “(Set name & Set name)" it indicates the sum of the total word space widths 
in both sets. The sets are still treated as individual sets, but their combined total word
7i
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space widths is treated as a pseudo-set. It is necessary to maintain them as individual 
sets to ensure we do not impact on the embedding that has already taken place between 
the pair of sets in the combined pseudo-set.
5.3.2 W hat is the impact on perceptibility?
When creating a detectable difference between two sets we have an embedding strength 
of 6, as discussed in Section 4.3. Using the same assumption as [ZS05] that on average 
the two sets will be of equal size, the embedding process will result in each word space 
changing by at most 1 pixel in width. This change could be an increase or decrease, but 
is small enough to be imperceptible to the human reader. The advantage of the Quad 
Set Embedding is that the extra bit of capacity has a smaller impact on perceptibility 
than each of the existing bits. The embedding process should not impact on the overall 
amount of white space in two sets. It should merely adjust the distribution. As such, if 
we can assume that Set A and Set B are on average the same size, then we can assume
that (Set A & Set B) is on average the same size as (Set C & Set D). Using the same
embedding strength as before we now need to make a detectable difference between (Set 
A & Set B) and (Set C & Set D) equal to the embedding strength of 6. Therefore, on 
average each word space will be adjusted by just half a pixel, since (Set A &; Set B) 
and (Set C & Set D) contain a total of 6 word spaces each. As mentioned above, it is 
impossible to make a half pixel change to a word space since a pixel is the lowest level of 
granularity. The implementation of the process ensures that at no time is the existing 
detectable difference, for example, between Set A and Set B, weakened. For example, if 
we are embedding the value 101 we will undertake the following steps.
1. Make Set A > Set B
2. Make Set C < Set D
3. Make (Set A & Set B) > (Set C & Set D)
The third step must be last since during the third step we need to take into account 
that Set A has already been made larger than Set B, so when distributing the extra 
space required to make the detectable difference we at the least maintain the previously 
created difference. As such, we will concentrate on making Set A larger first and then 
making Set B larger only if necessary. This, if anything, actually creates a greater 
detectable difference between Set A and B.
5.3.3 W hy stop at four sets?
Figure 5.6 shows a graph of the number of bits obtained per set as the number of sets 
in a collection increases. For example, when we have two sets, A and B, we can embed 
one bit and get half a bit per set. When we have three sets Set A, Set B and Set C 
we can embed two bits. This is because you have an inequality between A and B and 
an inequality between B and C. The number of bits per set tends to one, however, the
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practical limit on group size is around four to five. We chose four sets per group because 
it provided a significant increase in capacity whilst being easy to implement and having 
a relatively small impact on the changes required to the document. The reason it is 
easier to implement is that you can split it up into multiple pairs, (Set A & Set B) 
and (Set C & Set D). When dealing with odd sized groups, for example, three sets per 
group, it is difficult to make a detectable difference between Set A and Set B and then 
make a detectable difference between Set B and Set C without impacting on the original 
difference between Set A and Set B. It was due to this that we chose four sets per group. 
An implementation of a greater number of sets in a collection would be complex and the 
increase in capacity would not provide sufficient justification for doing so.
5.3 .4  Quad Set Detection
Again, much like the previous schemes the detection process is almost identical to the 
embedding process, with the exception that we evaluate the sizes of the sets as opposed 
to changing them. This is reflected in the flow chart in Figure 5.7.
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5.4 T e rna ry  W a te rm a rk in g
The current system is intrinsically binary, sets are either greater than or less than and 
thus a binary value can be derived. However, there is an alternative numbering system, 
called ternary, that provides a potential greater capacity per set. In this section we 
will discuss and evaluate our use of ternary as an encoding strategy for embedding. Its 
use is rare in computing since most forms of data storage currently only provide binary 
modulation. However, it has been used in image watermarking before in [Ker09|. The 
Ternary Watermarking scheme augments the Quad Set Watermarking scheme described 
in Section 5.3. As such, the flow chart in Figure 5.8 is identical to the Quad Set embed­
ding flow chart in Figure 5.5, with the exception of the embedding method changing to 
ternary.
5.4.1 W hat is Ternary?
Ternary is a base three number system, typically comprised of the values 0, 1 and 2 as 
opposed to binary which is base two consisting of 0 and 1. The ternary equivalent of a 
binary bit is a trit. One trit contains approximately 1.5 binary bits, the exact amount is 
logoS. As such this gives us a potential 50% increase in capacity by using ternary over 
binary. As an illustration the value 11 in decimal is 1011 in binary and 102 in ternary. 
102 in ternary refers to one lot of 32, zero lots of 31 and two lots of 3°. When adding 
these values up it comes to 11.
5.4.2 How to implement Ternary Embedding
The fundamental difficulty in using a ternary number system when embedding is how 
to represent three values in a single data point, in our case the difference between two 
sets. To achieve this we have now also included "equals to" to our existing list of 
"strictly less than" and "strictly greater than". Obviously, the actual evaluation of 
equality requires a degree of flexibility beyond exact equals to, so it would better to 
refer to it as "approximately equals to". In the case of a 1 or a 0 trit value we would 
continue to make one set in the pair 6 pixels larger than the respective set in the pair.
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In the case of a trit with value 2 we make the two sets equal. We initially implemented 
our ternary embedding with an embedding strength of six. During experimentation 
we discovered that the embedding strength was not sufficient to survive printing and 
scanning, discussed in more detail in Section 6.4.5. Thus we increased the embedding 
strength to twelve.
5.4 .3  How to implement Ternary Detection
Modifying the embedding process is fairly straightforward, we merely add the option of 
making the two sets equal, the existing scheme for making one set larger than another 
is reused. However, due to the constraints imposed by the Quad Set Watermarking the 
ability to make two sets exactly equal is not guaranteed. It is straightforward when 
making two individual sets equal, for example, making Set A equal to Set B, or Set C 
equal to Set D. However, when working with the composite sets of (Set A & Set B) or 
(Set C & Set D), we cannot always make the sets equal. The reason for this is that 
we must always make equal changes to both sets in the composite. Otherwise we may 
impact on the previous embedding conducted on the individual sets. Therefore, if the 
difference between two sets is an odd value we cannot evenly distribute the changes 
between the pairs of sets. For example, if (Set A & Set B) needs to be made equal to 
(Set C & Set D) and the difference between them is currently three pixels we cannot 
make the same changes to both sets in the pairs and make the composites equal because 
the change is not divisible by two. This was not such a problem when working with 
binary because the embedding strength was a minimum value and it did not matter if it 
was exceeded. Therefore, if we had an odd valued change to make we could just increase 
the change by one to make it even, the only effect would be to make the embedding 
strength stronger. This is not an option when trying to make two sets equal.
The above discussion means that the underlying code for the detection process requires 
a greater level of modification, however, the process stays the same, as is reflected in 
the flow chart in Figure 5.9. Instead of merely looking at whether one set is larger 
than the other and outputting the relevant value, we also have to considerer if the set 
is approximately equal to the other set. The distortion caused during printing and 
scanning, as well as the embedding constraints discussed above, mean that we cannot 
expect two sets to be exactly equal during detection. As a result we consider how close 
the two sets are to decide if we should treat it as being one set larger than the other or if 
we should treat them as equals to each other. The boundaries we chose for making this 
decision are based on dividing the theoretical detectable differences into equal chunks.
75
Chapter 5. Embedding and Detection
The theoretical detectable differences are based on perfect embedding, thus if you take 
the sum of the word space widths in Set B away from the sum of the word space widths 
in Set A you will end up with -6, +6 or 0. These are based on Set A having been made 
six pixels larger than Set B when embedding a ‘ I ’ , six pixels smaller than Set B when 
embedding a ‘0’ or equal to Set B when embedding a ‘2’ .
Figure 5.10 shows the boundaries of the detectable difference. The numbers along the 
bottom refer to the detectable difference, as discussed above this can be calculated by 
taking the sum of the word spaces in Set A - the sum of the word spaces in Set B. The 
numbers above indicate the corresponding trit value for the detectable difference. Figure 
5.10 shows the number line ending at plus and minus six, thereby resulting in the total 
number line being evenly distributed between the three possible trit values. Whilst this 
is theoretically correct, in practice the extremes of the number line are not fixed at plus 
and minus 6. For example, when having to make an uneven change to a pair of sets 
the number line could extend to 7. Also if during embedding it is discovered that the 
difference between two sets is greater than the embedding strength and is showing the 
correct inequality then no changes are made. It is therefore possible that the number 
line could extend beyond the shown plus and minus six.
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Figure 5.10: Detectable Difference Boundaries
5.4 .4 Reuse of Existing Sceme
Whilst the implementation of the embedding and detection system has changed, the un­
derlying implementation has stayed the same. The profiling, thresholding and document 
division are all identical. Likewise the line length correction is the same as in the Dual 
Set Embedding.
5.5 Conclus ions
Table 5.1 shows a comparison of the available capacities offered by the various schemes, 
when looking out a standard sample document. The capacity is given in bits for each 
of the different schemes. The % Change column always refers to the adjacent scheme, 
to the left. So the % Change for Ternary Watermarking is in reference to Quad Set 
Watermarking. The ATC column refers to our previous work, detailed in Section 5.2.1. 
It is clear to see from the table that the capacity has been consistently increased as we 
have developed the schemes. As we shall see in Section 6.4.2, we are able to recover 
after photocopying, even with a greater capacity, showing that we have not substituted
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Z ou  Si Shi A T C C on tinuou s Line Q uad Set Ternary O verall
F on t B its B its %  Change B its %  Change B its %  Change B its %  Change %  Change
A ria l 47 84 79% 102 21% 153 50% 229 50% 173%
A ria l Narrow 46 111 141% 129 16% 192 49% 288 50% 159%
C o m ic  Sans 39 67 72% 82 22% 123 50% 184 50% 175%
C ou rier  New 49 59 20% 80 36% 120 50% 180 50% 205%
M S  Sans Serif 48 85 77% 104 22% 156 50% 234 50% 175%
T a h om a 45 80 78% 97 21% 144 48% 216 50% 170%
T im es New R om an 46 95 107% 116 22% 174 50% 261 50% 175%
V erda n a 45 71 58% 86 21% 129 50% 193 50% 172%
Table 5.1: Capacity Comparison
robustness for capacity. The column on the far right shows the overall increase in 
capacity, when compared with our previous work in [CulOG].
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6 P r in t  and Scan E x p e r im e n ta t io n
The true worth of an experimenter 
consists in his pursuing not only 
what he seeks in his experiment, but 
also what he did not seek.
Claude Bernard
6.1 In tro d u c t io n
When developing the schemes discussed in Chapter 5 we ensured that they work in a 
purely digital environment, before we evaluated their effectiveness to withstand both 
printing and scanning. We do not present a separate section on evaluating the schemes 
in an all digital environment since they all work flawlessly on the selected range of fonts 
in this environment. The fundamental concept behind these systems is for them to be 
robust in a print and scan environment. If we had an all digital environment a set of 
very different schemes would be proposed. In an all digital environment the schemes 
do not have to handle the same distortions introduced during printing and scanning. 
As such they can rely on having the same co-ordinate space at detection as they had 
at embedding, allowing the use of pixel flipping methods as described in 2.1. The 
unpredictable nature of the distortions introduced during printing and scanning rule 
out such pixel flipping methods. There is no complete model of printing and scanning, 
and the very nature of digital-analog-digital means there is unlikely to ever be one, it is 
therefore not possible to completely correct the distortions. As a result an embedding 
scheme that is going to be robust to printing scanning needs to be designed specifically to 
withstand such distortions. There are also two grander questions that calls into question 
many of the proposed all digital schemes, and they are “why would anyone be storing 
their digital text documents as images?” and “why not use established authentication 
schemes that are built into document structures?”. Methods that are robust to printing 
and scanning are entirely justifiable, since they provide a way of maintaining the digital 
authentication information throughout the digital-analog-digital process.
In this chapter we will discuss both the difficulties faced when trying to survive the 
print and scan process as well as how we structured our experiments and we will present 
the outcome of those experiments. As part of discussing the difficulties faced by printing 
and scanning we will also provide an overview of the methods we have implemented to 
correct the distortions introduced.
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6.2 P r in t  and Scan D is to r t io n
The printing and scanning process introduces a number of distortions to an embedded 
document. There does not exist an adequate model of the printing and scanning process 
to allow us to simulate such a process, some authors have tried creating one, for example, 
Villan et al. in [VVK+07]. However, such attempts over generalise the problem and fail 
to capture the subtle distortions seen in practice. Consequently, the only way to evaluate 
the robustness of a scheme to printing and scanning is to actually try it. We mentioned 
above that it is unlikely that it is even possible to build a complete model of the print 
and scan process. There are a number of reasons for us making this suggestion, primarily 
there are far too many variables that would need modelling. Any model would need to 
accurately handle distortions caused by the printer, the scanner and even the paper. 
We discuss in more detail the sources and types of distortion that arise from printers in 
Section 6.2.1 and from scanners in Section 6.2.2. There is, in addition, the distortions 
caused by imperfections in the paper manufacturing and even how the paper has been 
stored, i.e., the humidity where it has been kept and even if the edges have been ruffled 
or damaged. Then there is the addition of dust on the paper. Trying to model any 
one of these, printer, scanner, or paper in isolation, would be a difficult task. Trying to 
model the composite of all three we believe is infeasible.
6.2.1 Printer Distortion
The printer can introduce noise as well as geometric distortion and scaling. There are 
numerous parts of the printer that can cause distortions, in the case of an ink jet printer 
they would include: the paper feeder, the print head, the ink reservoir, the ink itself, 
the bar the printer head runs on, the motor moving the print head and many more. 
Some of these would have manufacturing imperfections, like the paper feeder and the 
bar the printer head runs on. These potentially could be different for each printer and 
would definitely vary between manufacturers and possibly even models, in addition they 
would suffer from wear and tear that digital equipment does not. There is a similar list 
of equipment that could cause distortions within a laser printer.
An example of one type of distortion seen is noise. This appears as drops of ink or 
the appearances of smudging of the ink. The smudging of ink is a particularly difficult 
problem to solve and one that causes us the most difficulties. It is difficult to handle 
due to the smudging having occurred around the edges of a genuine part of a printout. 
It is therefore difficult to distinguish between noise and the valid part of a printout.
The problem with printer smudging was particularly evident with the first printer 
we used in our experiments; an HP DeskJet F2180 an economy printer/scanner/copier, 
that cost only 25 pounds. The printing quality from the printer was poor and is typical 
of cheap multi-purpose printer. Figure 6.1 shows a section of a scan of the document 
printed at 150dpi using the highest print quality. Whilst the scanning process will have 
introduced some distortions, the smudging effect is present on the actual printout before 
scanning. The problem with this is that it often causes multiple letters to appear as one 
during the document division stage. This fundamentally changes the frequency distri-
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Figure 6.1: Extract Showing Ink Smudging
bution and causes an incorrect threshold calculation which in turn causes the incorrect 
categorisation of word space and therefore a loss of synchronisation between the embed­
ded and detected document. In our previous work [Cul06] we used a higher quality HP 
Printer Scanner Copier, however, that printer was no longer available when we were con­
ducting these experiments. The original documents used as a basis for the experiments 
reported in this thesis have been created using an HP Color LaserJet 3600dn. This is a 
popular basic colour laser printer that is available for only 250 pounds and thus within 
the price range of consumers and small businesses.
6.2 .2 Scanner Distortion
Akin to the printer noise; scanner noise comes in a number of forms. There are similar 
manufacturing imperfections in the scanner track and motors as well as in the scan­
ner glass and as we shall see in Section 6.4.1, the scanner lid. In addition, rotational 
distortions comes from the placement of the paper on the scanner glass.
Noise is added due to dust and imperfections on the scanning glass as well as electrical 
interference within the scanner. In addition we also see non-linear distortions caused by 
the scanner. For example, if the scanner cannot scan the document in a single pass it 
starts and stops, creating overlapped segments. These segments are then pieced together 
to form one single scan. Imperfections within this process appear to causes a wavering 
effect down the document, potentially causing lines to become out of alignment.
6.2 .3 Distortion Correction
There are a number of different distortion correction methods that we use to try and 
correct the distortion introduced during the printing and scanning process. Some of these 
methods were introduced as part of our previous work. We will give a summary of them 
here as well as introduce the additional noise removal process we have implemented. 
The removal of distortion and noise is a vast subject that could form a thesis in its 
own right, as such our methods are implemented to solely solve the problems we faced.
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Advanced image processing techniques have not been employed due to the complexity 
of implementation and the change in scope that it would have required to study them 
in enough detail to successfully implement them.
R otation C orrection
As part of our previous work, in [Cul06] and [CTH06], we developed a method for 
correcting geometric distortion based on the horizontal profile and the calculation of the 
total amount of white space. It is assumed that there are only two points where the 
total amount of white space is at a maximum:
1. when the document is straight (0°)
2. when the document is rotated (180°)
We assume that the document will be distorted by less than 1°, in either direction. 
This assumption is based on having never seen geometric distortion in excess of 1° in 
either direction during previous tests in [Cul06]. The method proposed in this chapter 
could deal with a greater degree of rotation, but it would take longer to calculate the 
required corrective rotation. Prom a horizontal profile the total amount of white space is 
calculated by summing the parts of the profile that evaluate to zero. A horizontal profile 
can be generated for each rotated value: -1°, 0°, and +1°. Finding the maximum total 
white space value of the profiles determines the amount of rotation required to correct 
the distortion. The range can be widened if the image appears to be suffering from a
greater degree of rotation. Obviously, rotations performed on high resolution images
are computationally intensive. For example, it was found that an A4 page scanned at 
600dpi requires one gigabyte of memory to achieve the desired rotation. However, the 
principle of the process holds true for smaller images. In our implementation, images 
arc scaled to one half of their original size before they are rotated and profiled. Once 
the required amount of rotation is found the original is rotated by that amount.
The amount of rotation distortion suffered as part of the print and scan process can 
be very small, in the region of 0.25°. This small rotation had a detrimental effect on 
lines with a small font size. As a result a smaller rotation increment was needed, that 
gradually increased the precision of the rotation. For example, if the maximum amount 
of white space was calculated to be at 0°, the values from -1.0° to 1.0° would be tested 
at increments of 0.1°. If the maximum amount of white space was calculated to be at
0.3°, the values between 0.20° and 0.39° would be tested at increments of 0.01°.
The process of rotating the document to correct rotation can cause a degradation in 
the quality of the lettering. We noticed that noise, in the form of white pixels, is added 
to some letters. To counter this a Gaussian blur [RFWa] is applied to the image after 
the rotation has been completed. This is to mitigate against the chance of letters being 
split apart due to the distortion correction. If such a split occurs the horizontal and 
vertical profiles may incorrectly divide the document.
Another side-effect of rotating the document is that the exact dimensions of the docu­
ment change. The Java Advanced Imaging library [Mic] fills these new areas with black
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The word "Steganography" is of Greek origin and means "covered, or 
hidden writing". Its ancient origins can be traced back to 440 BC. 
Herodotus mentions two examples of Steganography in The Histories
Figure 6.2: Extract of Text Before Rotation
The word "Steganography" is of Greek origin and means "covered, or 
hidden writing". Its ancient origins can be traced back to 440 BC. 
Herodotus mentions two examples of Steganography in The Histories
Figure 6.3: Extract of Text After Rotation
pixels. If these were left in place it would render the horizontal and vertical profiles use­
less. Therefore, as part of the rotation process a cropping action is undertaken before 
returning the updated image. The amount to crop is calculated by comparing the orig­
inal width and height to the width and height after rotation. The difference is divided 
in two and a border based on this calculation is cropped from around the whole image. 
This should not result in the loss of any watermark data because in order for the image 
to have been originally watermarked a border of white pixels would have needed to be 
present and the cropping process should only remove the added extra pixels. If by some 
chance the cropping action removes more pixels, the white border should be more than 
sufficient to cater for any loss.
We can summarise the process of rotation correction as follows:
1. identify rotation increments and maximum/minimum rotation angles
2. perform rotation between maximum/minimum rotation angles at calculated incre­
ments on 50% scale image
3. determine maximum white space
4. repeat steps 1 to 3 three times with increasing precision
5. perform rotation on 100% scale image using rotation angle calculated in steps 1-4
6. apply Gaussian blue
7. perform image cropping
R ota tion  D is to rtion  Exam ple The following is an example of the geometric distortion 
correction process. It uses the scan of the Courier New font at 300 dpi. Figure 6.2 shows 
an extract from the document prior to rotation. The border has been added afterwards 
to make it easier to see the degree of rotation. Table 6.1 shows the three passes that are 
undertaken using the method described above. As can be seen from the results, after
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F ir s t  P a ss S e c o n d  P a ss T h ir d  P a ss
Angle Total W hite Space Angle Total W hite  Space Angle T otal W hite  Space
-1 110 -1 .0 110 0.20 458
0 379 -0.9 119 0.21 458
1 184 -0 .8 125 0.22 460
-0 .7 138 0.23 466
-0.6 147 0.24 472
-0.5 159 0.25 473
-0 .4 187 0.26 474
-0 .3 234 0.27 477
-0 .2 261 0.28 477
-0.1 311 0.29 478
0.0 379 0.30 474
0.1 435 0.31 469
0.2 458 0.32 465
0.3 474 0.33 463
0.4 451 0.34 462
0.5 394 0.35 458
0.6 338 0.36 456
0.7 283 0.37 455
0.8 236 0.38 453
0.9 200 0.39 452
1.0 184
Table 6.1: Table showing Geometric Distortion correction calculation
■HKi
Figure 6.4: Example of Possible Pixel Connections
the first pass the best value is 0°. This results in the values from -1.0° to 1.0° being 
tested at intervals of 0.1°. The best result from this second phase is 0.3°, resulting in 
the values from 0.20° to 0.40° being evaluated at interval of 0.01°. The outcome of the 
third pass is that the best level of rotation found is 0.29°, which is a sufficient level of 
accuracy to stop at. As a result the original document is rotated by 0.29°.
Figure 6.3 shows the same extract of the document after a rotation of 0.29°. Again 
a box has been added around the extract to make it easier to see the degree of change 
from Figure 6.2.
Noise Removal In our previous work, [Cul06], it was necessary to remove noise by 
hand. This is a time consuming process that is not really practical when working with 
high resolution documents, for example, 600dpi, because finding a single pixel of black 
noise is like finding a needle in a haystack. In our previous work, [Cul06], we discussed 
using the horizontal and vertical profiles to remove noise from around the outside of the 
document. Whilst this scheme worked, it could not remove the more damaging noise 
between words or lines. The noise around the edge of the document was generally easy 
to spot. This was due to our application showing where it had found sets. Our Java 
application, as we shall see in Figure 8.5 on Page 128, highlights the sets in colour. If 
the colouring showing where the sets were allocated extended beyond the normal margin 
of the document, this indicated the presence of noise.
As part of some work undertaken on a different watermarking scheme that will be 
discussed later in Chapter 9, we implemented a method for finding all the segments 
of connected pixels. Such a process is not new, it was used as part of an embedding
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technique in [HPM+04]. A connected segment of pixels is the grouping of pixels which 
are in some way all connected to each other. One pixel is connected to another if they 
are adjacent horizontally, vertically or diagonally. Figure 6.4 shows all the possible ways, 
in which, a pixel would be considered connected to its neighbour. Once all the segments 
in the document image have been found we sort them according to their size. Their 
size is based on the total number of connected pixels, not an average of the overall area 
covered. We then use a threshold to determine which segments to treat as noise and 
thus remove from the document. The thresholds are currently statically set and have 
been found empirically as part of our experimentation. The thresholds are based on the 
resolution of the image and are as follows:
• Above 500dpi =  16
• Above 200dpi but Below 500dpi =  8
• Below 200dpi =  1
These were calculated on the basis of our test documents being at 150dpi, 300dpi and 
600dpi. If different resolutions to that were used a different threshold may be required. 
It would be better to have an automatic calculation for the threshold, which is a good 
example of some possible future work.
Having chosen the threshold all segments that are equal to or less than the threshold 
are set to be white pixels and are effectively removed from the document.
We found that this automatic noise removal process to be effective. During the exper­
iments conducted in this chapter, whose results can be found in Section 6.4, only two 
documents required manual intervention for noise removal. The errors seen in the test 
results were caused by other forms of distortion or inherent flaws in the scanner in the 
case of the HP DeskJet F2180. It removed more noise than we had manually removed in 
[Cul06], where we on average removed two to three pieces of noise per document. With 
the new noise removal scheme we removed on average between seven and eight pieces of 
noise when using the Epson or Canon scanner. Some of this additional noise may not 
be essential to remove, for examples, where it occurs inside of a letter or between letters 
since it will not impact on the detection. However, it is desirable to remove as much 
noise as possible in case it has an unforeseen impact.
6.3 E x p e r im e n t S e tup
A number of print and scan experiments were conducted to evaluate the robustness of 
the various schemes to printing and scanning. The first step was to create a standard 
test document that could be formatted in the various different font sizes. We chose to 
create our standard test document from an extract from Around the World in 80 Days 
by Jules Verne. This provided a good mix of words and was available in the public 
domain [Ver94]. For each of the following fonts we created a base document at 12pt:
• Arial
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• Arial Narrow
• Comic Sans
• Courier New
• MS Sans Serif
• Tahoma
• Times New Roman
• Verdana
We excluded the Script font, which has appeared in previous tests, discussed in Sec­
tion 4.3.1, because the document division cannot deal with it. The exact content of each 
test document is dependent on the font spacing. For example, Times New Roman is a 
more compact font so has more content than Arial. These initial documents were saved 
as PDF files using Open Office 2.0 [Ope]. We then embedded the documents using the 
various different embedding schemes identified in Chapter 5. For each font we embed at 
150dpi, 300dpi and 600dpi. This provided 24 test documents. The watermark that is 
embedded is the authenticating watermark that we will discuss in Chapter 7. We then 
printed the documents using a HP Color LaserJet 3600dn and performed the scans on 
one high-end scanner and one low-end scanner, the Epson Perfection V700 Photo and 
Canon CanoScan N1240U respectively. We again dismissed using the HP DeskJet F2180 
printer/scanner/copier since the quality of the scan was even worse than the quality of 
the printing. The fundamental problem with the scanner was that the scanner lid did 
not fit tightly against the scanner glass. The lid also contained a solid plastic pad in­
stead of the usual foam padding. This exacerbated the problem of the ill-fitting lid. A 
significant amount of light was allowed in during scanning resulting in scans that were 
unreadable to the human eye, let alone the watermark detection system.
Our previous results, that were published in [CTH07], are shown in Table 4.3 on Page 
65. These results are for Continous Line Watermarking using Dual Sets, as described 
in Section 5.2.2. They show, that even when excluding the Script font, there were 
seven documents with detection errors out of 48 documents at two different resolutions, 
150dpi and 300dpi. Direct comparisons will be difficult since both the structure of the 
experiments and the nature of the watermark has changed. In the previous results we 
used three fixed watermarks, shown in Table 4.1. At the time this was an acceptable 
watermark to embed. Since conducting those experiments we have implemented an 
authenticating watermark that is constructed from the contents of the document itself. 
As such each document would have only one watermark, given the same authentication 
key. Therefore in our current experiments we test each document with only the single 
authenticating watermark. This gives a more practical test of the system. We have also 
conducted tests at 600dpi, which were not performed in the previous experiments.
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6.3.1 Experiment Expansion
We had initially planned on only conducting experiments similar to those performed 
previously and as seen in Table 4.3. However, as we shall demonstrate in Section 6.4.1, 
following the results of these initial experiments we choose to expand the scope of the 
experimentation. Of particular note was the expansion to evaluate how well the Quad 
Set Embedding scheme handled recovering documents after they had been photocopied. 
We also experimented with a different embedding strength to evaluate what impact that 
would have on robustness of the scheme based on a varied embedding strength.
6.4  E x p e r im e n ta t io n  Results
The full set of results is available in Appendix A. The tables in the appendix give the 
bit error counts for each document at each resolution. Table 6.2 shows the aggregated 
results, with the sum of the number of documents that contained errors. The error 
counts are out of 8, since we had eight different fonts at each resolution, as described 
above in the Experiment Setup. We have abstracted away from the bit error count for 
these summary results. The bit error count can be misleading due to the type of errors 
we see. There are two types of errors, bit flipping and synchronisation. Bit flipping 
occurs when the distribution of white space has changed and the detectable difference 
has altered to such an extent that it returns a different result during detection. It 
is possible to get multiple occurrences of these errors, but unusual to see very large 
numbers of them. Synchronisation errors occur when the classification of white space is 
incorrect. In this situation either a letter space is incorrectly classified as a word space 
or a word space is incorrectly classified as a letter space. This causes the allocation of 
word spaces to sets to change and thus a synchronisation error occurs. This typically 
leads to a very large number of bit errors since the set sizes are being evaluated when 
the composition of the sets has changed. The large number of bit errors is caused by 
the error propagation discussed in Section 4.3.2. As such the bit error count needs to 
be interpreted in conjunction with a knowledge of the type of error.
6.4.1 Quad Set Embedding - Comparison with Previous Results
destination by the 
and was never seen 
srate person in the 
i exact moment.
Figure 6.5: Extract from Courier New Scan at 150dpi from Epson Scanner
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Documents 
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Average Noise 
Removed
Documents 
with Errors
Average Noise 
Rem oved
Documents 
with Errors
1 Epson Quad Set 6 Original 3.25 1 6.38 0 12.50 0
2 Canon Quad Set 6 Original 6.75 1 8.88 0 9.88 1
3 HP Quad Set G Original 17.75 0 110.25 1 197.25 3
4 Epson Quad Set G P h otocopy 1 0.88 0 3.88 0 9.75 3
5 Canon Quad Set 6 P h otocopy 1 1.75 1 3.00 0 12.63 5
6 HP Quad Set G P h otocopy  1 3.38 8 9.25 8 145.00 8
7 Epson Quad Set 6 P h otocopy 2 1.75 1 6.38 2 13.88 8
8 Canon Quad Set 6 P h otocopy 2 1.25 0 5.38 1 14.63 6
9 Epson Quud Set 12 Original 5.00 0 6.38 0 5.25 0
10 Canon Quad Set 12 Original 5.00 1 10.00 0 8.50 0
11 Epson Quad Set 12 P h otocopy 1 0.38 0 3.50 0 4.88 0
12 Canon Quad Set 12 P h otocopy 1 2.00 2 3.G3 0 7.50 0
13 Epson Quad Set 12 P h otocopy  2 0.50 0 4.50 0 12.50 0
14 Canon Quad Set 12 P h otocopy 2 1.38 1 4.13 0 9.13 0
15 Epson Quad Set 12 P h otocopy 3 1.38 2 6.50 0 11.13 1
16 Canon Quad Set 12 P h otocopy  3 2.63 0 10.13 1 18.00 1
17 Epson Quad Set 12 P h otocopy 4 1.63 3 6.00 1 7.88 3
18 Canon Quad Set 12 P h otocopy 4 3.38 2 10.63 2 17.13 4
19 Epson Quad Set 24 Original 600dpi 1.25 0 3.25 0 10.63 1
20 Epson Ternary 12 (Original 2.88 1 5.50 1 11.63 1
21 Canon Ternary 12 Original 5.13 3 6.38 1 13.25 2
Table 6.2: Experimentation Results
X>00
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The first set of results to compare arc the first three rows of Table 6.2. These show 
the results for Quad Set Watermarking on three different scanners, all printed on the 
HP Color Laser 3600dn. When looking at just 150dpi and 300dpi there is at most 
1 document in error. This is clearly a better result than the previous results where 
the results relating to Watermark A contained two errors. Watermark B contained three 
errors and Watermark C contained two errors. The same test document causes the single 
document failure at 150dpi on the Canon and the Epson, i.e., the Courier New document, 
which is a fixed width font that has some unusual characteristics. The characters are 
very thin, particularly at 150dpi, often only 1 pixel in thickness. If a single pixel is 
lost due to distortion the automatic noise removal can remove key parts of the letters. 
Figure 6.5 shows an extract of the Courier New document scanned at 150dpi on the 
Epson Scanner. It is clear to see the distortion that has occurred, for example, look at 
the ‘n’ in ‘person’ and ‘in’ . This has an impact on the width of the word space between 
those words. The Canon Scanner exhibits similar behaviour, in fact, if we do not run the 
noise removal process, detailed in Section 6.2.3, we can successfully recover the document 
in both cases. It is likely that with a more sophisticated noise removal strategy both 
these errors could be eliminated. At 300dpi both the Epson and the Canon scanner 
performed flawlessly. At 600dpi the Canon contained another single document with an 
error. This time it was caused by the Verdana font and was a single bit flipping error. 
Since the watermark could be correctly detected before printing and scanning this error 
is entirely down to the distortion and noise introduced during printing and scanning.
atone in the hsuse 
D urin g  it frcm ce a r  zz 
3sed him; it seenec :c 
Nhich sufficed for fcotr 
i story he recogrisec at 
well satisfied with it.
:ation with ire  ower
Figure 6.6: Extract from Verdana 150dpi from HP Scanner
The results from the HP Scanner were comparable to the other two scanners at 150dpi 
and 300dpi, however, at 600dpi there were three document errors. The noise at all 
resolutions was considerably higher than either of the other scanners. This extra noise 
was caused by the poor quality scanner lid employed by the HP Scanner, this was 
discussed in Section 6.3. Figure 6.6 and Figure 6.7 are examples of the types of distortion 
introduced by the HP Scanner. Amazingly the watermark in the document that Figure 
6.6 shows an extract from was successfully recovered. The same cannot be said for the 
document that Figure 6.7 shows an extract from. MS Sans Serif 600dpi had three bit 
flipping errors and 443 pieces of noise removed. Both extracts are from the bottom
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inspection, proved to be a 
that was required of the 
as Fogg rose, t i  hatf-past 
ails of service, the tea and 
thirty-seven minutes past
Figure 6.7: Extract from MS Sans Serif 600dpi from HP Scanner
right hand corner of the page, further demonstrating that the problem is with the lid of 
the scanner. The results of the scans were inconsistent, sometimes the lid would work 
correctly and other times it would not. It was due to the number of problems, such 
as this, that we had that eventually we had to drop the HP Scanner from our tests 
altogether.
6.4.2 Photocopying with Embedding Strength of Six
In addition to the standard print and scan tests we decided to also evaluate how well the 
detection algorithm survived being photocopied. We had not previously conducted such 
experiments, so cannot directly compare to any previous work of ours. The original 
work by Zou and Shi [ZS05] claimed a robustness to 10 photocopies. However, they 
were removing noise by hand and we believe they also had eliminated all punctuation 
from the text to make the thresholding problem easier. Being able to survive so many 
photocopies is not really necessary, since it is unlikely in practice any one would create a 
photocopy of a photocopy ten times. We used an infotec ISC 3535 photocopier to copy 
the documents.
When looking at the results for the Canon and Epson scanners, after one photocopy, 
as shown in rows 4 and 5 of Table 6.2. it is surprising to see that the results are in 
fact better at 150dpi for the Epson and 300dpi for the Canon. At 600dpi we see a 
degradation in the results, particularly on the Canon. We believe this to be caused by 
a greater amount of rotational distortion causing damage to the detectable difference. 
This is backed up by the results for the noise removal, that do not show a significant 
increase after photocopying and in some cases even decrease. It is possible that the 
photocopying process is in fact removing noise. It may well be that the noise is being 
lost during the fast scan conducted by the photocopier. This would explain the reduction 
in noise removal and the improvement in results.
The HP Scanner has shown its poor quality by not successfully recovering any of the 
watermarks. After this point we excluded the HP Scanner from our experiments.
We proceeded to produce a second photocopy by photocopying the photocopy. The 
results of these scans are shown in rows 7 and 8 of Table 6.2. On this occasion the Canon 
performed better at 150dpi and worse at 300dpi when comparing to the first photocopy. 
Although, again there was only one document from which the watermark could not be
9°
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successfully recovered. The Epson scanner performed the worst at both 150dpi and 
300dpi, with two document errors at 300dpi and one at 150dpi. The noise removal was 
greater than from the first photocopy, but comparable to the noise removed from the 
scans of the originals. The results at 600dpi were considerably worse, with the Epson 
detecting the watermark with errors in all eight documents and the Canon having errors 
in six of the eight. Whilst some of the increase in errors could be down to noise, most 
of the bit error counts were small. For example, on the Epson scanner looking across 
all resolutions there were a total of 11 documents with errors. Nine of those documents 
had bit errors of three or less, five of which had single bit errors. This showed we were 
not far from getting a successful recovery, we just had too much distortion after two 
photocopies. We looked closer at the scans and noticed that the rotational distortion 
was not consistent across the document. We would have a different level of rotation on 
the horizontal to the vertical plane. This was probably caused by the cumulation of 
rotation from the printing, compounded by rotation during the first photocopy and then 
rotation from the second photocopy. Our simple rotation correction algorithm could not 
correct this type of multiple rotation. In order to increase the robustness to distortions 
we decided to conduct experiments with a larger embedding strength, increasing it to 
12 .
6.4 .3 Quad Set Embedding w ith Embedding Strength of Twelve
Having increased the embedding strength to twelve we recreated the 24 test documents 
and reprinted them. The increase in embedding strength caused problems for Arial 
Narrow and Times New Roman at 150dpi. The previous embedding strength of six had 
been chosen based on the white space distribution we typically saw at 150dpi. As a 
result doubling the embedding strength makes it more suited to 300dpi, but too big a 
change to make at 150dpi. Both Arial Narrow and Times New Roman are compact 
fonts, particularly Times New Roman. As a result there was not sufficient space within 
the letter spaces to compensate for the changes made to the word spaces. This results 
in the line length correction failing on these two documents. This makes the embedding 
particularly perceptible and can also makes the thresholding more difficult since the 
buffers are at a minimum.
The results of the experiments can be seen in rows 9 and 10 of Table 6.2. The most 
impressive result is for the Epson scanner that performs flawlessly, even handling the 
Times New Roman and Arial Narrow documents. This is the first time we have ever had 
an entirely flawless result for all fonts at all different resolutions. The Canon scanner 
performs almost as well, except for a single document returning a bit error at 150dpi. 
The document that caused the error was Arial Narrow. The exact cause of the area 
is quite easy to spot, there is some severe distortion in one of the lines. An extract of 
two lines from the document is shown in Figure 6.8. The second line is the line that 
causes the problem. Almost all the letter spaces have been eliminated by some form of 
shift effecting the top half of the line. The letters are all out of alignment, causing the 
white space between them to disappear. This results in there being fewer letter spaces 
than word spaces, something that should not happen in a normal line. As such the
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line is considered to be a short line and is incorrectly excluded. This causes a massive 
synchronisation error having lost an entire line of word spaces. Quite what causes this 
distortion is a mystery. It does not appear on the print out and it is likely if we rescanned 
the document it would not appear again. One possible cause is some form of rotational 
distortion. However, it does illustrate the unpredictable nature of printing and scanning.
As for Passepartout, he was a Irue Parisian of Paris. Since he had abandoned his own country for England, 
taking service as a valet, he had in van searched for a master after his own heart. Passepartout was by no
Figure 6.8: Extract from Arial Narrow at 150dpi with Embedding Strength of 12 on 
Canon Scanner
We proceeded to evaluate how the increase in embedding strength had impacted on 
the robustness to printing and scanning. Rows 11 and 12 in Table 6.2 shows the results 
after one photocopy, whilst rows 13 and 14 in Table 6.2 show the results after two photo­
copies. In both cases the Epson scanner has performed flawlessly, successfully recovering 
the watermarks at all three resolutions and in all eight documents. By increasing the 
embedding strength we have successfully recovered up to two photocopies when using 
the Epson scanner, when previously we have never successfully recovered all watermarks 
in all documents at all resolutions. The Canon scanner has also shown an improvement 
in performance with an embedding strength of 12 when compared to the results for an 
embedding strength of six. After one photocopy both the documents with errors were 
at 150dpi. which we had anticipated was going to cause problems. Interestingly the 
documents that caused the problem were Arial and MS Sans Serif. We noted in Sec­
tion 3.7.2 that the two fonts were almost identical. The errors in these documents were 
caused bv synchronisation errors. The Arial and MS Sans Serif documents both have 
synchronisation errors in the same line. Figure 6.9b and Figure 6.9a shows an extract 
of the error line, along with white space widths, for the Canon and Epson scanners 
respectively. The quality of the Epson scanner is understandably better than the Canon 
scanner. However, what is most important is the distortion to the white space. When 
looking at the white space widths in Figure 6.9a note that the white space distribution 
is almost identical. The letter spaces are either one or two pixels in size, whilst the word 
spaces are 7. 8 or 14 pixels in width, with the exception of the Epson line that also has a 
word space of 13 pixels. It is this one word space at 13 pixels that makes the difference 
between success and failure. In Figure 6.9b the distance between the word spaces at 7 
and 8 pixels wide and the nearest word space peak is 6 pixels (14-8), whereas the nearest 
letter space peak is only 5 pixels away (7-2). Since it is closer to the letter spaces group 
they are incorrectly classified as letter spaces. In contrast in Figure 6.9a the smaller 
word space at 13 pixels means that the word spaces at 7 and 8 pixels wide are the same 
distance (13-8) of 5 pixels from both the letter and word space groups. Since we weight 
towards the word space group they are correctly classified as word spaces. This example 
demonstrates how a single difference in pixel width can have a massive impact on the 
ability to recover the watermark.
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(a) Extract of Error Line from Arial 150dpi on Epson Scanner
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(b) Extract of Error Line from Arial 150dpi on Canon Scanner 
Figure 6.9: Extract of Error Lines from Arial 150dpi Comparing Scanners
The Canon scanner also had an error in one document, Arial Narrow at 150dpi, after 
the second photocopy. This error was again caused by a single line with an unusual 
type of distortion. Again several of the letter spaces are lost and the line is incorrectly 
excluded. However, in this case the line that caused the problem has an almost wavy 
appearance. This is caused during the rotation correction at low resolutions. So it would 
appear that the Canon scanner is causing either extra or different rotation distortion 
leading to the errors being introduced.
Having returned successful results after two photocopies we proceeded to create sets 
of documents after three and four photocopies, the results can be seen in rows 15­
16 and 17-18 respectively in Table 6.2. We start to see more errors appearing the more 
times the document is photocopied. However, the results after three photocopies are still 
comparable with the results we got previously in (CTH07]. It is likely that if we increased 
the embedding strength further we could get even better results, although we may see 
the same problems at 300dpi that we saw for Times New Roman and Arial Narrow at 
150dpi when we increased the embedding strength to twelve. An interesting side note 
is that because most of the errors are being introduced by rotation distortion, it means 
that just because a document fails after two photocopies does not mean the photocopy 
of that photocopy will fail. This is illustrated by the fact that after two photocopies 
the Canon had one document with error at 150dpi. whilst after three photocopies it 
successfully recovered the watermark on all documents at 150dpi.
6.4 .4 Quad Set Embedding with Embedding Strength of Twenty 
Four
Having had such successful results with an embedding strength of twelve we decided to 
conduct a limited experiment with the embedding strength at 24. However, in contrast to 
all the previous experiments, where we have embedded/printed and scanned at the same 
resolution, we would embed only at 600dpi and then scan at 150dpi, 300dpi and 600dpi.
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An embedding strength of 24 was chosen since it is the original embedding strength 
of six pixels, designed for 150dpi, scaled up to 600dpi. We successfully embedded the 
watermarks in all the documents without any line length correction errors. We then 
printed the documents at 600dpi and scanned them at the relevant resolutions. The 
scanning at a different resolution basically performs a massive scaling operation on the 
embedded document. The results of the experiment are shown in row 19 of Table 6.2. 
We only conducted the experiment with the Epson scanner. Surprisingly, the Epson 
scanner was able to recover the watermarks flawlessly at 150dpi and 300dpi, but had 
one document with an error at 600dpi.
This demonstrates that we have the possibility of removing the constraint of embedded 
and detecting at the same resolution. In practical terms this could be a significant 
advantage. Further tests would be required before drawing definitive conclusions.
6.4,5 Ternary Embedding
During initial evaluation of the ternary embedding scheme it was discovered that having 
an embedding strength of six was not enough. The rounding errors alone meant that 
there was virtually no buffer for distortion. Having already had success with an em­
bedding strength of twelve with the Quad Set Watermarking we chose to increase the 
embedding strength for ternary to twelve. We also altered the number line, so rather 
than being evenly divided we treated any difference greater than five as a greater or less 
than equality, whilst everything else was treated as equal to.
The results for the ternary embedding are shown in rows 20 and 21 of Table 6.2. It 
shows that neither the Epson or the Canon scanner performed flawlessly, with at least 
one document in error at each resolution. However, the errors seen from the Epson 
scanner appear to be caused by a combination or noise and short lines. The documents 
the Epson scanner returns errors for are: Arial 150dpi, 300dpi and Courier New 600dpi 
as seen in Appendix A. The error in Arial 150dpi is caused by noise around one of 
the letters. Figure 6.10 contains an extract of the line causing the error. The problem 
occurs around the ‘h1 in ‘his’ , it contains significant noise to the left of the stem. If this 
noise is removed the watermark is successfully recovered. Again a single pixel width 
has impacted on whether or not we can recover the watermark. Likewise, in the Courier 
New 600dpi document the error occurs on a short line, containing just one word that has 
an unusually large gap between the last letter and the full stop in the sentence. Since 
the line was excluded during embedding it has been left untouched. We believe that it 
may be beneficial to still perform the Frequency Shaping, as described in Section 3.5, 
even on excluded lines to ensure they do not cause problems during detection. However, 
this would need careful consideration, since the reason the line has been excluded is due 
to its unusual white space distribution and therefore making any changes could lead 
to increased perceptibility. The final document with an error is Arial at 300dpi, this 
contains a single trit error that could be caused by similar noise or distortion.
The Canon scanner performed worse than the Epson for ternary embedding. Although 
that is somewhat to be expected given the previous results we have seen. It would appear 
that ternary embedding is pushing the maximum capacity to the very limit of what can
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be successfully embedded. It is therefore essential to use a high quality scanner, which 
the Canon is not. It may well be possible to improve the results for ternary further by 
increasing the embedding strength again, possibly to 24.
reached his destination at the exact moment
Figure 6.10: Extract from Arial at 150dpi with Ternary Embedding on Epson Scanner
6.5 E xp e r im e n ta l C onc lus ion
In this chapter we have evaluated two watermarking schemes: Quad Set Watermarking 
and Ternary Watermarking. We have performed 504 tests. Overall we have shown 
that with the appropriate embedding strength it is possible to successfully recover the 
watermarks flawlessly even after two photocopies. This clearly demonstrates that the 
concept works. The results have highlighted that an improvement in noise removal and 
distortion correction would be of benefit and would probably provide an improvement in 
results. We have seen that Ternary embedding can work, but is pushing the limits of what 
we can currently achieve given the noise removal and distortion correction techniques 
employed. However, the results for ternary have matched those previously seen during 
the development of the original Continuous Line Watermarking scheme. It therefore 
shows potential for further improvement, with a more dynamic and fine tuned embedding 
strength. In the rest of this section we will reflect on some issues that a reader may be 
thinking about when reviewing the results in this chapter.
6.5.1 Does the scanner make a difference?
Overall the Epson scanner has performed better than the Canon. This would be expected 
since the Epson is a top end professional scanner whilst the Canon is a standard consumer 
scanner. The results from the HP Scanner have shown the impact a cheap poor quality 
scanner can have on the results. The scans from the HP were barely readable in some 
situations, so the detection algorithm stood no chance. Our results have shown good 
results with the Canon scanner and flawless results with the Epson.
6.5 .2 Is there a correlation between photocopies?
It would appear that the fact that a document fails after one photocopy does not indicate 
it will when itself is photocopied. For example, when comparing the results for the 
original printed documents and those after one photocopy, embedded with an embedding 
strength of twelve at 150dpi and scanned with the Epson scanner, the average noise drops 
from 5 to 0.38. This indicates that the noise from the original document is somehow 
removed during the photocopying process. However, there is an impact and it would
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appear that the more photocopies the document has undergone the more likely it is that 
it will not be recovered without error. This is illustrated by the results at embedding 
strength of 12 after four photocopies, where errors have increased for all scanners at 
all resolutions. It appears that the increase in errors is caused by rotational distortion. 
This is to be expected since the rotational distortion is getting compounded each time 
the document is photocopied.
6.5.3 Is there a correlation in the am ount o f noise removed?
There appears to be a correlation between noise and resolution. The higher the reso­
lution the more noise that has to be removed. However, recall that, as was detailed in 
Section 6.2.3 on Page 84, the size of noise removed is increased in a non-linear fashion 
with the resolution, so we would expect more noise to be removed. Also the amount 
of noise removed does not necessarily reflect the amount of noise that needed to be 
removed. For example, noise between letter spaces has little impact unless it joins to 
letters together, whilst noise in word spaces is devastating. Therefore you can get high 
noise removal numbers even when no noise removal was needed to recover the watermark. 
There appears to be some correlation between noise and photocopy number. However, 
this observation does not always hold, e.g., at Epson photocopy three and four for 300 
and 600dpi. This is a little surprising since it appears noise can be both added and 
removed during photocopying.
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7 A u th e n t ic a t io n
There is no truth. There is only 
perception.
Gustav Flaubert
7.1 In tro d u c t io n
This chapter contains details of our authentication and localisation scheme to produce a 
watermark that can be embedded in a limited capacity binary text document and that 
will work in a print and scan environment. The scheme utilises Message Authentica­
tion Codes (MAC), specifically One-key Message Authentication Codes, OMACs [IK03], 
which create a cryptographic fixed-length summary of a document. An OMAC must 
be truncated to form part of our watermark and is used during authentication. The 
remainder of the watermark is used during localisation.
7.2 D e f in it io n s  and P ro pe rt ie s
7.2 .1 W h a t is a MAC?
A MAC takes a message of arbitrary length and a secret key, and outputs a fixed length 
tag, which can be used to verify the integrity and authenticity of the message. Due to a 
MAC being created with a symmetric key, it does not offer any proof of non-repudiation, 
unlike digital signatures. An OMAC is equivalent to a CMAC (Cipher-based MAC) 
[Dwo05], which are specific implementations of a MAC. We run through the process of 
calculating an OMAC in Section 7.4
7.2 .2 Diffusion
Diffusion was first discussed by Shannon in his paper " Communication Theory of Secrecy 
Systems" published in 1949 [Sha49]. Shannon discusses diffusion in terms of dissipating 
the underlying statistical pattern of the input throughout the output. A good example 
is the frequency of letters in the English language. The letter "e" occurs most often, 
so a cipher algorithm must diffuse this statistical structure throughout the cipher text,
i.e., no letter should appear more than another. Diffusion has been further expanded 
over the years and is often called the Avalanche Effect [Sch96]. Good ciphers and hash
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algorithms should satisfy the Strict Avalanche Criterion (SAC) [Sch96]. The SAC is 
defined as follows: flipping one bit of the input should result in each output bit flipping 
with a probability of one half. This is an important property in a MAC because it means 
any small change in the input (i.e., a single letter change) should have a significant change 
on the MAC output.
7.2 .3 Confusion
Confusion, originally defined by Shannon in [Sha49], is the process of making the link 
between the key and a cipher text as complex as possible, with aim of not being able to 
guess or infer a key from a cipher text.
7.2 .4 AES
AES is the Advanced Encryption Standard [FIP01] and is the algorithm that we use 
within the OMAC. AES is based on the Rijndael algorithm [DROO], the differences 
being that AES has a fixed block size and limited range of key size, whereas Rijndael 
allows a variable key and block size. AES is suitable for use within the OMAC because 
it provides the required confusion and diffusion properties that are necessary.
7.2.5 Cryptographic Hashing
A cryptographic hash function is a way of getting a fixed length output, called a digest, 
from an arbitrary length input such that an attacker cannot create a second message 
which generates the same output or find a previously unseen message from a given digest. 
The two most common cryptographic hashes are SHA-1 [EJ01] and MD5 [Riv92], MD5 
has been superseded and is not used as much today. SHA-1 is still very much in use 
although recent research has demonstrated potential weaknesses, see [WYY05]. A SHA- 
1 hash alone cannot be used to authenticate a document since it has no key. As such 
anyone could produce a SHA-1 hash for any document. Normally a SHA-1 hash would 
be combined with an algorithm that provides some form of authentication, for example, 
the Digital Signature Algorithm [FIPOO]. Such algorithms cannot be truncated and 
therefore are not suitable, given the embedding capacities available to us, as shown in 
Table 5.1 on Page 77. There are truncatable MACs that use SHA-1 as an underlying 
digest method, for example, the HMAC [FIP02].
7.3 Se lec tion  o f  O M A C  as opposed to  H M A C
We selected the OMAC algorithm for a number of reasons. The CMAC, which is based 
on OMAC, has been approved by NIST (National Institute of Standards and Technology, 
USA). There is a Java implementation of OMAC in the public domain [Bar] and there 
are no known patent claims over the methods used. The OMAC can use any block 
based cipher and does not require the use of a cryptographic hashing algorithm. This
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allows us some flexibility in selection of the block based cipher. OMACs use a cipher 
block to encrypt the data as it is processed. This means someone without a key cannot 
create an OMAC and hence the key is required during authentication. There is never 
any decryption, thus allowing the OMAC to be truncated.
The HMAC relies on a combination of a cryptographic hash function and a secret key, 
and as we described above it typically uses SHA-1, which has security weaknesses. The 
HMAC output, as with the OMAC output, can also be truncated. It should be noted 
that the reduction in security caused by truncation is likely to far outweigh any security 
concerns raised in [WYY05]. The SHA-1 algorithm is due to be phased out in 2010 
[NIS04] and therefore its use in a new system is not prudent.
The embedding schemes, proposed in Chapter 5, are flexible and any truncatable 
authentication algorithm could be used. If the system were to be commercialised it 
would be likely that a standard interface would be provided to allow the user to select 
the authentication code of their choice. Ultimately it comes down to a combination of 
application and personal preference.
With the increased capacity of our new schemes it would be possible to embed a 
non-truncated message authentication code. Although this would reduce the amount of 
space we have for embedding localisation information, as we shall see in Section 7.5. If 
we were to provide a more flexible watermarking structure it would be possible to choose 
different lengths for the authentication and localisation parts. This would give greater 
flexibility.
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7.4 O ve rv ie w  o f  how  O M A C s  are ca lcu la ted
Let Jo =  0128 , K  =  AES E n c ry p tio n  Key
Let M  =  t e x t  e x t r a c t e d  from  th e  D ocum ent, Wc =  W aterm ark C a p a c ity  
D efine  Enc(Key, Message) as th e  AES E n c ry p tio n  f u n c t io n  
D efine  MSB(Bits) as a fu n c t io n  r e tu r n in g  th e  M ost S ig n i f i c a n t  B it 
D efine  < <  as th e  L e ft B it S h if t  O p e ra to r
/ /S u b —Key G e n e ra tio n  
L =  Enc(K, 0128)
IF  MSB(L) =  0 THEN 
K l  =  (L «  1)
ELSE
K l  =  (L «  1) © 012O10000111 
ENDIF
IF M SB (K l)  =  0 THEN 
K2 =  (K l  «  1)
ELSE
I<2 =  (K l «  1) © 012O10000111 
ENDIF
//M e ssa g e  B lo ck in g  
IF  \M\ =  0 THEN 
n = 1 
ELSE
n = ®
ENDIF
B reak M in to  b lo c k s  of 128 d en o ted  by Mi . . .  Mn
/ /M e ssa g e  P ad d in g  
IF  \Mn\ ^  128 THEN
M n =  (Mnio 127-D'GI) @ K 2 
ELSE
Mn =  Mn © K l 
ENDIF
FOR i — 1 to  n
Ji =  Enc(K, J j_ i © Mi)
NEXT i
T  =  Truncate(J„, L ^ J )
Listing 7.1: Pseudocode of OMAC Generation
Listing 7.1 shows the pseudocode for the generation of a truncated OMAC. This was 
customised from the pseudocode provided in [Dwo05]. We customised it to use a specific 
block size of 128 bits and our chosen cipher, AES. We use a block size of 128 bits 
because we plan to truncate the OMAC anyway, so anything larger would be wasteful. 
We also modified the pseudocode to make the different steps of key generation, padding 
and OMAC generation clearer. The full generalised pseudocode is available in [Dwo05]. 
Figure 7.1a and Figure 7.1b show the process in a graphical format. These images were 
adapted from [Dwo05].
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Figure 7.1: Illustra tion  of th e  OM A C /C M  AC generation process (Images ad ap ted  from 
[Dwo05])
Figure 7.2: Watermark Structure Diagram
7.5 W a te rm a rk  S tru c tu re
Figure 7.2 is a diagram of our basic watermark structure. We use OMACs in two ways, 
firstly to authenticate the document and secondly to localise any errors found. As was 
mentioned in Section 7.6 we use OCR to convert a scanned image into its plain text 
representation. In Section 8.3.2 we will discuss an additional option during embedding 
that allows us to extract the plain text directly from a PDF file. However, during 
detection there is no PDF file available so the only option is to use OCR. We recognise 
that the OCR process may not be flawless and as such we want to be able to provide 
a guide as to where any errors may have occurred. This is covered by the localisation 
portion of the watermark.
The authentication part is covered by a single OMAC that is generated for the whole 
document and truncated appropriately. A series of separate OMACs are generated, one 
for each localisation block, which is four bits long (See Section 7.7 for more details). The 
principle of our system is that the secret key used in the generation of each OMAC will 
not be distributed, but held in a central location or shared between two trusted parties
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in advance. If someone wishes to verify a document they either email the document or 
bring it for verification. If the key was released it would allow anyone to change the 
document, generate another OMAC and embed it. Thus, defeating the security. In 
practice, it is important to record and potentially limit the number of times a document 
can be verified. This is due to the truncated OMAC possibly falling within the realms of 
a brute force attack. This is dependent on the size of the watermark, which is dependent 
on the capacity, which in turn is dependent on the document being embedded and the 
scheme being used.
7.5.1 W hy split the waterm ark in half?
How the watermark is divided needs to be decided in advance and remains constant for all 
watermarks created within that system. We do not have the capacity within a watermark 
to embed structural information such as where the division between authentication and 
localisation takes place. We chose to split the watermark in half as we considered 
localising any errors as important as authentication and are willing to accept the reduced 
security of a smaller truncated watermark. The impact of reducing the localisation size 
is that localisation blocks become larger and it becomes more difficult for a user to find 
and correct any OCR errors.
7.6 A u th e n t ic a t io n
The use of MACs in authenticating text is not new. In [VVK+07] Villan et. al. proposed 
an embedding system providing between one and three bits of capacity per character, 
which is considerably more than any previously proposed system. However, the ro­
bustness of their scheme to printing and scanning relies on being able to use the same 
co-ordinate system for embedding and detection. It is unclear how the same co-ordinate 
system can be used after the distortions of printing and scanning. We have demon­
strated, in Chapter 6, how susceptible to distortion a document can be after printing 
and scanning.
Creating an authenticating watermark for a binary text document robust to printing 
and scanning presents a unique set of problems. One problem is the distortion that occurs 
during printing and scanning, and another is what information can be represented in 
the limited capacity watermark and subsequently used as a basis of authentication. The 
way to mitigate against the distortions is to abstract the image to a constant value. 
This can be achieved by using OCR to convert the image of the document back into 
text. It does not matter if the position of the letter has moved a few pixels in some 
direction, or if a few pixels have been flipped from black to white or vice-versa. An OCR 
process is flexible enough to counter most of the distortions seen during printing and 
scanning. Whilst it can still be susceptible to some distortion, modern OCR packages 
allow user input in order to accurately correct any mistakes and to learn from those 
mistakes. Figure 7.3 is an overview of our initial authentication system and involves 
acquiring a plain text representation of the document prior to undertaking the embedding
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Figure 7.3: Embedding Process
Figure 7.4: Detection Process
process. As discussed above, one possible way of acquiring a plain text representation 
is to conduct OCR on a document image, as shown in Figure 7.3. However, with the 
development of PDF Analysis, as discussed in Section 3.9, we are able to extract a plain 
text representation from the inputted PDF during embedding. This is preferred to OCR 
since it is error free, but OCR could be used when the initial document is not available 
as a PDF. The work contained within this chapter was published in [CTH08]. As we 
shall see in Section 7.7.2, since publication we have modified our scheme. An updated 
flow chart, reflecting the modifications, is shown in Figure 7.6 in Section 7.7.2.
Figure 7.4 shows the process for detecting, authenticating and localising a printed 
and scanned document. The detection phase is abstracted away, further details can 
be found in Chapter 5. The basic process of authenticating involves extracting the 
embedded OMAC and comparing it with a new one generated from the scanned and 
OCR’d document. If the two OMACs match, the document is valid. If they do not 
both match, the localisation values from the embedded watermark are compared with 
the new ones generated from the OCR’d contents of the document.
103
Chapter 7. Authentication
7.7 Loca lisa tion
As was mentioned above the OCR may not be flawless and there may be a need to 
correct any OCR errors if the authentication fails. In order to do this we need to locate 
the error in order to allow the user to quickly find and correct it. The biggest challenge 
to localising authentication errors is the small amount of capacity we have available. As 
was discussed in Section 7.5 we devote half our capacity to localisation. This is still a 
very small amount, 50 bits over approximately 50 lines. The method we propose is a 
balance between successful localisation and reduced space.
7.7.1 Division o f the document into localisation blocks
Once a document image has been OCR’d a text document is produced containing the 
lines of OCR’d text. This document is processed to create an array of strings, each item 
in the array containing one line. Then the number of lines are counted.
We first allocate 4 bits per localisation block. The choice of 4 bits for the localisation 
blocks is a compromise. As more bits are used the probability of being able to localise 
any error increases, but the larger each localisation area is and the user has to work 
harder to manually locate the error within the localised block. Four bits were chosen 
because during our experiments we consistently achieved 94% or greater accuracy in 
correctly localising blocks when they contained an error. Typically localisation blocks 
were between three and four lines in length and therefore the trade between accuracy 
and localisation block size seemed appropriate.
We therefore divide the available capacity by 4 (the number of bits per block) and this 
gives us the number of localisation blocks we can create. We then divided the number of 
lines in the document by the number localisation blocks, giving us how many lines will 
be in each block. As we process each line during the OMAC calculation we also create 
the localisation blocks and calculate an OMAC per localisation block. We can express 
this process using the following equations:
be = LL(Wc/2)J/4J 
hi =  [ a / m
where D[ is the number of lines in the document, Wc is the capacity of the watermark, 
be is the number of localisation blocks, and bl is the number of lines in a localisation 
block.
Note that the rounding on the number of blocks is always down. It is better to have 
unused bits than not enough space to embed the final localisation block data. Also the 
rounding is always up on the block size calculation. This is to ensure all lines are part 
of some block.
Obviously, we cannot store the whole OMAC for each localisation block, since we 
only have 4 bits of capacity. We could just choose to store one of the OMAC digits, for 
example, the first or last digit. However, this would not be the most efficient use of the
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Decimal Binary of Decimal OMAC 4 bits
0 0 0
1 1 1
2 10 10
3 11 11
4 100 100
5 101 101
6 110 110
7 111 111
8 1000 1000
9 1001 1001
10 - 1010
12 - 1100
13 - 1101
14 - 1110
15 - 1111
Table 7.1: Possible Values of First 4 bits
4 bits of capacity. It would also be prone to errors, whereby two different OMACs are 
treated as the same.
In the initial proposed system, in [CTH08], we treated each generated localisation 
OMAC as a decimal value and XOR’d the first three digits. We assumed that this 
would allow us to capture more of the localisation OMAC within the designated 4 bits. 
However, after feedback from cryptography experts we suspected that this was incorrect 
and could potentially increase the chance of a collision. The following section details an 
investigation, which confirms this and led us to modify the scheme.
7.7 .2  Decimal X O R  vs Binary
Initially it appeared that the XOR’ing of the decimal values should have no advantage. 
Given the avalanche effect discussed in Section 7.2.2, we can assume that the output 
of an OMAC should be pseudorandom and provide a uniform distribution. The act of 
XOR’ing the values should have no impact on this uniform distribution. The problem 
is caused by the conversion to decimal. The decimal values range from 0 to 9 and 
therefore require 4 bits in which to store the decimal value. This is illustrated in Table 
7.1. However, 4 bits can potentially store a decimal value between 0 and 15. Since 
we are only storing values between 0 and 9 the distribution of binary bits is no longer 
uniform.
There is an additional problem when taking values from the most significant end of 
a bit string. The length of the generated OMAC is not guaranteed to be 128 bits. The 
only guarantee is that it will not be more than 128 bits. Due to the way that the binary 
numbers are represented, any proceeding zeros are trimmed and we may be left with a
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Analysis of XOR'ing First Three Decimals
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 
Output Value (4 bits)
Figure 7.5: Analysis of Decimal XOR’ing
binary strings of less than 128 bits. This in itself is not a problem, the problem occurs 
when taking the four most significant bits or the first decimal. Due to the trimming that 
takes place we can guarantee that the most significant bit will always be a ‘1’ because 
otherwise it would have been trimmed. Thus all of our localisation values will start with 
a T\ The same problem occurs with the decimals, except to a lesser extent because 
only zero cannot appear.
Figure 7.5 shows the probabilities of each possible outcome at the different stages of 
XOR'ing the decimal values. It is clear to see that the probability distribution for just the 
first number is rectangular, but over a narrower domain. However, after conducting an 
initial XOR with the next most significant bit we can see the distribution is significantly 
skewed, and particularly for the numbers 8 and 9. Following another iteration of XOR’ing 
we can see that the skew has been reduced, although it is still present.
Overall taking the first decimal value alone and not XOR’ing with any other values, 
would double the chances of collisions in the localisation values. The reason is that we 
would only have values between 1 and 9, which is half the range we can store with 4 
bits that can represent 0 to 15. We can therefore see that XOR’ing the values does at 
least go some wav to distributing the values across the full range, although not evenly. 
This again will increase our chances of localisation collisions, but it is an improvement 
on just taking the first decimal value. If we were to just take the first four bits (most 
significant bits) it will have the same impact of just taking the first decimal. This is 
because we know that most significant bit will always be a ‘1’ and we therefore are only 
using three bits to store our localisation value.
The solution to the above is to take any four bits that do not include the most
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Figure 7.6: Updated Authentication Embedding Process
significant bits. For simplicity we suggest taking the four least significant bits instead. In 
the controlled experiments, in Section 7.8.2, we will present results that show that taking 
the four most significant bits provides the worse results, XOR’ing of three decimals is 
better but taking the least significant bits provides the best approach. Figure 7.6 shows 
an updated flow diagram from the one shown in Figure 7.3 in Section 7.6 so that our 
embedding process incorporates a more accurate technique for calculating appropriate 
localisation information.
7.7 .3 Example of Localisation
Let D[ = 50 and Wc =  100, then we calculate be and bl as follows:
be =  LL(100/2)J/4J =12  
bl =  [50/12J =  5
The following is an extract of the least significant portion of an OMAC value for a 
localisation block:
110110011110101010010101001011
and the least significant 4 bits are: 1011
Suppose we change one character in the first block (an ’s’ to a ’t ’) we then obtain the 
following extract from the least significant portion of the OMAC value:
011011111010100011011110100001
where the least significant 4 bits are: 0001
Thus, during detection when comparing the two 4-bit binary values, they will not be 
equal and the block will be marked as having changed, highlighting a potential error.
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7.7 .4 Localisation of a Docum ent
The 4-bit localisation values calculated for each localisation block are concatenated, 
which in turn is concatenated with the truncated OMAC calculated over the entire 
document. This forms the complete watermark, in accordance with the structure given 
in Section 7.5. During the detection phase the text obtained from OCR’ing the document 
image is used to calculate a new set of localisation values. The values stored in the 
watermark are retrieved and are compared with the computed values. Each time the 
comparison fails the appropriate block is marked as potentially containing an error. The 
system is not perfect, due to the possibility of collisions caused by only using 4 bits 
for each localisation block. Since the 4 bits can only store 16 different values, there is 
a jq chance of collision. Note however, a localisation block will never be indicated as 
changed when it has not changed. Furthermore, the OMAC for the entire document will 
still function correctly even if the localisation fails on any block.
7.8 E x p e r im e n ta t io n  and Ana lys is
The experiments conducted to evaluate our authentication techniques were conducted in 
three stages: we examined the theoretical limits of using a truncated OMAC, conducted 
a number of controlled experiments, and performed print and scan tests.
7.8.1 Theoretical Analysis
How secure is the  au then tica tion?
The level of security provided by an OMAC has been proved using cryptographic proofs 
in [IK03], and it is beyond the scope of this thesis to re-examine those proofs. However, 
those proofs are based on using a full length OMAC. As we stated in Section 7.5 we 
use a truncated OMAC and hence need to evaluate the impact of such a reduction on 
security.
A possible weakness of an OMAC occurs when the same key is reused for multiple 
different OMAC calculations. This weakness was shown in [Mit05]. One possible way 
to mitigate against this is to use a different key for each OMAC. Although, depending 
on applications, this can present a key management issue.
B irthday Paradox and B irthday  A tta c k
The birthday paradox is part of probability theory, it states that given a group of 23 or 
more people the probability of two of them having the same birthday is at least 50%. 
This is important as it forms the basis of the birthday attack [Sch96]. The birthday 
attack is a cryptographic attack that determines how many times we will need to brute 
force attack a hash before we find a collision. In our case a collision is when two different 
documents produce the same OMAC.
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If our OMAC has an output length of m bits then we will need to calculate 2m/2 
different OMACs in order to find a collision. This allows us to calculate a quantitative 
measure of how secure our OMAC is depending 011 the length of the truncated OMAC. 
For example, with a length of 50 bits we would need to calculate 250/2 OMACs in order 
to have a high probability of finding a collision. However, a collision may be found 
within fewer calculations.
7.8 .2 Authenticating W aterm ark Evaluation
As part of our evaluation of the authentication and localisation schemes, defined in 
Section 7.5 and Section 7.7 respectively, we conducted five controlled experiments outside 
of the print and scan environment. These involved making controlled changes to the text 
in order to evaluate the effectiveness of the authentication and localisation techniques. 
The experiments resulted in over 2,000,000 tests.
In each of the experiments we took the equivalent of a page of text and created a 
watermark for it. The watermark capacity was set to 100 bits; 50 bits for authentication 
and 50 bits for localisation. This is the minimum capacity provided by any of our 
proposed schemes for a page of text. Whilst a number of the watermarking schemes, 
we introduced in Chapter 5, provide a higher capacity, we wanted to provide a worse 
case scenario. We then made controlled changes to the page of text, re-calculated the 
watermark and compared both the authentication and localisation parts. We expected 
the authentication OMACs to be different and the aim was to localise the changes. We 
made the following five types of changes:
1. Single Character Change
2. Dual Character Change with Same Character Change
3. Dual Character Change with Same Size Change
4. Dual Character Change with Random Character Change
5. Dual Character Change with Opposite Size Change
Further details of each experiment and their results are given below. When making 
changes to characters we used characters with ASCII values of between 33 and 126 
(inclusive). This is represents the range of human readable characters, excluding white 
space. The sample document consisted of 19 pangrams repeated to form a document 
consisting of 4560 characters (excluding white space). We choose pangrams to ensure 
we had a range of all characters. 424,080 watermarks were calculated, (126-33)*4560, 
for each of the five types of change described above.
We repeated the five experiments with the following different methods of obtaining 
localisation:
• XOR’ing the first 3 decimals
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• 4 Most Significant Bits
• 4 Least Significant Bits
The results for all three methods are shown in Table 7.2. It is clear to see that the 
worst performing localisation method was the one using the Most Significant Bits. The 
Least Significant Bit is marginally better than the XOR’ing of the three most significant 
decimal digits.
In Table 7.2 two columns represent the number of OMACs calculated: one for doc­
ument hashes and one for localisation hashes. The numbers are different because for 
each document OMAC calculated there are 12 localisation OMACs calculated for that 
document, in keeping with the watermark structure described in Section 7.5.
Single Character Change
This experiment is designed to mimic the small changes we are likely to see during the 
OCR’ing process. It involves iterating through each character in the document and 
changing it to each one of the characters within the predetermined range, described 
above, as shown in Figure 7.7. After each change the watermark is re-calculated. It is 
unlikely that someone could meaningfully attack a document based on changing just one 
character, unless it was a number. Table 7.2 shows that during this experiment there 
were no collisions. However, there were a number of localisation errors. The number of
localisation errors should be viewed in the context of having performed 5,088,960 OMAC
calculations. The errors were correctly localised in 99% of the cases. The failure of the 
localisation method in no way affects the authentication process.
The quick brown fox jumps over the lazy dog 
The quick hrown fox jumps over the lazy dog
Figure 7.7: Single Character Change Diagram
Dual Character Change w ith  Same Character Change
This experiment is to test how well the method works with two seemingly unconnected 
changes. This experiment also involves iterating through each character in the document 
and changing it to each of the characters in the predetermined range. For each change 
we also randomly select another character from the document and change that to the 
same character. For example, both the characters ‘b ’ and ‘o ’ change to ‘h’ in Figure 
7.8. This also allows us to further test that the localisation method can pick up changes 
in two different locations. Table 7.2 shows that during this experiment there were no 
collisions. There were more localisation errors, but this is due to more blocks being
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Decim al X O R Binary M SB ’s Binary LS B ’s
Experim ent Name Docum ent Localisation Collisions Localisation Collisions Localisation Im provement Collisions Localisation Im provemcn
Hashes Hashes Errors Errors % Errors %
Single Character Change 424080 5088960 0 27648 0 52430 -89.634% 0 26686 3.479%
Dual Character Same Character Change 424080 5088960 0 82625 0 124103 -50.200% 0 81833 0.959%
Dual Character Same Size Change 424080 5088960 0 79928 0 121729 -52.298% 0 78396 1.917%
Dual Character Random  Change 424080 5088960 0 83759 0 123773 -47.773% 0 81851 2.278%
Dual Character Same Size O pposite Change 424080 5088960 0 80887 0 121755 -50.525% 0 77598 4.066%
Total 2120400 25444800 0 354847 0 543790 -53.246% 0 346364 2.391%
Table 7.2: Experimentation Results
Chapter 7. Authentication
changed and thus the potential for localisation errors increases. Even so the localisation 
technique worked in over 98% of the tests.
The quick brown fox jumps over the lazy dog 
The quick hrown fox jumps hver the lazy dog
Figure 7.8: Dual Character Same Change Diagram
Dual Character Change w ith  Same Size Change
In this experiment we iterate through the characters in the document changing it to 
each of the possible characters. We calculate the size of the change then pick another 
character at random and make the same size change to it. For example, in Figure 7.9, 
both characters change by six positions in the possible range of characters. It is possible 
that in some cases the character that is picked at random may become a non-human 
readable character since it will be outside of the ASCII range. We choose to allow 
this since Java uses Unicode to represent characters and as such the value will not be 
outside of the acceptable range of characters. Again, Table 7.2 shows that there were no 
collisions. The number of localisation errors is comparable to that of the Dual Character 
Change with Same Character Change.
The quick brown fox jumps over the lazy dog 
The quick hrown fox jumps uver the lazy dog
Figure 7.9: Dual Character Same Size Change Diagram
Dual Character Change w ith  Random Character Change
This experiment is an extension of the second experiment with more randomness. Figure 
7.10 shows an example of the type of change undertaken. We iterate through each of 
the characters and change it to each of the possible characters. We then select another 
character at random and change that to another random character. We can see from 
Table 7.2 that no collisions occurred and the localisation errors are consistent with 
similar experiments.
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The quick brown fox jumps over the lazy dog 
The quick hrown fox jumps over the Igzy dog
Figure 7.10: Dual Character Random Change Diagram
Pass
Font w c A bl First Second Third
Arial 105 50 4 Noise Valid
Arial Narrow 122 48 3 1 OCR Valid
Comic Sans 82 50 5 1 OCR Valid
MS Sans Serif 108 51 4 Noise 2 OCR Valid
Tahoma 100 47 4 Valid
Times New Roman 114 49 4 3 OCR 1 OCR Not Valid
Verdana 87 47 5 1 OCR Valid
Table 7.3: Print and Scan Results
Dual Character Change w ith  O pposite  Size Change
This is designed to test a deliberate attack on the system. By making an opposite change 
it means that the byte values will remain balanced. Since one character is increased and 
another is decreased by the same amount. This experiment is similar to that of the Dual 
Character Change with Same Size Change except we make the opposite change to the 
second character. Figure 7.11 illustrates the type of change we make. Table 7.2 shows 
that again there were no collisions. The number of localisation errors was consistent 
with other similar experiments. The localisation errors are not critical, since they are 
used as a way of helping the user to correct any OCR errors or to see where any attack 
may have taken place.
The quick brown fox jumps over the lazy dog 
The quick hrown fox jumps iver the lazy dog
Figure 7.11: Dual Character Opposite Size Change Diagram
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7.8.3 Authentication Print and Scan Experiments
The above controlled environment experiments demonstrate that a watermark based on 
OMACs successfully works within our capacity constraints. In [CTH08] we conducted 
experiments to evaluate the authentication technique in a print and scan environment, 
by embedding authenticating watermarks into seven documents, each formatted using a 
different font. The documents were embedded using Dual Set Watermarking, using Ver­
sion 1 of the Frequency Threholding technique, detailed in Section 5.2.2 and Section 3.4 
respectively. The localisation scheme used our original XOR’ing of the first three deci­
mals approach. The experiments conducted in [CTH08] are different to those contained 
in Section 6.4 and those we shall see in Section 7.9. The [CTH08] experiments cover the 
whole process from embedding through the process of printing, scanning, detection, and 
then finally authentication and localisation. The experiments conducted in Section 6.4 
covered just embedding and detection and were partially automated, with the exception 
of the actual printing and scanning. Likewise the experiments we shall see in Section 7.9 
are automated following the work undertaken, in Section 6.4, to scan the documents.
The document images, used in the experiments in [CTH08], were embedded, printed 
and scanned at 300dpi and the font size in each case was 12pt. The fonts tested were: 
Arial, Arial Narrow, Comic Sans, MS Sans Serif, Tahoma, Times New Roman and 
Verdana. These were the same fonts as were used in our previous work [CTH07]. The 
documents were printed and scanned on a HP PSC 2110 and we used Readlris Pro 9 to 
perform the OCR. We could not include the Courier New font because it could not be 
OCR’d correctly. This was due to the large white spaces in the document causing it to 
be fragmented into columns by the OCR Package.
Table 7.3 shows the results from the printing, scanning and authentication experiments 
conducted as part of [CTH08]. The first, second and third pass reflect the iterative 
nature of the process. Once a document has been authenticated we do not authenticate 
it again in subsequent passes. The values in the cells indicate whether the document was 
authenticated (Valid), contained a number of OCR errors (e.g., 1 OCR) or contained 
noise (Noise). The noise is a result of the printing and scanning process and as mentioned 
in [CTH07] needs to be removed manually.
The Tahoma document was authenticated without the need for any corrections. The 
MS Sans Serif document and the Arial document both contained noise that had to 
be manually removed in order to correctly recover the watermark. Once the noise had 
been removed the Arial document authenticated correctly. The MS Sans Serif document 
contained two OCR errors; each error was correctly localised to four lines in the 51 line 
document. After correcting those errors the document authenticated.
Comic Sans, Arial Narrow and Verdana documents all contained OCR errors that were 
correctly localised to within bl lines, as shown in Table 7.3. Once these OCR errors had 
been corrected, they too authenticated. Even though all the OCR errors were corrected 
the Times New Roman document could not be validated due to a watermarking error. 
One bit was flipped due to distortion and that resulted in an incorrect OMAC being 
extracted from the watermark. This prevented the document from authenticating. This 
highlights the fact that should the watermark be lost or damaged it operates in a fail­
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safe manner and does not authenticate the document. These results show that it is an 
iterative process to remove the OCR errors before a document can be authenticated. 
The results demonstrate that the combination of authentication and localisation allow 
the user to correct OCR errors and thus successfully authenticate the document.
7.9 O C R  E xpe rim e n ts
In addition to the experiments conducted in Section 7.8.3 we also undertook extensive 
print and scan tests to evaluate the embedding and detection, as discussed in Sec­
tion 6.4. Since we have already evaluated the effectiveness of embedding and detection 
we separately wished to evaluate the effectiveness of an authenticating watermark. By 
separating the two parts it allowed us to better evaluate them separately. During the 
embedding and detection process it was assumed that OCR and authenticating water­
mark worked perfectly. During the following evaluation we assume that the embedding 
and detection has worked flawlessly and we have fully recovered the watermark. This 
is not an unreasonable assumption, since we have already shown the capability of the 
embedding and detection algorithm to work flawlessly. The aim of these experiments is 
to validate that the OCR and authenticating watermark can work flawlessly.
7.9.1 Importance o f OCR
Since we have already stated that we assume the watermark has been successfully recov­
ered, the only variable left is the performance of the OCR. If the OCR works perfectly 
and the watermark has been recovered then the authentication will obviously work per­
fectly since the two inputs to the OMAC generation will be the same. Therefore, our 
experimentation is really evaluating the effectiveness of the OCR tool and more impor­
tantly the localisation. We anticipate that the OCR engine will always make mistakes, 
hence the reason for dedicating half the watermark to localisation. It is therefore not our 
aim to provide a survey and evaluation of OCR tools. Our approach should be capable 
of using whichever OCR is available, since none of them are perfect. The most impor­
tant aspect is how well the localisation works at finding typical OCR errors. The use 
case for the authenticating system is based on the user seeing the OCR representation 
of the text underneath the scanned image and making any correction. Therefore, the 
localisation is an important tool to assist usability, even if it does not have any impact 
on the actual security of the authentication process.
7.9 .2 Experiment Setup
The experiment setup is as follows:
1. Having printed and scanned the documents as part of the experiments conducted in 
Section 6.3, we then OCR’d the documents using ABBYY FineReader 6.0 Sprint 
[ABB], software that was available to us. The images were scanned in batches 
based on the experiment parameters, e.g., embedding strength and scanner model.
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This produced a Rich Text Format (RTF) document with one page per scanned 
page
2. We then used a custom macro written in Microsoft Word to break the RTF docu­
ment back into separate test documents containing one page per file, in a standard 
text format with no text formatting except line breaks. For each of these we 
perform the following steps
3. We take a test document from Step 2, an OCR text document, and create an 
OMAC from the OCR text
4. Simultaneously, we recreate the original watermark that was embedded into the 
original version of the test document, along with the localisation information that 
would have been embedded. The reason we recreate, instead of using what is 
embedded in the document, is so that in cases where the detection has not worked 
flawlessly we can still evaluate the OCR and localisation
5. We compare the OMACs from Steps 3 and 4
6. If the two OMACs, from Steps 3 and 4, are the same, the text is authentic, if 
not the text is not authentic and a localisation process returns a list of suspect 
lines. We then proceed to compare the original text with the OCR’d text, on 
line-by-line basis, using the Levenshtein distance described below. We identify 
where any differences have occurred and cross reference this to the list of suspect 
lines provided by the localisation process. If a line contains a difference, and it is 
marked as suspect by the localisation process, we consider it to have been correctly 
localised. Otherwise, we consider a localisation error to have taken place
Levenshtein D istance
The method we use to count the errors between the original text and the OCR’d text 
is the Levenshtein distance [Lev66]. It is an algorithm that gives the smallest number 
of changes needed to make one string the same as an other. The three possible changes 
are: insertion, deletion and substitution. Insertion involves adding an extra charac­
ter, deletion involves removing one of the existing characters, and substitution involves 
changing an existing character for another one. It is frequently used in spell checkers 
to find the closest correct word to a misspelt one. We used an open source library from 
Apache [Jav] that included a Java class to calculate the Levenshtein distance between 
two strings.
OCR Software Weaknesses
The ABBYY FineReader 6.0 Sprint software performed well, but due to it being a 
bundled piece of software it lacked the flexibility to fully undertake the job required. 
The underlying OCR technology seemed very good, it often successfully recovered the 
formatting information, such as font and font size, as well as the text. However, retrieving
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the text out of the application was not straightforward. As was mentioned above, we 
processed the document images in a batch that produced a single RTF file containing a 
page for each image. The ABBYY FineReader 6.0 Sprint software did not provide an 
option to output the text in a plain text format, whilst still maintaining line breaks. Due 
to the way we match the plain text to the image, as will be discussed in Section 8.3.2, 
and the way the localisation works, we need to maintain the line breaks. Thus, the only 
way to maintain the line breaks was to output to RTF and then convert that to plain 
text. The conversion from RTF did not cause too many problems. However, there was 
a problem with hyphenations, particularly when the first part of the hyphenation was a 
small word. This particularly affected the Verdana font that contained the word ‘ill-fated’ 
at the beginning of the line. For some reason, when the OCR’d content was outputted 
in the RTF format, rather than observe the line break the ‘ill-’ in ‘ill-fated’ would be 
placed on the line above with the ‘fated’ left on the correct line. This obviously causes 
errors to be exhibited in both lines. It is unclear quite what is causing this problem, we 
conjecture that the hyphenation character is treated differently to a normal character 
due to its use in dividing words across lines.
We experimented exporting the text from the OCR tool into different formats but 
the problem persisted, even when we exported to PDF and extracted the text from 
the PDF. We believe the full professional version of the OCR tool may overcome this 
problem since it includes a far wider selection of export formats.
The second OCR tool we used was Readiris Pro 10, which had an export option of 
text with line breaks. This corrected the problem with the line breaks but introduced 
further OCR errors. The problem appeared to be one of training, Readiris Pro 10 
requires extensive training to deal with the different fonts and is inferior to ABBYY 
FineReader 6.0 Sprint. We have included the results from both, however, they both 
have documents which have unduly high OCR error counts. We can still use this to 
evaluate the effectiveness of the localisation, even though in practice we would use a 
professional, fully trained, version of the OCR tools and would expect to receive fewer 
errors.
7.9 .3  OCR Experiment Results
We evaluated the OCR results from all of our print and scan experiments in Section 6.4, 
using two different OCR tools, Readiris Pro 10 and ABBYY FineReader 6.0 Sprint. 
The numbers given in the tables are obtained by calculating the Levenshtein distance 
between the original and the OCR’d line. In order to calculate those that are correctly 
localised we add the same Levenshtein distance value to the localisation count if the line 
containing the error has correctly been localised. There are some occasions when there 
are no OCR errors the Levenshtein distance is 0 and the percentage is set to “N /A ”. 
This occurs when the OCR returns an exact replica of the original text. When the 
Levenshtein distance is high this indicates one of two problems. Firstly, it could be that 
there have been a large number of OCR errors. Alternatively, it could be that there has 
been a synchronisation error, e.g., the case of ‘ill-fated’ discussed above. Due to the way 
we analyse on a line by line basis if the structure is changed the Levenshtein distance
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will be unduly high.
Tables 7.4 and 7.6 show the results for the same embedding strategy (Embedding 
Strength 6th, Quad Sets) using Readiris Pro 10 and ABBYY FineReader 6.0 Sprint 
OCR software, respectively. Both tools demonstrate problems at OCR’ing at 150 dpi, 
but improve at higher resolutions. Even though we see some high Levenshtein distances, 
indicating a high number of OCR errors, the overall results from the Readiris Pro 10 
software show that 18 of a possible 23 tests have been correctly localised. One document 
contained no OCR errors and thus had a Levenshtein distance of 0. The ABBYY 
FineReader 6.0 Sprint tool resulted in 16 out of a possible 22 tests being correctly 
localised, with two documents contain no OCR errors at all.
Both tools struggled with the OCR’ing of Courier New. In the case of Readiris Pro 
10 it was due to the document being incorrectly split up into multiple columns. This 
was caused by the unusually large amounts of white space used by Courier New, thus 
short paragraphs can fool the OCR into believing it is a multi-column document. The 
ABBYY FineReader 6.0 Sprint tool struggled to correctly OCR the letters in the Courier 
New font, indicating it has possibly not been trained to handle fixed width fonts.
The results for Verdana in Table 7.6 show a very poor localisation rate. This is caused 
by a single error on one line that occurred in many of the Verdana documents. It was 
caused by the formatting problem discussed in Section 7.9.2, in which one word from the 
line above is incorrectly formatted onto the line below. In this case it caused a collision 
in the localisation OMACs and thus a localisation error. Whilst the problem of incorrect 
formatting could be rectified with different OCR tools, it does highlight the fragility of 
the localisation scheme.
We see similar results in Table 7.5 and Table 7.7. We will not detail all the rest of the 
results, since they show similar results to the other embedding strategies. The full set 
of results is available in Appendix B.
Table 7.8 and Table 7.9 show the summary results for Readiris Pro 10 OCR and 
ABBYY FineReader 6.0 Sprint respectively. They contain the sum of all the results 
from their respective OCR tools contained within Appendix B. They are constructed by 
summing the results from all the different embedding strategies and experiments OCR’d 
with that tool, for example, different embedding strengths and number of photocopies. 
Each result for each font and resolution is the sum for all 17 documents in that font and 
resolution.
We can see from the Table 7.8 that the Readiris Pro 10 software had more errors, 
indicated by the large Levenshtein distances. In most cases, except Courier New, these 
errors were straightforward OCR errors. The Courier New errors were caused by for­
matting problems. The localisation appears to have worked reasonably well, localising, 
in total, 83% of the errors. These results were hampered by the large number of OCR 
errors that were unsuccessfully localised for the Courier New font. When excluding the 
Courier New font a successful localisation rate of 94% is achieved.
The ABBYY FineReader 6.0 Sprint software has produced fewer errors, as can be 
seen by the lower Levenshtein distances in Table 7.9. Overall the localisation scheme 
correctly localised 92% of the errors. This appears to indicate that it has performed 
better than the Readiris Pro 10 software. However, the overall percentages can be mis-
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B pson Laser ES6 IRIS O C R
150 dpi 300 dpi 600 dpi
F on t
Levenshtein
D istance
C orrectly
Localised
Vo Levenshtein
D istance
C orrectly
Localised
% Levenshtein
D istance
C orrectly
Localised
%
Arial 8 8 100% 3 3 100% 2 2 100%
A rial Narrow 249 241 97% 3 3 100% 1 1 100%
C om ic Sans 23 23 100% 0 0 N /A 4 4 100%
Courier New 219 176 80% 16 16 100% 22 21 95%
MS Sans Serif 5 5 100% 7 7 100% 5 5 100%
Tahom a 24 24 100% 5 5 100% 2 2 100%
T im es new R om an 24 24 100% 8 5 63% 5 5 100%
Verdana 4 3 75% 2 2 100% 4 4 100%
Table 7.4: OCR Analysis for Embedding Strength 6 Scanned on Epson OCR IRIS
C a n on  ES12 IRIS O C R
150 dpi 300 dpi 600 dpi
F on t
Levenshtein
D istance
C orrectly
Localised
Levenshtein
D istance
C orrectly
Localised
% Levenshtein
D istan ce
C orrectly
Localised
%
A rial 19 19 100% 2 2 100% 2 2 100%
A rial Narrow 344 305 89% 4 4 100% 1 1 100%
C om ic Sans 16 14 88% 1 1 100% 7 7 100%
Courier New 389 389 100% 19 19 100% 2089 1682 81%
MS Sans Serif 20 12 60% 4 4 100% 2 2 100%
Tahom a 9 9 100% 2 2 100% 3 3 100%
T im es new R om an 20 19 95% 4 4 100% 6 4 67%
Verdana 9 9 100% 2 2 100% 3 3 100%
Table 7.5: OCR Analysis for Embedding Strength 12 Scanned on Canon OCR IRIS
B pson Laser ES6 A B B Y Y  FineR eader Sprint 6.0 O C R
150 dpi 300 dpi 600 dpi
F on t
Levenshtein
D istance
C orrectly
L ocalised
% Levenshtein
D istan ce
C orrectly
Localised
% Levenshtein
D istan ce
C orrectly
Localised
%
Arial 2 2 100% 1 1 100% 1 1 100%
A rial Narrow 48 45 94% 9 9 100% 1 1 100%
C om ic Sans 5 5 100% 1 1 100% 1 1 100%
Courier New 28 22 79% 13 13 100% 15 15 100%
MS Sans Serif 3 3 100% 1 1 100% 2 1 50%
Tahom a 3 3 100% 0 0 N /A 0 0 N /A
Tim es new R om an 8 8 100% 3 3 100% 1 1 100%
Verdana 10 1 10% 11 2 18% 10 1 10%
Table 7.6: OCR Analysis for Embedding Strength 6 Scanned on Epson OCR with AB­
BYY FineReader Sprint 6.0
C a n on  ES12 A B B Y Y  FineR eader Sprint 6.0 O C R
150 dpi 300 dpi 600 dpi
F on t
Levenshtein
D istance
C orrectly
Localised
% Levenshtein
D istan ce
C orrectly
Localised
Vo Levenshtein
D istance
C orrectly
L ocalised
%
Arial 6 6 100% 1 1 100% 1 1 100%
A rial Narrow 98 97 99% 3 3 100% 1 1 100%
C om ic Sans 3 2 67% 1 1 100% 1 1 100%
Courier New 42 42 100% 13 13 100% 13 13 100%
MS Sans Serif 7 2 29% 1 1 100% 1 1 100%
Tahom a 2 2 100% 1 1 100% 0 0 N /A
Tim es new R om an 206 206 100% 3 3 100% 1 1 100%
Verdana 11 2 18% 10 1 io% 11 2 18%
Table 7.7: OCR Analysis for Embedding Strength 12 Scanned on Canon OCR with 
ABBYY FineReader Sprint 6.0
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IRIS O C R  Sum m ary
150 dpi 300 dpi 600 dpi
Font
Levenshtein
D istance
C orrectly
Localised
% Levenshtein
D istance
C orrectly
Localised
% Levenshtein
D istance
C orrectly
Localised
%
Arial 226 219 97% 59 59 100% 56 56 100%
A rial Narrow 4635 4270 92% 318 311 98% 96 92 96%
C om ic Sans 251 235 94% 17 16 94^0 48 47 98%
Courier New 6332 5922 94% 12700 9431 74% 8623 6579 76%
MS Sans Serif 253 234 92% 84 76 90% 61 61 100%
Tahom a 267 255 96% 177 171 97% 157 154 98%
Tim es new Rom an 530 502 95% 120 116 97% 763 712 93%
Verdana 178 169 95% 57 57 100% 57 57 100%
Table 7.8: Summary of OCR Analysis for IRIS OCR
A B B Y Y  FineR eader Sprint 6.0 O C R  Summary
150 dpi 300 dpi 600 dpi
Font
Levenshtein
D istance
C orrectly
Localised
% Levenshtein
D istance
C orrectly
Localised
% Levenshtein
D istance
C orrectly
L ocalised
%
Arial 114 91 80% 39 39 100% 17 17 100%
Arial Narrow 3065 2858 93% 299 293 98% 43 43 100%
C om ic Sans 53 50 94% 40 38 95% 22 22 100%
Courier New 2292 2206 96% 1185 1181 100% 706 705 100%
MS Sans Serif 99 92 93% 26 25 96% 21 20 95%
Tahom a 36 36 100% 10 10 100% 28 24 86%
Tim es new Rom an 2745 2551 93% 302 302 100% 62 62 100%
Verdana 179 50 28% 174 20 11% 197 44 22%
Table 7.9: Summary of OCR Analysis for ABBYY FineReader Sprint 6.0
leading. The localisation struggled with the OCR errors seen in the Verdana documents, 
only localising between 11% and 28% of the OCR errors. However, the number of actual 
OCR error is 436, which is insignificant when compared to the total number of OCR 
errors of 10779 and thus does not impact on the overall average.
It is difficult to conclude much from the results, due to the extremely poor performance 
of the OCR tools. The localisation was not designed to handle such large numbers of 
OCR errors and manually correcting such a large number of errors is clearly infeasible. 
The results for Readiris Pro 10 could be improved by taking the time to train the system. 
However, it does appear to suffer from some inherent formatting problems and the overall 
performance of the OCR was worse, in terms of total OCR errors, than the ABBYY 
FineReader 6.0 Sprint. The ABBYY FineReader 6.0 Sprint version clearly has been 
limited to encourage users to purchase the upgrade pro version and this could explain 
its lack of export options and poor performance. In light of this we decided to re-run 
the tests using the Professional version of ABBYY FineReader Pro 9.0.
A B B Y Y  FineR eader P ro O C R  Sum m ary
150 dpi 300 dpi 600 dpi
Font
Levenshtein
D istance
C orrectly
Localised
% Levenshtein
D istance
C orrectly
Localised
% Levenshtein
D istance
C orrectly
Localised
%
Arial 90 90 100% 25 25 100% 21 21 100%
Arial Narrow 939 874 93% 125 120 96% 33 33 100%
Com ic Sans 52 43 83% 20 18 90% 25 25 100%
C ourier New 1129 1105 98% 902 871 97% 758 740 98%
MS Sans Serif 97 95 98% 24 24 10096 24 22 92%
Tahom a 42 41 98% 6 6 100% 7 7 100%
Tim es new Rom an 176 166 94% 77 75 97% 41 41 100%
Verdana 38 35 92% 19 19 100% 19 19 100%
Table 7.10: Summary of OCR Analysis for ABBYY FineReader Pro
Table 7.10 shows the summary results for ABBYY FineReader Pro 9.0, they were 
generated using the same technique as for Table 7.8 and Table 7.9. It is clear to see that
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the Table 7.10 contains far fewer errors in total. There is still a significant number of 
errors, however, much like the previous experiments we did not undertake any training 
or manual correction of the OCR results. These results provide the worst-case scenario. 
We can see that the problem that occurred with the Verdana font, when using ABBYY 
FineReader 6.0 Sprint, is no longer present in the professional edition. The improvement 
in the quality of the OCR output has reduced the burden on the localisation process. 
This is reflected in the fact that with ABBYY FineReader Pro 9.0 we received 11 results 
with a 100% accurate localisation. This is in contrast to 10 for ABBYY FineReader 6.0 
Sprint and only 5 for Read Iris Pro. Table 7.10 also shows that Courier New is still the 
worst performing font, in terms of total OCR errors.
7.10  S u m m a ry
Summarising the results in this chapter, we successfully localised 96% of the OCR errors 
when using ABBYY FineReader Pro 9.0, which is compared to a best result previously 
of 92%. The best comparison of the OCR tools is seen in the number of results that 
were 100% correct and thus did not need any localisation. These are reflected in the 
tables in Appendix B by “N /A ” values since the localisation was not required. ABBYY 
FineReader Pro 9.0 successfully recognised 47 documents, whilst ABBYY FineReader 
6.0 Sprint scored 23 and IRIS Pro only scored 18. Overall the localisation worked well, 
particularly with the professional grade OCR tool. The quality of the OCR could be 
further improved with greater training. Also our results are hindered by the fact we 
have scanning at 150dpi. The OCR tools give a warning that this is too low a resolution 
at which to perform OCR. This is reflected in the results, which are markedly worse at 
150dpi than the larger resolutions of 300dpi and 600dpi.
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8 A p p l ic a t io n  D e v e lo p m e n t
In theory there is no difference 
between theory and practice. In 
practice there is.
Yogi Berra
8.1 In tro d u c t io n
In order to test and evaluate our algorithms we developed a number of Java applications. 
In Chapters 3 to 6 we introduced a number of schemes for watermarking binary text 
documents; in this chapter we will refer to the collection of them as the Binary Text 
Watermarking schemes.
For the Binary Text Watermarking schemes we developed a full user interface, that 
will be discussed further in Section 8.3. This was required to test the OCR correction 
and usability of the system. We had a previous codebase from the work conducted as 
part of [CulOG], however, this was completely rewritten to make it more flexible and 
adaptable to our future work. We currently have three different versions of our Binary 
Watermarking (BinWat) application.
• Version 2 uses Dual Set Watermarking defined in Section 5.2.2
• Version 3 uses Quad Set Watermarking defined in Section 5.3
• Version 4 uses Ternary Watermarking defined in Section 5.4
In all the cases the basic codebase and user interface is the same, only the embed­
ding and detection code is changed. Version 4, with Ternary Watermarking, also has 
additional changes to the OMAC wrapper to enable it to return an OMAC in a ternary 
format.
In addition to the main BinWat application, in its different versions, we have also 
developed a number of test suite applications to enable the tests to be run either auto­
matically or in batches. For example, the threshold test suite outputs large CSV (comma 
separated values) files detailing all the white space widths and threshold calculations. 
We then use a Visual Basic application to take those values, import them into Microsoft 
Excel, automatically generate frequency distribution graphs for each line, and analyse 
where the thresholding is incorrect.
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In this chapter we shall give an overview of the codebase along with some metrics to 
indicate the size of the development. We shall also show some screen captures of the 
user interface and explain its operation. We will mainly only discuss the code for the 
main application and exclude that which has been developed to aid testing.
8.2 U n d e r ly in g  Code fo r  B in W a t  A p p lic a t io n
The code for the Binary Text Watermarking schemes is broken up into a number of 
packages. In addition to the code we developed, we also made use of a number of Open 
Source libraries, including the following:
• Java Advanced Imaging library (JAI)[Mic],
• OMAC Implementation [Bar],
• PDFBox[PDF].
Wrapper functions have been written to help integration with these libraries.
Package D escription
coin .cu Inane, watermarking, ism Contain basic cod e  for d iv iding the docum ent, em bedding, detection  
and output
com .cn  inane, binary waterm ark.ui Contains solely the User Interface code , created using Java Swing
com .culnane.om ac Provides a w rapper to the external O M A C  classes. C reates the loca l­
isation inform ation and waterm ark structure
com .culnane.w aterm arking.distortion U tility classes for rotation  distortion . G enerally used as a preprocessor 
before image is input into main application
coin , culnnnc. dev D evelopm ent classes such as the interface to the P D F  library
com .culnane. testsuite Test suite for con du ctin g  the threshold testing and em bedding and 
detection  tests
Table 8.1: BinWat Application Package Descriptions
Table 8.1 shows the names of the packages within the BinWat application along with 
a description of what that package contains. The code in the distortion package is 
standalone code that could be integrated directly within the User Interface but currently 
is not. Presently, we run the distortion correction separately, since it has such large 
memory demands it would be inefficient to run the whole application with such a large 
amount of memory, when only one part needs it.
Package N o . o f  Classes N o. o f  M ethods Lines o f  C od e
com .culnane.w aterm arking.ism 17 161 1968
com .culnane.binary waterm ark.ui 15 111 1288
com .culnane.om ac 3 21 404
com .cu  Inane, w aterm arking.distortion 2 12 202
com .culnane.dev 17 81 712
com .culnane. testsuite 11 6 736
65 392 5310
Table 8.2: BinWat Application Package Metrics
Table 8.2 shows various metrics for each of the packages within the BinWat application. 
It is clear to see that the core code in the “com.culnane.watermarking.ism” package 
contains the most code, as would be expected. This package can run standalone without 
the user interface, in fact this is how we run it when executing our tests. The User
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Interface (UI) interfaces to the code in "'corn.culnane.watermarking.ism”. The UI in the 
“com.culnane.binarywatermarking.ui” package clearly contains a significant amount of 
code. However, approximately 300 lines of this has been auto-generated as part of a 
user interface designer. The causes of the large amount of UI code is twofold, one in 
the interfacing to the core watermarking code and secondly in running it in a multi­
threaded environment. By making the UI separate from the underlying watermarking 
code we add a number of overheads in terms of monitoring what is going on. The biggest 
contributor of code is in providing the mulit-threaded user interface that is essential in 
providing a smooth user experience. Because of the way the Java Swing UI works, when 
a user interacts with the UI a corresponding method is called on the Event Dispatch 
Thread (EDT). The EDT is responsible for handling all UI actions, including refreshing 
the screen following user interactions. As such, it is important that any method called 
on the EDT returns quickly, otherwise a queue of events will form, and the UI will 
become unresponsive. For example, if a user makes a menu selection, an associated 
action method is called, on the EDT. If that method starts a time consuming task, such 
as analysing an A4 image, the whole UI locks until that method has finished. This 
prevents the EDT providing feedback to the user. Progress Bars are part of the Java 
Swing UI and as such they too run on the EDT, which is being blocked by the intensive 
task being undertaken. The solution is to run all the actual “work” on a separate thread. 
When a user selects the menu item to analyse the image, the action method creates a 
new class that is designed to run in a separate thread. The new class in the separate 
thread will then provide feedback by making calls to methods that update progress bars 
on the EDT.
In order to simplify the code and make it more efficient, we use a singleton class 
that can be accessed from any package to manage the progress bars. This theoretically 
allows the progress bar to appear even if the code is being run from the command 
line. However, there is an automatic detection scheme that currently checks if the user 
interface is running and only shows progress bars if it is.
8.3 User In te rface
In this section we will step through using the BinWat application and show the relevant 
parts of the user interface in screen captures. The process is the same for each of the 
different systems, Dual Set, Quad Set and Ternary.
In this section we will show the steps taken during document division. This is under­
taken before both embedding and detection.
Figure 8.1 shows the BinWat Main Window, this appears on start-up of the application 
and will contain all the tabs created during the watermarking process. Important parts 
to note are the menu bar at the top, which we will discuss later, and the check boxes 
for “Detect Mode” and “Normalise Word Spaces”. The detect mode should be selected 
when detecting a watermark since it stops any adjustments taking place during the 
image analysis stage that would impact on the success of recovering the watermark. 
The “Normalise Word Spaces” checkbox should be selected during embedding if word
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Figure 8.1: BinWat Main Window
Binary Authenticating Watermark Application
Fie: TooK
Open
Save
Print
Exi
ect Mode □  Normalise Word Spaces
Figure 8.2: File Menu
±
rat
Binary A u th e n tica tin g  W a term a rk  A p p lic a tio n
TooK
Analyse Image 
Import OCR Text 
Embed Watermark 
Detect & Authenticate
ee Word Spaces
Figure 8.3: Tools Menu
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spaces are to be normalised. During the experiments conducted in Chapter 6, we had 
the “Normalise Word Spaces” option enabled. Word Space Normalisation is discussed in 
Section 3.6.
The menu bar contains two top level menus, File and Tools, the contents of which can 
be seen in Figure 8.2 and Figure 8.3 respectively. The File menu provides access to the 
Open, Save, Print, and Exit functionality. The Open function allows a choice of different 
formats for opening and acts accordingly. For example, opening a PDF file causes the 
text to be extracted, the PDF to be converted into a PNG and the PDF Analysis, 
discussed in Section 3.9, to be started. When opening a PDF file the conversion to 
PNG is performed at whatever resolution the user selects from the option dialog that 
appears, shown in Figure 8.4. If a PNG file is opened it only loads the PNG into the 
application without any further actions being taken. The print functionality is currently 
not implemented in our proof of concept because we have been unable to find a reliable 
and accurate way of printing the images from Java.
PDF Resolution 1m tim i
? Please ch oose  the resolution to use:
300
OK Cancel
Figure 8.4: Resolution Selection Dialog
The Tools menu provides access to the four main watermarking functions: Analysing 
the Image, Importing the OCR Text, Embedding the Watermark and Detection and Au­
thentication. Some of these functions can be performed automatically, depending on the 
file that has been opened. For example, when opening a PDF File the image analysis is 
performed automatically during the opening procedure. The application automatically 
checks that the request operation is valid before performing it. Thus, it is not possible 
to embed a watermarking into an image that has not been analysed. We shall discuss 
what occurs when each of the Tools options is selected in the remainder of this section.
8.3.1 Docum ent Division &  Set Creation
Once an image or PDF has been loaded the analysis stage is performed. During this step 
the document is divided and threshold calculated, as discussed in Chapter 3. Following 
the document division the sets are created in accordance with Chapter 4. A debug image 
is created that shows how the document has been divided into prospective sets. Different 
sets are indicated by different colours encompassing the words in that set. The colours 
are picked at random, as such there is a small chance that two adjacent sets end up 
with the same background colour, although the chances of this are very small. Figure
8.5 shows the application after the document analysis and dynamically a tab named 
“Analysed...”, along with the name of the file, appears. Due to the size and resolution
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Figure 8.5: Document Analysis Tab
of the image, it does not fit entirely within the screen, and scrollbars have to be used to 
navigate around the image. The higher the resolution the less of the image is displayed 
on the screen at any one time.
8.3.2 Plain Text Import During Embedding
Following the document analysis stage the OCR Text is imported by clicking on the 
Import OCR Text menu option, this is required by the authentication stage to generate 
the OMAC, as discussed in Section 7.5. During embedding, a PDF file should be used 
as the input document. This allows us to directly extract the plain text content from 
the PDF file. Following the extraction of the plain text, the text is matched to the 
image. This can be seen in Figure 8.6. An attempt is made to place each word from 
the plain text under the relevant word in the image. This is performed using the data 
obtained during the document analysis, described in Section 3.3. If a word space has 
been incorrectly detected it will impact on this process by damaging the synchronisation 
between plain text and image. Since we accept that this can happen we include an option 
to view the plain text as one line, this is selected by clicking the “Line” button and the 
result is shown in Figure 8.7. The blue boxes, which contain the OCR Text, are editable 
so that the user can correct any OCR or text extraction errors. It is the contents of 
these boxes that form the text that is inputted into the OMAC algorithm.
In addition to being able to edit the OCR Text the user can also view the vertical 
profile of the line. This is a useful debugging tool, but would not be used by an end-user 
in practice. However, it is useful to illustrate a profile and can frequently reveal when
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Figure 8.6: OCR Tab during Embedding
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Figure 8.8: OCR Tab with Vertical Profile
there is a problem with noise or distortion. A vertical profile is displayed when a line is 
selected, as shown in Figure 8.8.
Having imported the plain text, the embedding process is started by selecting the 
relevant option in the Tools menu, shown in Figure 8.3. The embedding process requires 
no further user interaction and results in a new tab showing the embedded image, as 
shown in Figure 8.9. This can be saved for later printing or storage by selecting the 
Save option from the File menu.
8.3.3 Detection
The detection stage would take place sometime after the embedded document image had 
been printed and then, at sometime in the future, scanned back in. The same actions 
as shown in Section 8.3.1 would be taken during detection, with the file selected for 
opening being an image file obtained from the scanner. Prior to analysing the image the 
Detect Mode check box would be selected. A similar image to the one shown in Figure
8.5 would be displayed. Following this stage it is time to import the plain text.
Since this is the detection phase there is no PDF file available, only the image from 
the scanner. As such, the image would be OCR’d in advance using an OCR tool of 
the users’ choice. The OCR tool must be able to output the results to a plain text 
file, maintaining line breaks. It is this outputted plain text file that a user would select 
having clicked on the Import OCR Text from the Tools menu. The same matching of 
plain text to image is performed, as in Section 8.3.2.
When a user selects the Detect & Authenticate option from the Tools menu the plain
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Figure 8.11: Authentication Tab after Successful Authentication
text is passed to the Authentication classes that implement the process detailed in 
Chapter 7. This creates another OMAC, from the OCR’d text that has been imported, 
and compares it to the one that has been detected from within the document. If the 
two match then the document is valid. If not the localisation values are compared, and 
the relevant section in the image is highlighted.
Figure 8.10 shows the OCR Text tab following a successful detection and authentica­
tion. Ticks are shown to indicate the parts believed to be valid. This is accompanied by 
an Authentication tab that shows the scanned document image. If the authentication 
has returned a valid result the background of the image is green, as can be seen in Figure 
8 . 11.
In contrast Figure 8.12 shows the OCR panel after an invalid authentication. In 
order to achieve this we changed the OCR Text for the fourth word in the second line 
from “steps” to “test”. As can be seen the localisation block containing that text has 
crosses next to the lines indicating that the block contains something invalid. Likewise 
in the Authentication tab, shown in Figure 8.13 the background is now red because the 
document as a whole is not authentic. The localisation area is highlighted in yellow. The 
user can return to the OCR Text tab and make changes to the text in the blue boxes 
to correct the OCR error and then re-detect and authenticate, this can be an iterative 
process to remove any OCR errors that are not obvious to see.
In this section we have provided an overview of the User Interface for the application. 
There are additional parts that we have not shown for brevity, e.g., the dialog boxes.
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8.3 .4 Imperceptible Printer D ot Code
In the next chapter we will introduce a different embedding scheme, referred to as 
Imperceptible Yellow Printer Dots. Unlike the Binary Text Watermarking scheme, the 
Imperceptible Yellow Printer Dot scheme currently does not have a UI. It is still a 
proof-of-concept and would require further development before getting to a stage where 
it would be a usable application. However, a considerable amount of code has been 
implemented to develop the proof-of-concept. There has been some code sharing between 
the two applications, e.g., the code originally developed to find yellow dots was used to 
find and remove noise in the Binary Text Watermarking applications. Likewise, the 
profiling code used in the Binary Text Watermarking applications to identify letters and 
words was used to try and identify the location of columns and rows in the Imperceptible 
Yellow Printer Dot scheme.
Package N o. o f  Classes N o . o f  M ethods Lines o f  C od e
com . cu Inane, printerdots 27 99 1741
Table 8.3: Imperceptible Printer Dots Additional Package Metrics
Table 8.3 shows the metrics for the Imperceptible Yellow Printer Dots package. The 
code has not been separated into different versions in the same way as it has for the 
Binary Text Watermarking applications. As such, not all of the code is being used at 
any one time.
8.4  Conclus ion
In this chapter we have presented an overview of the proof-of-concept applications we 
have developed as part of the work undertaken in this thesis. The BinWat application 
has a fully functioning UI, which requires the addition of only a few more features, 
such as printing, to bring it up to end-user standard. Whilst the Imperceptible Yellow 
Printer Dots application does not have a UI it is designed to allow us to rapidly prototype 
different embedding and detection techniques and has fed back into to the Binary Text 
Watermarking applications, in the form of noise removal.
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Vision is the art of seeing what is 
invisible to others.
Jonathan Swift
9.1 In tro d u c t io n
In recent years there has been an increasing amount of publicity surrounding a water­
marking technique employed by printer manufacturers. The technique involves hiding 
a grid of tiny yellow dots on the page, in order to embed the identification number of 
the printer. The reasons behind this technique appear to be for the identification of 
counterfeit banknotes and tickets. It has been shown to have success in detecting and 
identifying the culprits of these crimes [dV04]. However, there has been widespread con­
cern over the resulting invasion of privacy that this results in [Foub]. There is particular 
concern that secret service organisations could potentially track material that may not 
be favourable to the establishment.
The technique relies on the imperceptibility of yellow dots on white paper. It is a 
fairly crude system which repeats the same pattern many times across a page. There 
is no attempt to avoid areas where the watermark will be lost, for example, sections of 
text or black boxes. However, some schemes, particularly the Xerox one [Foua], offset 
each copy of the grid of dots in an attempt to reduce the chances of errors. When 
this technique was developed and even its full details, are shrouded in secrecy and few 
manufacturers have fully admitted the extent to which the system is deployed in their 
printers [Whe]. The Electronic Frontier Foundation (EFF) [EFF] list over 130 printers 
in which they have currently detected the watermarking technique. An example of the 
type of dot pattern produced can be seen in Section 9.2, the section in which we discuss 
the technique employed by Hewlett Packard (HP). It appears as if the watermark used 
by HP is designed to be read by a human and a high power lens, as opposed to an 
automatic system that can use a standard scanner. Although, this cannot be confirmed 
due to the lack of information provided.
We have taken the principles behind the printer dot schemes to develop a system 
that allows custom data to be embedded within images and automatically detected. We 
believe that the novelty in our approach is both the customisation of the data and the 
automatic detection of the data following printing and scanning.
In this thesis we are restricting our investigations to binary documents, since colour 
could potentially conflict with the yellow dots and cause excessive errors. Potentially, our
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proposed technique could be used for greyscale images as well, although they would need 
to be line art or images that still contained a significant proportion of white background. 
The reason for this is that we do not wish to embed in non-white background areas since 
this will increase perceptibility. Naturally, the technique cannot be used with colour 
laser printers that already print identification dots, since they will conflict with each 
other. We would recommend using an ink jet printer, since they are not known to print 
identification dots.
We identified a number of requirements which we believed are necessary in order for 
the technique to be useful, these are listed as follows:
• Automatic embedding and detection
• Resilient to printing and scanning
— Automatic correction of geometric distortion
— Automatic detection from 600dpi colour scan
— Error detection and correction beyond simple repitition
• Intelligent embedding that ensures minimal perceptibility
• A capacity sufficient to hold a digital signature
• Must be able to handle binary images of text and line graphics
In Section 9.3 and Section 9.4 we discuss two proposals for addressing the above 
requirements, but first we review the way Hewlett Packard (HP) embeds its yellow dots 
on a page.
9.2 O ve rv iew  o f  H P  Y e llow  D o ts
We have analysed the printer identification dots created by an HP LaserJet 3600DN 
printer. There already exists a thorough analysis of the dots embedded by Xerox printers 
[Foua]. [Foua] also provide an online application that will decode the dots found on a
print out from a Xerox laser printer. The easiest way to view the dots is by shining a
blue led light on the page. Although in the case of the HP we have been able to visualise 
the dots when scanning a page at 600 dpi using the Epson Perfection V700 scanner.
Figure 9.1 shows an extract from a scan at 600dpi of a page printed on the HP Laserjet 
3600dn. It has been enhanced in order to allow the dots to be seen in a greyscale 
printout. It is clear to see the grid structure of the dots and also the small size of the 
grid, indicating the small capacity available. This pattern is repeated across the whole 
page from left to right and top to bottom. Unlike the Xerox scheme [Foua] there is no 
offsetting of the grid.
When we analysed the scanned image of the dots, from the HP Laserjet 3600dn, we 
found the yellow dots had the following colour values: 255, 255, 110 for Red, Green, and 
Blue respectively. In Section 9.3 and Section 9.4, when we render our own yellow dots, 
we use this as the colour for them.
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Figure 9.1: Extract from HP Printer
9.2.1 Analysis o f the Dots
Figure 9.2 shows the grid of dots seen from three different printers. We have tried 
printing different documents, at different times under different usernames, but always 
receive the same output. It would appear that unlike the Xerox scheme [Foua], the HP 
scheme only outputs a serial number and does not include data about time, date or 
document. We have also tried different HP printers, and whilst we receive a different 
output from each printer, the output remains static for each individual printer.
We have attempted to analyse what is included within the grid but have been unable 
to decode it, mainly due to the lack of samples and the fact the dot output is always the 
same. What we have noticed is that the top four rows are identical on all the printers. 
The fifth row is blank, as is the ninth column. These appear to break up the grid into 
two separate halves. We believe there is some form of parity checking in use, but cannot 
be certain of exactly what. Without further experimentation with more printers any 
further analysis would be mere conjecture.
9.3 D y n a m ic  G rid  A pp ro a ch
In this section we propose a dynamic grid technique for embedding imperceptible yellow 
dots. As we shall discuss, we believe a dynamic approach offers the most potential. 
However, we are currently unable to provide the level of robustness required. We shall 
see the proof-of-concept in Section 9.4 where we use a fixed grid. We believe the work 
contained in this section has the most future potential, thus is included to provide 
details of the progress we made, even though it is not the method we used in our proof-
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(a) Printer 1 (b) Printer 2 (c) Printer 3
Figure 9.2: Printer Dots Grid Detected from 3 HP Printers
of-concept.
9.3.1 Grid Structure
Initially we investigated the use of a dynamic grid structure. We propose splitting the 
page into four quarters and putting a copy of the grid in each quarter. This provides 
some basic error correction and allows us to handle situations when we can not correctly 
detect the grid. The grid size is calculated based on the available space on a page.
Figure 9.3a shows an extract from a reduced size grid, complete with locating marks in 
the top right and left corners. Figure 9.3b shows a scaled-up version of all four locating 
marks, without the accompanying grid.
The locating marks in Figure 9.3b are used in order to determine the following:
• Location of the grid
• Calculation of the size of the grid
• Calculation of row and column width and thus number of rows and columns
• Correction of any geometric distortion
Further details on how the above are performed will be detailed in Section 9.3.3, 
when we describe the detection process. By using these locating marks we are able to 
automatically embed and detect data in a dynamic manner that is customised to each 
individual image. It also enables us to correct the distortion introduced after printing 
and scanning.
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(a) Example Grid (b) Location Markers
Figure 9.3: Printer Dots Dynamic Grid Example
Grid C alcu lations
There are a number of constant variable that are defined at the start of the embedding. 
The following is a list of these constants together with their initial values.
• Cw - denotes the width of an individual cell
• Ch - denotes the height of an individual cell
• Dw =  5 - represents the width of an individual dot
• Dh =  5 - represents the height of an individual dot
• P/j is the approximate rasterised height of an A4 document at 600dpi
• Pw is the approximate rasterised width of an A4 document at 600dpi
• Gm represents the margin size around the grid
The next step is to calculate the size of the grid. This is given by the following 
equations:
Gridcols =  L{((Pw ~  (4 * Gm))/2)/(Cw +  Dw)) -  2J (9.1)
Gridrows =  L(((Pfc -  (4 * Gm))/2)/{Ch +  Dh)) -  2J (9.2)
We provide four margins because we need two for each grid and there will be two
columns of grid in the document and two rows, thus equalling four grids. We split the
available space in half, one for each column or row. We then divide that by the total 
size for one cell minus the cell width and the dot width. We finally remove two from the 
total to allow for the columns and rows used by the identification dots.
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9.3.2 Embedding
In this section we step through the embedding process providing a detailed description 
of how we embed the data using dots and the reasons behind the choices we have made. 
The example document we will used will be an A4 page of text in PNG format at 600dpi. 
The document will contain four repetitions of the grid, one in each quadrant.
C onstruc t the  W aterm ark
Having calculated the size of our grid we now need to prepare the watermark. The 
contents of the watermark are not defined by the embedding algorithm and any binary 
data can be embedded within the document. However, there is a structure to the 
watermark to enable efficient and error free extraction. The first 16 bits of the watermark 
are a header that defines the length of the watermark contained within the document. 
Without this we would not be able to know when to stop detecting and if the watermark 
did not exactly equal the capacity there would be trailing zeros during detection. The 16 
bits is sufficient to represent all possible capacities and it fits nicely into the structure in 
that it is two bytes. At this stage the Reed-Solomon error correction code is calculated 
and included within the watermark. We chose Reed-Solomon [RS60] because it was 
readily available and is used in 2D barcodes, so is analogous to the use of dots. We 
recognise that it would be far from optimal, but should suffice for evaluating the concept.
Render Dots
The grid of dots is initially set to be in a perfect grid alignment. However, in order to 
reduce perceptibility there is flexibility within the dot rendering process to ensure that 
the dots do not get rendered on top of non-white areas, e.g., text. The imperceptibility 
is based on yellow dots on a white background, not yellow dots on a black backgrounds.
Before each dot is rendered the area underneath the dot is checked to ensure that it is 
white. If it is not white an alternative location within the cell is identified. This search 
range is [—C w/ 2 , —Ch/2]  to [+C^/2,+C/l/2]. If no area can be found that allows the 
whole dot to be rendered on a white background, the location that allows the largest 
proportion of the dot to be rendered is chosen.
9.3 .3 Detection Process
The detection process involves the following steps:
1. Identify the dots in the image
2. Find the grid via the locating dots
3. Correct any rotational distortion
4. Calculate the width and height of the grid and thus the columns and rows
5. Analyse the cells in the grid to detect if a 1 or a 0 is embedded
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6. Error Detection and Correction
This set of steps must be repeated four times, once for each quadrant that contains a 
grid. Due to the fact that the page contains four grids, it is important that two grids 
do not interfere with each other during the detection phase.
Iden tify ing  the  dots
The first step in the detection phase involves iterating through the document and finding 
all the yellow dots within it. Each separate group of yellow pixels is identified, a group 
is defined by pixels that are connected to each other, either horizontally, vertically or 
diagonally. We use the same technique for removing noise in our previous watermarking 
technique described in Section 6.2.3.
F ind ing  th e  Grid
We know that each grid is located within a quadrant of the page, and from the previous 
step we also have a collection of all the dots in the page. We use all this information 
to easily identify grids. We sort the list of dots according to distance from the relevant 
corner point. Thus, if we are looking for the grid in the top left quadrant of the page we 
sort the dots according to distance from the point (0,0). Due to the structure of the grid 
with the identifying dots, we can be sure that the closest three dots will be the top left 
identifying dots for that grid. If we were searching for the grid in the top right quadrant 
we would use the point (Pw,0). To calculate the distance from a particular point we use 
the Euclidean Distance equation below:
d i s t a n c e  -  ( * > - ^ ) 2  +  f a - ! * ) 2 )  ( 9  3 )
In Figure 9.4 we have labelled each of the locator dots. Each dot has an x and y 
co-ordinate. The origin point is (0,0) and is used to find the first locator dots. This 
example is for the top left quadrant, but the principle is the same for all quadrants. 
The only difference is what value we use for the origin, top-left, top-right, bottom-left 
or bottom-right.
The next step is to classify the points A and B, in order to decide which is the top and 
which is the left dot. This is necessary so we know where to find the opposite dot, either 
down the page or across page. We evaluate the dot by comparing the x co-ordinate of 
the two dots. The larger x value is the top dot, whilst the smaller x is the left dot.
C orrect R o ta tiona l D is to rtion
Having identified the dots labelled A and B, we find the other locating dots around the 
grid. Having identified the other dots we can work out the geometric distortion. By 
calculating the angle between A and D we get the angle which we have to apply to 
correct the rotational distortion.
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Figure 9.4: Labelled Location Mark
Calculate Grid he ight and w id th  and thus the  num ber o f rows and colum ns
To calculate the width/height of the grid we search for the corresponding dot on the far
side of the dots A and B. So from dot A we look for dot D. From dot B we look for dot
G. Having found these we are able to calculate following:
Cw =  |AX -  Bx| (9.4)
Ch =  \Ay -  By I (9.5)
Gc =  l((D x -  Ax)/Cw) +  1J (9.6)
Gr =  L((Gy -  by)/CH) +  l j  (9.7)
Analyse the  cells in the  grid Once we have these values we can scan through the 
grid, one cell at a time. For each cell we enter we check if any of the points that have 
been found exist within that cell. If they do we output a 1, otherwise we output a zero. 
This provides flexibility and enables the location of the dot to have changed marginally, 
due to printing and scanning, without effecting the success of the detection.
Error D e tection  and Correction We have two forms of error correction in use, a 
simple Reed-Solomon code and a crude repetition code coming from the repeating of the 
grid in each quadrant. After detection we run the Reed-Solomon error detection and 
correction on each grid separately. If errors occur we note where the error has occurred 
and attempt to correct it. Unfortunately the code is not optimised so some errors can 
still remain. Having run the Reed-Solomon error detection and correction on each grid 
we analyse the repetition data. We iterate through each bit and read the value from 
each of the four grids. If that part of the grid was detected without Reed-Solomoon 
errors then we increment the vote for that particular bit value. If errors were detected
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during Reed-Solomon error detection we increment a separate vote. We then look at the 
votes, if there is majority vote in the error free count we take whatever value that vote 
was for. If the votes are equal, we take whatever value is in the majority in the error 
vote count. In circumstances when the error vote is also equal we take the value to be 
a dot, since it is easier to loose a dot due to distortion than it is to gain one. -
Expansion o f Iden tify ing  D ots
When evaluating the effectiveness of the dynamic grid approach we discovered that 
when the distortion was low it would work, although we generally lost most of the data 
from one grid. Typically the problems were caused by uneven distortions across a grid. 
This often led to us losing entire rows which would then cause a synchronisation error. 
The same problem of different rotations on the horizontal and vertical plane, which 
we referred to in Section 6.4.2, occurred here. This led to us not being able to fully 
correct the rotation distortion, leading to the synchronisation errors. For example, if 
the rotation distortion is corrected in the vertical plane we should be able to recover 
all the columns. However, as we move along the rows, which still display rotational 
distortion, we eventually get to a point where the rotation distortion leads to the dots 
appearing in the row above or below, causing errors both in this row and the next.
In an attempt to solve this we expanded the use of identifying dots. Rather than having 
the three dots at each corner we created a frame of dots around the grid. We could then 
use these dots to find the relevant rows and columns and correct the rotation. With this 
additional information we knew that if the left-hand column originally contained a dot 
for each row, we could correct the rotation on the horizontal plane and then correct the 
distortion on the vertical plane. We achieved this by shifting the rows of pixels left and 
right until the left most column was aligned. This helped solve some of the rotational 
distortion, however, we would still see a wavering effect across lines caused by non-linear 
distortions. The use of a location dot frame also placed a greater importance on more 
dots than before. Thus, identifying dots at the start and end of a column or row became 
very important. If we lost both of them we would be unable to recover the entire row 
or column. We could not use an error correction code on these dots since they were 
inferring a position within the document, not actual data.
The identification of dots could also not use the dynamic placement method of moving 
them around to create the minimal perceptual impact. If we changed where we posi­
tioned a locating dot it could lead to incorrect detection of the entire row. As such, we 
were more likely to lose locating dots, particularly those on the side of the grid closest 
to the middle of the page. The middle of the page typically has more black pixels in 
it, since most people centre their content in the page. We attempted to get around this 
by combining the top and bottom or left and right rows into a single locating row. The 
thinking behind this was that if a locating dot was lost the equivalent dot on the opposite 
locating row or column would replace it. Thus, providing some basic error correction for 
the locating dots. However, the distortion meant that when combining the two outer 
column or rows, it was not uncommon for the two locating dots to be out of alignment, 
causing more problems. We also attempted to take whichever had the most locating
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dots in it. This was based on the assumption that we are more likely to loose than gain 
dots in the locating rows. None of these approaches provided a foolproof solution. It is 
still possible to loose both locating dots, it is less likely to happen but it is still a very 
real possibility. For example, when the row of dots falls exactly on a black line, or a line 
of text, both locating dots could be lost.
Eva luating the Dynam ic Grid Approach
Throughout the process of proposing a new method for imperceptible yellow printer dots, 
based on a dynamic grid, we were conducting print and scan tests on a test document to 
fine tune the method. Whilst we were able to fully recover the watermark on a number 
of occasions we were still getting a large number of errors. We would typically be unable 
to recover at least one of the quadrants due to distortion of the locating dots. We would 
also see the loss of two grids in one half of a page. For example, if there was some noise 
across the bottom half of the page we could loose the grids from both the quadrants in 
the lower half of the page.
Figure 9.5 shows the successful recovery of a grid with the expanded identification 
dots. The blue and yellow boxes indicate where the algorithm has searched for dots, 
based on the locating dot frame. Note how there are dots missing from the frame, but by 
comparing and combining both sides the row or column they can still be recovered. Blue 
boxes indicate a successful recovery that matched what had been embedded. A yellow 
box indicates incorrect recovery, either a dot has been lost or one has been incorrectly 
found. Whilst some errors are caused by dots being lost, there are others caused by dots 
appearing in two boxes. This is primarily caused by the variable positioning of the dots 
during embedding.
The use of the dynamic locating of the dots reduced the perceptibility, but also reduced 
the robustness. It works fine in a digital environment, but the print and scan process 
causes so much distortion that it could result in rows effectively crossing because dots 
have been placed very low in one row and very high in the next. In turn this could lead 
to an increase in the number of detection errors. The use of repeating grids was also a 
crude solution to the high number of errors. Having seen the principles of the approach 
work we knew that we needed to simplify it in order to increase robustness and create 
a working proof of concept. In Section 9.4 we will discuss the changes we made and the 
reasons behind them. We firmly believe that ultimately the better approach is to have 
dynamic grid that can be sized according to the content being watermarked. However, 
a significant amount of research and development will be required to make it robust.
9.4  Fixed Grid A pp roach
9.4.1 Overview of our Scheme
Our initial work looked at using dynamically sized grids, however, to simplify the process 
we have currently fixed the size of the grid. The size could be varied according to the 
application and paper size, but for a proof-of-concept a fixed grid is sufficient.
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Figure 9.5: Locater Mark
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We fixed the size of the grid at 194 rows by 135 columns. This was calculated based 
on the size of a typical page of A4, allowing for margins around the page, and gaps 
between dots. The capacity of the grid is 26190 bits (194 * 135), a significant portion 
of this will be used for error correction. Hence, the message size will depend on the 
error coding utilised. Details of those tested can be found in Section 9.4.4. Our capacity 
is over twice what can be achieved in [VVK+07], e.g., for our sample document their 
theoretical capacity of 3 bits per character, would provide 10 347 bits.
Much like the Dynamic Grid approach, in Section 9.3, we need to define some con­
stants. The values are the same as we used previously, however, during experimentation 
we tried reducing the size of the dots to only 3 pixels. The following list reiterates the 
values we use, the values are in pixels:
• Cw — 30, Ch — 30 are the width and height of an individual cell
• Dw =  5, Dh =  5 are the width and height of an individual dot
• Pw — 4 958, Ph — 7 017 are the approximate rasterised width and height of an A4 
document at 600dpi
• Gm — 100 is the minimum margin permitted around the grid. This ensures that 
we have the space to crop the typical scanner noise caused around the edge of the 
image by the intersection of the paper and the scanner lid
The Cw and Ch determine the size of each cell and therefore the level of rotational 
distortion that can be handled. This is the same as in Section 9.3. The greater the 
value, the more rotation that can be handled and is a consequence of how we locate the 
grid during detection. However, the greater the value the lower the capacity because 
fewer dots can be embedded. With a gap of 30, the theoretical rotation that can be 
handled is approximately 1.5°. During our experiments, in Chapter 6, on our Binary 
Text Watermarking scheme we only saw rotations of less than +/-1°. Therefore a cell 
size of 30 should suffice. In Appendix D we provide copies of intensity charts that show 
the yellow dots rendered with various different cell sizes. These charts provide evidence 
of the impact of the cell size on perceptibility and show that a size of 30 is imperceptible.
The above describes the parameters used in our fixed grid scheme. We did conduct 
experiments based on varying some of these parameters. We experimented with a smaller 
dot size of just 3x3 pixels, we increased the cell width and height by 2 to 32. Each time 
we retained the same overall grid size. We could have alternatively created different error 
correction codes and changed the initial size of the grid to increase the capacity. However, 
this would have been time consuming and would have made comparisons difficult. The 
increase in robustness to the rotational distortion, caused by the increase of 2 pixels in 
the cell size, is insignificant.
9.4.2 Embedding
In this section we step though the embedding process providing a detailed description 
of how we embed and the reasons behind the choices we have made. The example
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Figure 9.6: Example Dot Rendering
document is an A4 page of text in the Portable Network Graphics (PNG) format at 
600dpi. The data to be embedded is read in as a binary string, having previously been 
encoded using the appropriate error correction technique. This data is stored into a 2 
dimensional array that represents where we will place the dots. If the bit is a ‘1’ we will 
endeavour to place a yellow dot, if it is a zero we will not.
In order to minimise the perceptibility of the yellow dots it is important that they are 
only embedded on areas of white pixels. As we noted previously, if a dot is placed on 
black or shades of grey it is particularly perceptible. We therefore iterate through the 
location where the dot is to be placed and only render a yellow pixel when the existing 
pixel is white. This can result in partial rendering of the yellow dot or possibly no dot 
at all. During the detection we take a number of steps to try and recover the partial 
dots and use the error correction code to recover the data where the whole dot is lost. 
Figure 9.6 shows an example of partial and full rendering. The image has been increased 
in scale to make the dots easier to see, the yellow dots are rendered as shades of grey in 
order that they can seen on a grayscale printed version of this thesis.
9.4 .3 Detection
The detection process involves initial preprocessing comprising three steps: Cropping, 
Thresholding, and Erosion and Dilation. This is followed by the actual detection of the 
yellow dots. The rotation correction is handled during the detection of the dots using a 
process we term as Window Adjustment, which is described later in this section.
C ropp ing
After scanning the document it is not unusual to have noise, or a yellowish colour, 
around the edges of the image. This is typically caused by a less than perfectly fitting 
scanner lid, or slight inaccuracies in the placement of the paper on the scanner glass. To 
mitigate against this we initially crop 10 pixels from around the outside of the image. 
This is possible to do, without risking loss of dots, because we used a margin of 100 
pixels around the page during the embedding process as defined in Section 9.4.1.
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(a) Ero­
sion
Figure 9.7: Structuring Elements
Thresho ld ing
We next threshold the document to create a binary image, of what should be just yellow 
dots. This is to improve the performance and make further processing easier. We search 
for yellow pixels with colour within the following range:
215 < R < 255
215 < G < 255
100 < B < 200
setting them as black pixels in the binary image and all others as white pixels. Ideally 
the binary image now only contains the yellow dots represented by black pixels, however, 
there is still the possibility that some noise has also been included. From this point on 
we will still refer to dots as being yellow, even though the pixels themselves are black. 
When discussing particular techniques that are used at a pixel level we will correctly 
refer to them as black pixels, even though they represent a yellow dot.
Erosion and D ila tion
Following the threshold operation we perform an erosion using the structuring element 
in Figure 9.7a. A structuring element, sometimes referred to as a Kernel, is a common 
image processing construct that is normally represented by a two dimensional array. It 
defines a shape that is moved around the image and the intersections evaluated. The 
combination of the values in the image and the structuring element determine the output 
from the operation. It is often used to increase or decrease the emphasis of a particular 
shape within the image. Our structuring element is designed to remove noise created 
during the printing and scanning process. A dilation operation subsequently follows 
using the structuring element in Figure 9.7b. This fills in any incomplete dots and 
increases the size of the partial dots created during the embedding.
Loca ting  the  Grid and Dots
The concept of detecting the dots is to use a moving window, sized to be equivalent to a 
single cell in the grid, and to evaluate the pixels within the window to determine whether 
it contains a yellow dot or not. The window is moved along the rows and columns to
1 1 1
1 1 1
1 1 1
(b) Dilation
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cover the entire grid. The exact movements are determined by calculating the size of 
the detected grid augmented with the values from the Window Adjustment process.
Loca ting  the  Grid The first step in locating the grid is to find the top left corner of 
it. This is achieved using horizontal and vertical profiles, discussed in more detail in 
[ZS05], [LM98] and [CTH06]. These provide a profile of the horizontal or vertical plane 
of an image. They allow us to find the top most and left most plane that has yellow 
dots in it. We use a threshold of 5 when creating the profile to avoid picking up any 
remaining noise. We choose 5 pixels since this is the size of a single dot and therefore 
if there are more than 5 pixels in a horizontal or vertical plain it is likely to be a dot. 
The combination of the horizontal and vertical profile gives us Wx and Wy as the top 
left location of the window as well as the Ww and Wh as the width and height. In effect 
this has given us an initial area for the top left cell of the grid.
W indow  A d jus tm ents  The Window Adjustment process is used to correct the location 
of the moving window based on where we have already found yellow dots. The process 
begins by searching within the initial window, calculated above, for the top left black 
pixel. If a black pixel is found, Wx and Wy are set to the relative distances between the 
pixel and Wx and Wy respectively, otherwise they are set to 0.
We can now calculate a more accurate value for Ww and Wh, which will be equivalent 
to the size of a single cell in the grid. The profiles used in Section 9.4.3 gives us the 
left, right, top and bottom most pixels in the document. This gives us the detected grid 
width and height, DGW and DGh• Since we know how many rows and columns we have, 
194 and 135 respectively, we can calculate the Ww and Wh as follows:
Ww =  DGW/ 135
Wh =  DGh/ 194
The starting location for the moving window is centred over any found black pixel, as 
follows:
w. = (w, + w.) -  ihi
w y =  (tv , +  w y) -ih
M oving  the  W indow  We now iterate through each row and column within the grid. 
The moving window is set as follows:
Wx =  ( i x  Ww) +  Wx
Wv =  ( j x W h) +  Wy
where i and j  refer to the current row and column in which we are looking. If a black 
pixel is found within the window, then a ‘ 1’ bit is added to the data buffer. If no black
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pixels arc found a ‘0’ bit is added to the data buffer. In the ease of a black pixel being 
found we then calculate the average location of all the black pixels found in the window 
to give us Dx and Dy. Dx and Dy are relative to the whole image. We then make the 
following adjustments:
~ ~ W
WX =  WX +  (Dx - W x) +  - ^
~ ~ Wh
W , =  W , +  ( D , - W , )  +  - ±
If we are looking within the left most column the adjustments made to Wx and Wy are 
permanent. Otherwise the adjustment is only valid within the row it is calculated. At 
the end of each row the Wx and Wy are reset to the values they were at the start of the 
row. At the end of this process the data has been recovered and can be passed to the 
error correction code to process.
9.4 .4 Error-Correcting Codes
The embedding and detection process cannot be expected to be error free. During 
embedding, there will be occasions when it is not possible to embed a dot in a particular 
cell due to lack of white space. Likewise there are likely to be occasions when dots are 
lost due to distortion in the print and scan process or imperfections in the scanning 
process. We counter these problems using Error-Correcting Codes (ECC) of large block 
size and various code rates.
For simplicity in this proof-of-concept, we restrict ourselves to binary codes, under the 
assumption that the complete embedding —> print —> scan —» detection process behaves 
as a Binary Symmetric Channel (BSC) [Bri09]. Given that we are expecting channel 
error rates of around 7% or more, we restrict ourselves to code rates of | or less. The 
rate of 7% was obtained through empirical analysis of the number of errors we received 
during embedding and following detection. Approximately 3% of the errors occur at 
the point of embedding, where dots cannot be rendered due to the cell having a black 
background. Turbo codes, originally presented by Berrou et al. [BGT93], are widely 
regarded as ideal codes for low rate applications with large block sizes, and therefore 
eminently suited here.
We used turbo codes of rates of |, and given payload capacities of 13 095, 8730 
and 5 238 bits respectively. The error correction codes and software was developed by 
Dr Johann Briffa [BB02],
9.4.5 Experimentation of Fixed Grid Yellow Dots
We created five sample documents: a cartoon, two examples of architectural plans, and 
a page of text and a letter. Two sample documents are available in Appendix D. We 
initially embedded dots of 5x5 using the different error correcting codes and successfully 
detected them without error in all but one case as shown in Table 9.1. Consequently, we 
experimented with reducing the size of the dots to 3x3. The documents were printed
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Table 9.1: Experiment Results
Code Bit Errors 
at 5x5
Bit Errors 
at 3x3
Cartoon A 0 3 089
Plan 1 A 0 2518
Plan 2 A 0 2504
Text A 0 2 646
Letter A 0 1439
Cartoon B 46 1289
Plan 1 B 0 4
Plan 2 B 0 771
Text B 0 744
Letter B 0 2429
Cartoon C 0 0
Plan 1 C 0 0
Plan 2 C 0 0
Text C 0 0
Letter C 0 0
at 600 dpi on a Hewlett Packard F2180 and were scanned using an Epson V700 Photo 
at 600 dpi and 48 bit colour. The print/scan experiment was performed once for each 
document.
The cartoon document, with message of size of 8730, was the only document at 5x5 
that caused difficulties. The document was a greyscale instead of binary and contained 
a large box surrounding the cartoon. During scanning the greyscale areas would often 
be detected with yellow pixels in them. This caused noise and in turn synchronisation 
problems.
We successfully recovered the watermark, when embedding with a dot size of 3x3, 
in a third of all cases. The smaller dot size caused an increase in errors due to the 
erosion process, described in Section 9.4.3, removing both the noise and partial yellow 
dots.
9.5 S u m m a ry
We have demonstrated a proof-of-concept for automatically embedding and detecting 
yellow printer dots in binary documents. The experimental results have shown the 
potential of the scheme to flawlessly recover a message after printing and scanning, for 
different types of document.
Currently our scheme focusses on binary documents, since colour could potentially 
conflict with the yellow dots and cause excessive errors. There is potential to use it 
for greyscale images as well, although they would need to be line art or images that 
still contained a significant proportion of white background. The reason for this is that
151
Chapter 9. Imperceptible Yellow Printer Dots
we do not wish to embed in non-white background areas since this will increase the 
perceptibility.
The current technique has significant scope for further improvement, including opti­
mising dot size, cell size as well as improvements in the demodulation technique and are 
areas of future work, as we shall see in Chapter 11
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10 A p p l ic a t io n s  o f  W a te rm a rk in g  
Schem es
Knowing is not enough; We must 
Apply. Willing is not enough; We 
must Do.
Johann Wolfgang von Goethe
10.1 In tro d u c t io n
The focus of many watermarking schemes is on copyright protection and document track­
ing. We believe that both of these applications are inappropriate for text watermarking. 
Nonetheless publications exist that propose such schemes [BLM99] [LML98] [ZS05]. In 
doing so the authors overlook a fundamental difference between images and text, i.e., 
text is easy to recreate. There are numerous ways to create a totally new version of 
a text document, the easiest is to use OCR, but as a worst case scenario it could just 
be typed out again. As such any watermark that contained copyright information or 
document tracking data is trivial to remove. Even when natural language watermark­
ing is used, e.g., [TTD05], it is not a difficult task for any attacker to make their own 
language substitutions and thus remove the watermark. It is for these reasons that we 
believe that the only two appropriate applications for such text watermarking is either 
authentication or legacy system improvement.
In the wider field of watermarking, its application for authentication is potentially a 
contentious issue. There is questionable benefit in using watermarking for authentication 
in an all digital realm. Most image and document formats provide a way of including 
additional information, for example, digital signatures, within their structure. This 
therefore raises the question why use watermarking? This is further compounded by 
the fact that a significant number of watermarking schemes, [FKK06] [ZHM07] , create 
their own authentication algorithms. These schemes are not cryptographically based and 
are frequently not fully analysed or formalised to provide any proof that they prevent 
attackers. The reason often given for creating such schemes is that they need to be 
able to handle the distortions caused by embedding the watermark or those caused by 
permitted operations, such as JPEG compression, e.g., [CMB+07]. A cryptographic 
based authentication simply would not work since it would require identical input at 
creation and verification stages. We would question whether authentication schemes, 
which do not have cryptographic foundation are viable.
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We can handle the distortions from printing, scanning and embedding because we use 
OCR to abstract away from the image to a stream of text. OCR makes this easy for 
text documents, although that has not stopped other authors from proposing their own, 
poorly specified, alternatives [VVK+07].
The use of authentication in print and scan robust watermarking is somewhat of an 
exception. Unlike the digital realm, there is no inherent way to tie some form of digital 
authentication information to a printed document. Any such system requires the use of 
some additional mark, be it a watermark or a barcode. The advantage of watermarking 
over barcodes is the reduced impact on the aesthetics of the document. The ability to 
go from digital to analog and back to digital and still have the digital authentication is a 
potentially useful application. It is therefore valid to use watermarking in this particular 
niche, even if it is less appropriate in the all digital domain.
In this chapter we will discuss some possible applications for our watermarking schemes. 
In all cases the commercial viability of any such applications is not analysed, since that 
is beyond the scope of this thesis. In Section 10.2 and Section 10.3 we discuss potential 
authentication applications, as well as highlighting the possible dangers of not authen­
ticating printed documents. In Section 10.4 we discuss some additional applications for 
our Imperceptible Yellow Printer Dot scheme, in the field of legacy system improvement.
10.2 A u th e n t ic a t io n  o f  T e x t
The authentication of text documents has potential use in a number of applications. 
Both the Binary Text Watermarking and Imperceptible Yellow Printer Dot schemes, 
proposed in this thesis, could be used for the authentication of text. In this section 
we will discuss the appropriateness of our Binary Text Watermarking scheme and our 
Imperceptible Yellow Printer Dots scheme in various applications. For each application 
we present an application scenario and then discuss how watermarking could be used.
10.2.1 Document Archiving
Most countries require companies to hold archives of their paper documents for a number 
of years. In addition companies often have contracts lasting tens of years and have 
to archive the originals in case of a contract dispute in the future. Many companies 
now use external document archiving services to store their paper archives. There is 
currently no way that such companies can know if their paper archive is the original 
they sent out to be archived. There is currently no evidence to suggest that anyone has 
manipulated archived documents, but the potential to do so exists. If it were to happen 
once it would call into question the validity of any document stored with such external 
archivers. The ability to embed an authenticating watermark in documents would allow 
companies to check that documents being returned were valid. In this situation the 
most appropriate scheme would be the Imperceptible Yellow Printer Dots scheme. The 
Binary Text Watermarking scheme would work, but because of the limit in capacity 
the strength of the Message Authentication Code may not be sufficient given that the
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document is due to be archived for many years. This is because a brute force attack is 
always possible, thus if a potential attacker has many years, to mount such an attack, 
it becomes more feasible. The Imperceptible Yellow Printer Dots scheme would remove 
the need to truncate the OMAC and allow a wider range of authentication schemes to 
be used.
10.2.2 Letter Fraud Counter Measures
The current trend for widespread fraud is to use email as a way of getting members of 
the public to visit fake websites. There has been some example of letter fraud in lottery 
scams [Ser], which encourage recipients to ring a number to claim their “fake” prize. 
Most people have the common sense to realise that they could not have won a lottery 
they did not enter, although there must be enough victims to make the fraud worthwhile 
conducting. The typical reason for not using letter based fraud is the distribution costs, 
a high rate of return would be required to cover the costs. There is, however, an as yet 
untapped method of letter fraud that plays on the publics’ inherent trust of letters they 
receive by post. An example of the fraud would be a form of man-in-the-middle banking 
attack.
A fraudster would send out a letter that purported to be from a well known bank. An 
unsophisticated attack would mass distribute the letter, which is considerably cheaper 
than sending out individual letters. The return rate would be low and the chance of 
early detection high. A sophisticated attack would use additional personal information 
to customise the letter to the individual and even match the bank. The exact subject 
of the letter could vary, although it could suggest suspected fraud on the account has 
been detected and the customer needs to speak to the bank. Most people will ring the 
telephone number in the letter as opposed to looking up the customer service number 
of the bank separately.
The primary purpose of the letter is to get the recipient to call the fraudster’s phone 
number, that purports to be the customer service number of the bank. When the 
recipient rings the number the fraudster can simultaneously access either the online 
banking service of the customers actual bank, or even call the telephone banking service. 
As the genuine bank presents the security questions the fraudster repeats the question 
to the recipient of the letter and then forwards on their responses, thereby gaining access 
to the recipient’s account.
This could be countered with the use of an authenticating watermark in a letter. The 
Binary Text Watermarking scheme is the best suited since it can be detected with low- 
end consumer scanners. Such a scheme would use the proposed authentication method 
to provide guarantees that the letter is genuine without having to need to contact the 
bank. The bank could set-up the shared key via their secure website in advanced so 
each customer has their own unique key and when a letter is sent out the watermark 
the appropriate watermark is embedded. Whilst such an application could be achieved 
using a barcode, a full scanner would still be required in order to scan the letter and 
conduct the OCR, as such there is no reason to not use the watermarking scheme. The 
prerequisite to the roll-out of such an authenticating scheme is the requirement for the
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customer to have a scanner.
The same approach could be used for alternative situations, such as letters from 
councils, the police and other government organisations. Whilst we are unaware of 
anyone actually conducting such fraud, as described above, the sophistication employed 
by fraudsters is constantly growing and we should anticipate that such sophisticated 
attacks will become commonplace in the future.
10.3 A u th e n t ic a t io n  o f  L ine D raw ings
The previous description in Section 10.2.1 applied to only text documents. The printer 
dot embedding scheme potentially allows for a far greater quantity of data to be embed­
ded and the possibility of new authenticating techniques to be produced. The difficulty 
in authenticating line diagrams, for example, house plans and engineering design, is 
extremely difficult because, as already noted, the distortions caused by printing and 
scanning make recovery of the original almost impossible. However, the larger capacity 
available in printer dot embedding could possibly provide a new method of authenti­
cation. One option would be to store a highly compressed, digitally signed, set of line 
vectors that could be scaled to the appropriate size to check that the scan of the drawing 
is a valid version of the document. Alternatively a highly compressed, digitally signed, 
image could be embedded. This may provide enough information to provide some form 
of verification of the line drawing. Any such scheme would require further analysis to 
verify that it provides security against malicious attacks. We therefore only state this 
as a possible future application, with the caveat that it would require further security 
analysis.
10.4 Im p ro ve m e n t o f  Legacy System s
The improvement of legacy systems occurs when an existing system is not due to be 
updated or replaced, but requires additional functionality not currently provided. Wa­
termarking could be an ideal solution to this required improvement because it allows 
additional information, and therefore functionality, to be included within the current 
constraints of a system. The use of watermarking for legacy system improvement is one 
of the most promising possibilities for watermarking, although it is inherently limited 
in scope, since legacy systems are constantly being replaced and therefore the need for 
watermarking is constantly reducing.
The applications described below are aimed at the Imperceptible Yellow Printer Dot 
watermarking scheme, the Binary Text Watermarking scheme does not provide a large 
enough capacity for these applications.
10.4.1 Searchable Text
The use of letters is still common place, particularly when hand-made signatures are 
required. For example, when an account holder sends a letter to his bank, the bank
10.5. Conclusions
will typically make a scanned copy of the letter and attach it to the associated account. 
Hence, the scanned copy of the letter can be seen from any computer in the bank’s 
network. The difficulty with this is that it does not provide a way of searching the 
contents of a letter and therefore finding the letter at a later date, for example, following 
an enquiry by the account holder, could be difficult. OCR is notoriously unreliable, 
particularly with formatted documents. It would be possible to embed the relevant 
search terms in the watermark, thus when the letter is scanned the search terms are 
extracted from the watermark embedded in the scanned image and stored with it in 
the database. If the capacity of the Imperceptible Yellow Printer Dot scheme was not 
sufficient to store an entire text representation of the entire document, we could embed 
only the search terms. This would reduce the capacity since common words such as 
“the”, “it” and “to” would be removed. Also duplicates of words are only stored once and 
often only the stem of the word is stored, for example, only “wait” would be stored for 
all of the following: “wait”, “waits”, “waited” and “waiting”. This would greatly reduce 
the capacity requirements, without hindering the ability to accurately search.
10.4.2 Autom atic OCR Correction
As was mentioned in Section 10.4.1 it may be possible to store a complete digital copy 
of the textual contents of a document in a watermark. This could then be used as 
an alternative to OCR’ing, which would provide a reliable approach to digitisation of 
the content. It is unlikely that a formatted document could be stored in the available 
capacity, but a highly compressed text only version could possibly be stored. In a 
situation where the capacity was not sufficient to store an entire text representation of 
the document, some form of error detection and correction code could be embedded in 
the form of a watermark. The error correction code would be generated from the original 
text document before embedding and printing and could then be extracted at the same 
time as the document is scanned for OCR’ing. This error correction code could then be 
used to detect and correct errors in the OCR output. This would be different to the 
authentication since it is not trying to be secure against malicious attackers, allowing the 
focus of the watermark to be on error detection and correction, as opposed to security. 
The advantage of the printer dot embedding technique is that it can be embedded using 
cheap of-the-shelf ink jet printers. It is only the detection that requires the high-end 
scanner. So any application would ideally centralise the scanner and distribute the 
embedding. In this example and the example in Section 10.4.1 a bank or other firm 
could distribute to its partners/customers a custom printer driver that embedded the 
watermark before sending the contents to the printer. It could then have the high-end 
scanner at its offices to detect the watermark.
10.5 C onclus ions
In this chapter we have discussed some potential applications for our watermarking 
schemes. Any real commercial application is likely to originate from a problem domain
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that would be specific to a particular company. We have also highlighted the current lack 
of authentication provided by current postal correspondence and the potential for the 
misuse of that communication channel. We have presented a possible manner in which 
fraud could be committed using fraudulent letters and how that could be countered with 
the use of one of our watermarking schemes.
11 C on c lus ion s  and F u tu re  W o r k
It is not the answer that enlightens, 
but the question
Eugene Ionesco
11.1 C onclus ion
In this thesis we have presented two completely different watermarking schemes, which 
are robust to printing and scanning, for binary documents.
In the area of Binary Text Watermarking the first contribution of the thesis is Con­
tinuous Line Watermarking. This led to an initial average increase in capacity of ap­
proximately 23% compared to results in [Cul06], In order to achieve this we have made 
further contributions by proposing new Frequency Thresholding and Frequency Shap­
ing techniques, detailed in Section 3.4 and Section 3.5 respectively. These provided an 
improvement in the thresholding technique for categorising white space. In Section 5.3 
we proposed a new embedding and detection technique called Quad Set Watermark­
ing. This increased the available embedding capacity within a document by a further 
50% when compared to Dual Set Watermarking using Continuous Line Watermarking, 
described in Section 5.2.2. Furthermore, in Section 5.4 we proposed our Ternary Wa­
termarking scheme, that increased capacity by another 50%. Overall we have increased 
the capacity by approximately 174% when compared to our previous work [CulOG], We 
only give approximations because the capacity is dependent on a combination of font, 
document and scheme. In Table 5.1 on Page 77, we give exact percentage increases for 
each font and different scheme. These were obtained by using the same test document 
for each scheme.
In Chapter 7 we developed an authenticating and localising watermark. We used 
established cryptographic techniques to achieve our authentication within a limited ca­
pacity.
Throughout the thesis our proposed individual techniques and our first Binary Text 
Watermarking scheme have been supported by extensive testing and evaluation:
• The analysis of our thresholding technique, discussed in Section 3.7, evaluated 836 
test documents. The results demonstrated the strengths and weaknesses of our 
thresholding scheme and highlighted where improvements could still be made
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• We supplemented the thresholding technique with a PDF Analysis technique, as 
described in Section 3.9. This addition enabled us to validate and correct any 
misclassification our Frequency Thresholding technique could not resolve
• The real world print and scan tests, using multiple scanners, was detailed in Sec­
tion 6.4, and involved performing 504 scans of documents. The novelty of these 
results not only included the successful recovery of the watermark after printing 
and scanning but additionally following multiple photocopies
• We calculated over 2 million OMAC based watermarks, by manipulating a stan­
dard document to evaluate the success of the authentication and localisation tech­
niques. The results in Section 7.8.1 reveal no collisions and demonstrated a 98.5% 
ability of successfully localising any errors
• We performed OCR, using three different OCR tools, on all 504 of our print and 
scan test documents. The results, presented in Section 7.9, show we can achieve 
an average localisation rate of 96%
In addition to developing the watermarking schemes we have proposed, we have also 
developed an end-user application, as discussed in Chapter 8. This allows the entire 
embedding, detection and authentication process to be undertaken by a non-expert user. 
We have developed a user interface to assist the user in finding and correcting any OCR 
errors, which is sometimes required in practice to achieve successful authentication.
In Chapter 9 we introduced a completely different type of print and scan robust wa­
termarking. We developed an automatic embedding and detection technique for Imper­
ceptible Yellow Printer Dots. This provides a significantly large capacity, with between 
5 238 and 13 095 bits per page. It also allows us to watermark non-text documents, such 
as architectural drawings and line art cartoons. The work presented is a proof-of-concept 
but has demonstrated the ability to successfully recover the watermark following print­
ing and scanning. With dots of 5x5 we could embed and detect 8 730 bits successfully in 
four out of our five test documents. When embedding 5 238 bits per page we successfully 
recovered all five test documents with dot sizes of both 5x5 and 3x3. There is significant 
scope for optimisation but the existing results demonstrate the potential of the scheme.
The two schemes presented in this thesis are put into context in Chapter 10 with a 
discussion of potential applications. Both schemes have advantages and disadvantages 
for different applications. The Binary Text Watermarking schemes works on low-end 
scanners, as seen in Section 6.4, and can be embedded using any type of printer. However, 
the capacity is relatively small and limits the potential applications. The Imperceptible 
Yellow Printer Dots scheme needs an ink jet printer or specific colour laser printer 
to embed it and a high-end scanner for detection. Nonetheless, it has a substantial 
embedding capacity, which widens the range of potential applications.
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11.2 F u tu re  W o rk
There are a number of possible areas of future work. In the following section we have 
related those areas to a particular embedding scheme. We conclude the section with 
a discussion on the development of a perceptual model for the watermarking schemes 
demonstrated in this thesis.
11.2.1 Binary Text W aterm arking
There are a number of possible areas of future work connected to the Binary Text Water­
marking schemes. One of the most obvious would be to include a form of error correction 
code within the watermark. This would have an impact on the payload capacity, but 
would potentially increase robustness. However, it is not entirely straightforward to 
develop an error correction code that would work effectively. The biggest problem faced 
by the watermarking scheme is synchronisation errors when a word space is lost. Due to 
the problem of error propagation, as discussed in Section 4.3.2, a single lost word space 
can cause synchronisation errors throughout the rest of the document. Finding an error 
correction code that is capable of detecting and correcting synchronisation errors, in a 
limited capacity environment, is a difficult task.
An alternative method for possibly reducing errors is to use an embedding and detec­
tion algorithm that involves OCR. Rather than simply examining the raw white space 
the algorithm could attempt to perform OCR on a document and use the context to 
infer likely word spaces. For example, by looking at what letters follow each other and 
checking that the word exists in a dictionary. Such a scheme would take a considerable 
amount of development. An intermediate approach might be to try and combine the 
white space analysis with OCR, thereby validating the white space analysis with OCR.
There are also a number of advances that could be made to improve the distortion 
correction used after the printing and scanning. This crosses more into the realm of im­
age processing and is not directly related to watermarking. However, it is an important 
component used by watermarking and potentially OCR tools as well. Further investiga­
tions into how OCR tools correct the distortion would be particularly useful. However, 
this would be difficult since most are proprietary applications that closely guard details 
of how they work.
11.2.2 Imperceptible Yellow Printer Dots
As was discussed in Section 9.3, we initially tried to produce a dynamic grid approach 
to the printer dot watermarking. We remain convinced that ultimately this is the most 
appropriate way of handling different types and sizes of documents. The techniques 
proposed could provide a basis of future research. There is also scope for changing 
the way the embedding and detection operate. There are a number of possible image 
transformation and processing techniques that show some potential in being able to 
assist in the recovery of the grid of dots. Examples of a potential transform include
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the Hough transform [RFWb], although our initial investigation indicated that the noise 
following printing and scanning caused problems.
Currently our embedding algorithm does not take into account the contents of the 
image when positioning the grid. It may be possible to reduce the number of errors if 
the position of the grid was adjusted in order to find the location that provided the fewest 
embedding errors. This is a relatively easy addition, although over a large 600dpi image 
it would incur a significant amount of processing time to evaluate the best location. 
There may be a more efficient approach to calculating the best position, that would 
make this a more feasible addition.
11.2.3 Perceptual Model
One of the goals of our watermarking schemes is to be imperceptible to a human. The 
difficulty is in how this can be measured. In other forms of watermarking a popular 
choice of metric is the Peak Signal to Noise Ratio (PSNR) [CMB+07]. The validity of 
using such a metric is questionable when it is not combined with subjective testing, 
since it is possible to have a an image with a higher PSNR (where higher is better) and 
for it to be perceptibly worse. In addition, it is totally unsuitable for our embedding 
algorithms. When using the word space embedding we move word and letters left and 
right, this leads to many pixel values changing, but little actual perceptual impact. A 
large number of changes to pixel values would lead to an unduly poor PSNR value, thus 
demonstrating the problems of using PSNR as a metric. When using the printer dot 
scheme we are adding substantial amounts of yellow pixels, but due to a weakness in 
the human visual system they are imperceptible. To the PSNR, however, they are just 
treated as every other kind of noise. Creating a perceptual model suitable for analysing 
the impact of imperceptible yellow dots would be a daunting task. It would require 
accurate modelling of the human visual system, something which at the current time 
is probably infeasible. However, development of a perceptual model for Binary Text 
Watermarking is far more achievable. The limited domain of text and the nature of 
the embedding make it far more closely aligned to current psychological research. We 
believe that a perceptual model for binary text watermarking would be based on the 
psychology of reading, the study of how humans use their eyes and brains to read and 
understand text. As was highlighted in Section 2.5 there has been considerable work in 
this field already. There has been research into the effects of entirely removing the white 
space, but none specifically looking at the distribution of white space. The use of eye 
tracking equipment would enable an evaluation of how the distribution of white space 
impacts on the readability, and thus hopefully enable the development of a perceptual 
model for text watermarking. This could also have an impact on how text is formatted 
by a word processing application and consequently widen the impact of such research.
1G2
A  P r in t  and Scan E x p e r im e n t  
Resu lts
In this appendix we provide the full set of results for the print and scan experimenta­
tion conducted as part of Chapter 6. The results for each experiment are contained in 
separate tables. The caption for each table signifies how it was printed, if it was photo­
copied, and the watermarking scheme used. For example, “Laser - PhotoCopy2 - Epson - 
QuadSet” indicates the documents were printed on the Laser printer, photocopied twice, 
scanned with the Epson scanner and contain a watermark embedded using the Quad 
Set watermarking scheme.
Appendix A. Print and Scan Experiment Results
Laser -  Epson -  Q uad Set V 3
R esolu tion  (dp i)
150 300 600
Font C a pacity N oise  R em oved B it  Errors N oise  R em oved B it  Errors N oise  Rem oved B it  Errors
A ria l 153 0 0 0 0 6 0
A ria l Narrow 192 0 0 0 0 0 0
C om ic  Sans 123 0 0 0 0 18 0
C ou rier New 120 22 1 4 0 12 0
M S  Sans Serif 156 0 0 6 0 11 0
T a h om a 144 1 0 8 0 13 0
T im es New Rom an 174 3 0 26 0 23 0
V erdana 129 0 0 7 0 17 0
Table A.l: Laser - Epson - Quad Set V3
Laser -  P h o to C o p y l - Epson -  Quad
R esolu tion  (dp i)
150 300 600
Font C apacity N oise  Rem oved B it  Errors N oise  R em oved B it Errors N oise  Rem oved B it  Errors
A rial 153 0 0 5 0 12 0
A rial Narrow 192 0 0 5 0 13 0
C om ic  Sans 123 0 0 4 0 5 0
C ou rier New 120 6 0 2 0 11 0
M S  Sans Serif 156 0 0 3 0 10 1
T ahom a 144 1 0 4 0 9 36
T im es New Rom an 174 0 0 4 0 6 2
V erdana 129 0 0 4 0 12 0
Table A.2: Laser - PhotoCopyl - Epson - Quad
Laser -  P h otoC opy2  -  Epson - Q uadSet
R esolution  (dp i)
150 300 600
F ont C apacity N oise R em oved B it  Errors N oise R em oved B it  Errors N oise  R em oved B it  Errors
A rial 153 4 0 9 0 19 1
A ria l Narrow 192 0 0 10 0 16 2
C om ic  Sans 123 1 0 5 0 5 2
C ou rier New 120 3 0 4 0 8 1
M S  Sans Serif 156 0 0 4 0 10 2
T ah om a 144 2 0 3 1 7 32
T im es New Rom an 1G8 1 28 7 1 29 3
V erdana 129 3 0 9 0 17 1
Table A.3: Laser - PhotoCopy2 - Epson - QuadSet
Laser -  Epson -  Q uadSet -  12Strength
R esolu tion  (dpi)
150 300 600
Font C a pacity N oise R em oved B it  Errors N oise  R em oved B it  Errors N oise  R em oved B it  Errors
A rial 153 0 0 5 0 12 0
A ria l Narrow 192 0 0 4 0 7 0
C om ic  Sans 123 0 0 2 0 4 0
C ou rier New 120 39 0 4 0 4 0
M S  Sans Serif 156 0 0 3 0 6 0
T ah om a 144 0 0 2 0 4 0
T im es New R om an 174 1 0 30 0 4 0
V erdana 129 0 0 1 0 1 0
Table A.4: Laser - Epson - QuadSet - 12Strength
Laser -  Epson -  Q uad -  12 -  P h o to co p y l
R esolu tion  (dp i)
150 300 600
Font C apacity N oise Rem oved B it  Errors N oise  R em oved B it  Errors N oise  R em oved B it  Errors
A ria l 153 0 0 2 0 5 0
A ria l Narrow 192 0 0 4 0 2 0
C om ic  Sans 123 0 0 3 0 10 0
C ou rier New 120 2 0 5 0 5 0
M S  Sans Serif 156 0 0 5 0 4 0
T a h om a 144 0 0 1 0 1 0
T im es New Rom an 174 1 0 6 0 6 0
V erdana 129 0 0 2 0 6 0
Table A.5: Laser - Epson - Quad - 12 - Photocopyl
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Laser - Epson -  Q uad - 12 -  P h oto  copy  2
R esolution  (dp i)
150 300 600
Font C a pacity N oise  Rem oved B it  Errors N oise  Rem oved B it  Errors N oise  R em oved B it Errors
A ria l 153 1 0 1 0 5 0
A ria l Narrow 189 1 0 9 0 56 0
C om ic  Sans 123 0 0 5 0 7 0
C ou rier New 120 1 0 6 0 4 0
M S  Sans Serif 156 0 0 5 0 7 0
T a h om a 144 0 0 3 0 8 0
T im es New Rom an 174 1 0 4 0 8 0
V erda n a 129 0 0 3 0 5 0
Table A.6: Laser - Epson - Quad -  12 - Photoeonv2
Laser - Epson -  Q uad -  12 - P h otocopy3
R esolution  (dp i)
150 300 600
F on t C a pacity N oise  Rem oved B it  Errors N oise  Rem oved B it  Errors N oise  R em oved B it  Errors
A ria l 153 2 0 6 0 11 0
A ria l Narrow 189 3 37 10 0 28 6
C om ic  Sans 123 1 0 6 0 8 0
C ou rier New 120 2 0 7 0 10 0
M S  Sans Serif 156 0 0 6 0 9 0
T a h om a 144 1 0 6 0 11 0
T im es New R om an 168 2 42 6 0 7 0
V erda n a 129 0 0 5 0 5 0
Table A.7: Laser - Epson - Quad - 12 - Photocopy3
Laser -  Epson -  Q uad -  12 -  P h otocopy4
R esolu tion  (dpi)
150 300 600
F on t C a pacity N oise Rem oved B it  Errors N oise  Rem oved B it  Errors N oise  Rem oved B it  Errors
A ria l 153 4 40 5 0 8 0
A ria l Narrow 174 2 2 8 53 11 18
C om ic  Sans 120 1 0 6 0 4 6
C ou rier New 120 1 0 5 0 7 0
M S  Sans Serif 156 1 0 7 0 5 0
T a h om a 144 1 0 8 0 9 1
T im es N ew R om an 150 2 37 6 0 10 0
V erda n a 129 1 0 3 0 9 0
Table A.8: Laser - Epson - Quad - 12 - Photocopy4
Laser -  Epson -  ES24 -  600dpi
R esolution  (d p i)
150 300 600
F on t C apacity N oise  Rem oved B it  Errors N oise  Rem oved B it  Errors N oise  R em oved B it  Errors
A ria l 153 0 0 1 0 13 0
A ria l Narrow 192 0 0 4 0 18 0
C om ic  Sans 123 0 0 2 0 12 0
C ou rier New 120 7 0 4 0 10 6
M S  Sans Serif 156 0 0 3 0 6 0
T a h om a 144 0 0 5 0 10 0
T im es New Rom an 174 3 0 5 0 8 0
V erda n a 129 0 0 2 0 8 0
Table A.9: Laser - Epson - ES24 - 600dpi
TernaryE pson
R esolu tion  (dpi)
150 300 600
F on t C a pacity N oise  Rem oved B it  Errors N oise Rem oved B it  Errors N oise  R em oved B it Errors
A rial 153 0 20 1 1 20 0
A ria l Narrow 180 0 0 1 0 2 0
C om ic  Sans 123 1 0 2 0 10 0
C ou rier New 120 18 0 5 0 11 19
M S  Sans Serif 156 1 0 2 0 14 0
T ah om a 144 0 0 3 0 10 0
T im es New R om an 174 3 0 27 0 9 . 0
V erda n a 129 0 0 3 0 17 0
Table A. 10: TernaryEpson
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LaserPrint -  H P Scan -  Q uad Set
R esolution  (dp i)
150 300 600
Font C a pacity N oise Rem oved B it  Errors N oise  R em oved B it  Errors N oise  R em oved B it  Errors
A rial 153 2 0 3 0 25 0
A ria l Narrow 192 1 0 2 0 28 0
C om ic  Sana 123 15 0 6 0 158 0
C ou rier New 120 31 0 113 0 788 1
M S  Sans Serif 156 0 0 9 0 443 3
T ah om a 144 0 0 616 0 10 0
T im es New Rom an 174 26 0 102 47 92 1
V erdana 129 67 0 31 0 34 0
Table A .ll: LaserPrint - HP Scan - Quad Set
Laser -  HP -  P h o to co p y l
R esolu tion  (dp i)
150 300 600
Font C a pacity N oise  Rem oved B it  Errors N oise  R em oved B it  Errors N oise  Rem oved B it  Errors
A rial 192 0 43 16 44 139 49
A ria l Narrow 123 2 26 8 26 92 27
C om ic  Sans 120 11 31 31 31 195 31
C ou rier New 156 2 32 4 32 102 34
M S  Sans Serif 144 2 37 2 37 123 38
Tahom a 174 0 42 9 42 126 45
T im es New Rom an 129 1 30 1 30 278 30
V erdana 153 9 48 3 48 105 48
Table A. 12: Laser - HP - Photocopy 1
Laser - HP -  E S I2 -  Q uad
R esolution  (dp i)
150 300 600
Font C apacity N oise  Rem oved B it  Errors N oise R em oved B it  Errors N oise  R em oved B it  Errors
A rial 153 24 0 111 19 511 0
A ria l Narrow 189 32 25 240 42 1720 24
C om ic  Sans 123 0 0 66 1 603 8
C ou rier New 120 75 0 217 23 506 0
M S  Sans Serif 156 54 49 71 43 776 33
T a h om a 147 33 43 24 0 867 36
T im es Now Rom an 174 19 0 238 46 742 39
V erdana 129 50 0 41 6 488 15
Table A.13: Laser - HP - ES12 - Quad
Laser -  Canon -  Q uadSet -  F ixed
R esolution  (dpi)
150 300 600
Font C a pacity N oise R em oved B it  Errors N oise  R em oved B it  Errors N oise  R em oved B it  Errors
A rial 153 0 0 3 0 8 0
A ria l Narrow 192 2 0 10 0 3 0
C om ic  Sans 123 0 0 6 0 13 0
C ou rier New 120 46 2 5 0 7 0
M S  Sans Serif 156 2 0 1 0 4 0
T a h om a 144 0 0 3 0 12 0
T im es New Rom an 174 4 0 41 0 24 0
V erdana 129 0 0 2 0 8 1
Table A. 14: Laser - Canon - QuadSet - Fixed
Laser -  Canon -  Q u adS etC opyl
R esolu tion  (dp i)
150 300 600
Font C a pacity N oise  R em oved B it  Errors N oise  R em oved B it  Errors N oise  Rem oved B it  Errors
A rial 150 1 8 1 0 13 0
A ria l Narrow 192 0 0 3 0 14 1
C om ic  Sans 123 1 0 6 0 10 0
C ou rier New 120 10 0 2 0 10 3
M S  Sans Serif 156 0 0 2 0 10 20
Tahom a 144 1 0 4 0 20 0
T im es New Rom an 174 1 0 2 0 8 1
V erdana 129 0 0 4 0 16 21
Table A. 15: Laser - Canon - QuadSetCopyl
166
L aser -  C anon -  Q uadSetC opy2
R esolution  (d p i)
150 300 600
F on t C a pacity N oise  Rem oved B it  Errors N oise  R em oved B it  Errors N oise  Rem oved B it  Errors
A ria l 153 5 0 6 0 30 0
A ria l Narrow 192 0 0 6 0 13 1
C o m ic  Sans 123 1 0 4 0 3 2
C ou rier  New 120 3 0 3 0 7 1
M S  Sans Serif 156 0 0 3 0 22 2
T a h om a 144 0 0 3 0 7 37
T im es New R om an 174 1 0 6 1 17 4
V erda n a 129 0 0 12 0 18 0
Table A. 16: Laser - Canon - QuadSet Copy 2
Laser -  C anon -  E S I2
R esolu tion  (d p i)
150 300 600
F on t C a p acity N oise  R em oved B it  Errors N oise  Rem oved B it  Errors N oise  Rem oved B it  Errors
A ria l 153 1 0 3 0 8 0
A ria l Narrow 189 0 28 3 0 5 0
C o m ic  Sans 123 0 0 3 0 9 0
C ou rier  New 120 33 0 9 0 5 0
M S  Sans Serif 156 0 0 3 0 5 0
T a h om a 144 0 0 4 0 8 0
T im es New R om an 174 5 0 53 0 20 0 '
V erdana 129 1 0 2 0 8 0
Table A .17: Laser - Canon - ES12
Laser - C anon -  E S I2 -  C op y l
R esolu tion  (dp i)
150 300 600
F on t C a pacity N oise  R em oved B it  Errors N oise  Rem oved B it  Errors N oise  Rem oved B it  Errors
A ria l 153 1 38 6 0 14 0
A ria l N arrow 192 1 0 5 0 9 0
C om ic  Sans 123 0 0 2 0 6 0
C ou rier New 120 14 0 4 0 7 0
M S  Sans Serif 156 0 2 1 0 6 0
T a h om a 144 0 0 0 0 3 0
T im es New Rom an 174 0 0 8 0 9 0
V erdan a 129 0 0 3 0 6 0
Table A. 18: Laser - Canon - ES12 - Copyl
Laser -  C anon -  E S I2 -  Copy2
R esolution  (d p i)
150 300 600
F on t C a p acity N oise  Rem oved B it  Errors N oise  R em oved B it  Errors N oise  R em oved B it  Errors
A ria l 153 1 0 3 0 6 0
A r ia l Narrow 189 1 38 8 0 30 0
C o m ic  Sans 123 1 0 4 0 - 7 0
C ou rier New 120 1 0 3 0 6 0
M S  Sans Serif 156 0 0 3 0 5 0
T a h om a 144 1 0 3 0 4 0
T im es New R om an 174 6 0 5 0 9 0
V erda n a 126 0 0 4 0 6 0
Table A.19: Laser - Canon - ES12 - Copy2
Laser -  C anon  -  E S I2 -  C op y3
R esolu tion  (dp i)
150 300 600
F on t C a p acity N oise  R em oved B it  Errors N oise  Rem oved B it  Errors N oise  Rem oved B it  Errors
A ria l 150 9 0 24 12 31 0
A ria l Narrow 186 3 0 16 0 54 45
C om ic  Sans 120 1 0 7 0 18 0
C ou rier  New 117 5 0 7 0 10 0
M S  Sans Serif 156 1 0 8 0 6 0
T a h om a 141 1 0 4 0 8 0
T im es New R om an 174 0 0 8 0 5 0
V erdan a 129 1 0 7 0 12 0
Table A.20: Laser - Canon - ES12 - Copy3
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Laser -  Canon -  ES12 -  Copy4
R esolution  (d p i)
150 300 600
Font C a pacity N oise Rem oved B it  Errors N oise  Rem oved B it  Errors N oise  R em oved B it  Errors
A rial 153 12 0 20 13 30 1
A ria l Narrow 18G 2 21 15 51 34 46
C om ic  Sans 123 3 0 13 0 18 0
C ou rier New 120 2 0 10 0 14 0
M S Sans Serif 156 2 0 9 0 12 0
T ah om a 144 2 0 6 0 10 1
T im es New Rom an 1G8 2 45 8 0 8 0
V erdana 129 2 0 4 0 11 1
Table A.21: Laser - Canon - ES12 - Copy4
1
II
Laser -  Canon -  Ternary
R esolu tion  (d p i)
150 300 600
Font C a pacity N oise R em oved B it  Errors N oise  Rem oved B it  Errors N oise  Rem oved B it  Errors
A rial 153 3 17 7 0 20 2
A ria l Narrow 171 0 36 5 2 12 0
C om ic  Sans 123 0 0 2 0 11 0
C ou rier  New 120 36 5 7 0 7 21
M S  Sans Serif 156 0 0 2 0 10 0
T a h om a 144 0 0 4 0 12 0
T im es New Rom an 171 2 0 19 0 15 0
V erda n a 129 0 0 5 0 19 0
Table A.22: Laser - Canon - Ternary
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B O C R  E x p e r im e n t  Resu lts
In this appendix we provide the full collection of results obtained from the experiments 
conducted in Section 7.9 on Page 115. The results are display in large tables that contain 
multiple smaller tables. Each table is distinguished with a title. In a similar manner to 
the tables in Appendix A each title indicates how the document was printed, scanned 
and embedded. In addition the OCR tool that was used to extract the OCR is also 
listed.
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ES24 IRIS O C R
150 dpi 300 dpi 600 dpi
F ont
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
. % Levenstein
D istance
C orrectly
L ocalised
%
Arial 4 4 100% 2 2 100% 2 2 100%
Arial Narrow 6 6 100% 4 4 100% 1 1 100%
C om ic Sans 1 1 100% 0 0 N /A 1 1 100%
Courier New 108 108 100% 2085 1472 71% 21 21 100%
MS Sans Serif 8 8 100% 1 1 100% 4 4 100%
Tahom a G 6 100% 5 5 100% 8 8 100%
Tim es new Rom an G G 100% 5 5 100% 6 6 100%
Verdana 4 4 100% 2 2 100% 2 2 100%
E pson Laser ES6 IRIS O C R
150 dpi 300 dpi 600 dpi
Font
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 8 8 100% 3 3 100% 2 2 100%
Arial Narrow 249 241 97% 3 3 100% 1 1 100%
C om ic Sans 23 23 100% 0 0 N /A 4 4 100%
C ourier New 219 176 80% 16 16 100% 22 21 95%
MS Sans Serif 5 5 100% 7 7 100% 5 5 100%
Tahom a 24 24 100% 5 5 100% 2 2 100%
Tim es new Rom an 24 24 100% 8 5 63% 5 5 100%
Verdana 4 3 75% 2 2 100% 4 4 100%
E pson Laser SS6 C o p y l IRIS O C R
150 dpi 300 dpi 600 dpi
Font
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
%
Arial 13 13 100% 3 3 100% 2 2 100%
Arial Narrow 280 270 96% 5 5 100% 4 4 100%
Com ic Sans 4 4 100% 0 0 N /A 2 2 100%
Courier New 40 29 73% 2086 1473 71% 2087 1680 80%
MS Sans Serif G 6 100% 2 2 100% 4 4 100%
Tahom a 10 10 100% 2 2 100% 26 26 100%
Tim es new R om an 23 23 100% 5 5 100% 11 9 82%
Verdana 5 5 100% 5 5 100% 7 7 100%
Epson Laser ES6 C opy2 IR IS O C R
150 dpi 300 dpi 600 dpi
Font
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
%
Arial 0 0 N /A 15 15 100% 3 3 100%
A rial Narrow 4 4 100% 241 236 98% 5 5 100%
C om ic Sans 4 3 75% 9 8 89% 0 0 N /A
Courier New 3 3 100% 22 22 100% 14 14 100%
MS Sans Serif 17 17 100% 11 11 100% 2 2 100%
Tahom a 5 5 100% 14 14 100% 56 54 96%
Tim es new Rom an 7 7 100% 30 30 100% 6 6 100%
Verdana 25 25 100% 15 15 100% 2 2 100%
E pson laser ES12 IRIS O C R
150 dpi 300 dpi 600 dpi
Font
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 25 25 100% 5 5 100% 2 2 100%
Arial Narrow 33G 326 97% 1 1 100% 3 3 100%
C om ic Sans 12 12 100% 0 0 N /A 5 5 100%
Courier New 397 367 92% 2088 1681 81% 2092 1479 71%
MS Sans Serif 1G 16 100% 4 4 100% 2 2 100%
Tahom a 14 14 100% 5 5 100% 4 4 100%
Tim es new Rom an 20 20 100% 14 13 93% 5 5 100%
Verdana G 6 100% 2 2 100% 2 2 100%
E pson laser E S12 c o p y l IRIS O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 21 21 100% 2 2 100% 3 3 100%
Arial Narrow 35G 299 84% 5 5 100% 4 4 100%
C om ic Sans 19 17 89% 2 2 100% 7 7 100%
Courier New 141 141 100% 16 16 100% 21 21 100%
MS Sans Serif 16 16 100% 9 8 89% 3 3 100%
Tahom a 17 17 100% 2 2 100% 2 2 100%
Tim es new Rom an 25 25 100% 2 2 100% 10 10 100%
Verdana 12 12 100% 2 2 100% 3 3 100%
Epson laser I S I 2 copy2 IRIS O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
%
Arial 22 22 100% 3 3 100% 4 4 100%
A rial Narrow 346 296 86% 6 6 100% 5 5 100%
C om ic Sans 42 38 90% 0 0 N /A 1 1 100%
Courier New 17 17 100% 14 14 100% 20 20 100%
MS Sans Serif 20 20 100% 3 3 100% 3 3 100%
Tahom a 28 28 100% 3 3 100% 6 6 100%
Tim es new R om an 48 37 77% 3 3 100% 65 63 97%
Verdana 10 10 100% 2 2 100% 5 5 100%
Table B.l: Summary
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E pson laser E S I2 cop y3 IRIS O C R
150 dpi : 300 dpi _______ 1 600 dpi
Levenstein C orrectly % Levenstein C orrectly % Levenstein C orrectly %
F on t D istance Localised D istance L ocalised D istance Localised
A rial 7 7 100% 2 2 100% 6 6 100%
A rial Narrow 386 363 94% 5 5 100% 17 17 100%
C om ic Sans 25 23 92% 0 0 N /A 0 0 N /A
C ourier New 24 24 100% 14 14 100% 19 19 100%
MS Sans Serif 22 22 100% 5 5 100% 4 4 100%
Tahom a 23 23 100% 2 2 100% 9 8 89%
Tim es new R om an 66 66 100% 4 4 100% 117 114 97%
Verdana 21 19 90% 2 2 100% 2 2 100%
E pson laser E S I2 cop y 4 IRIS O C R
150 dpi d 300 dpi 1 600 dpi
Levenstein C orrectly % Levenstein C orrectly % Levenstein C orrectly %
F on t D istance Localised D istance L ocalised D istance Localised
A rial 20 20 100% 2 2 100% 9 9 100%
A rial Narrow 350 313 i05CO 9 8 89% 13 13 100%
C om ic Sans 28 27 96% 4 4 100% 8 8 100%
C ourier New 25 25 100% 20 20 100% 23 23 100%
MS Sans Serif 35 27 77% 5 5 100% 8 8 100%
Tahom a 20 17 85% 2 2 100% 7 7 100%
T im es new R om an 47 44 94% 7 7 100% 160 160 100%
Verdana 15 15 100% 2 2 100% 2 2 100%
C a n on  ES12 IRIS O C R
150 dpi i 300 dpi 1 600 dpi
Levenstein C orrectly % Levenstein C orrectly % Levenstein C orrectly %
F on t D istance L ocalised D istance L ocalised D istance L ocalised
A rial 19 19 100% 2 2 100% 2 2 100%
A rial Narrow 344 305 89% 4 4 100% 1 1 100%
C om ic Sans 16 14 88% 1 1 100% 7 7 100%
Courier New 389 389 100% 19 19 100% 2089 1682 81%
M S Sans Serif 20 12 60% 4 4 100% 2 2 100%
Tahom a 9 9 100% 2 2 100% 3 3 100%
T im es new R om an 20 19 95% 4 4 100% 6 4 67%
Verdana 9 9 100% 2 2 100% 3 3 100%
C a n on  e s l2  p h o to co p y l IRIS O C R
150 dpi LI 300 dpi 1 600 dpi
Levenstein C orrectly % Levenstein C orrectly % Levenstein C orrectly %
F on t D istance L ocalised D istance Localised D istance Localised
Arial 8 7 88% 2 2 100% 2 2 100%
A rial Narrow 280 271 97% 3 3 100% 2 2 100%
C om ic Sans 15 14 93% 0 0 N /A 4 4 100%
C ourier New 2056 1849 90% 2086 1679 80% 21 21 100%
MS Sans Serif 11 11 100% 7 6 86% 2 2 100%
Tahom a 9 9 100% 61 59 97% 2 2 100%
T im es new R om an 31 31 100% 3 3 100% 5 5 100%
Verdana 10 10 100% 2 2 100% 4 4 100%
C a n on  e s l2  p h otocop y2  IRIS O C R
150 dpi I 300 dpi 1 600 dpi
Levenstein C orrectly % Levenstein C orrectly % Levenstein C orrectly %
F on t D istance L ocalised D istance L ocalised D istance Localised
Arial 20 20 100% 2 2 100% 3 3 100%
Arial Narrow 343 328 96% 3 3 100% 4 4 100%
C om ic Sans 4 4 100% 0 0 N /A 1 1 100%
Courier New 100 100 100% 17 15 88% 22 21 95%
MS Sans Serif 16 14 88% 4 3 75% 2 2 100%
Tahom a 20 20 100% 3 3 100% 3 3 100%
Tim es new R om an 54 54 100% 5 5 100% 69 67 97%
Verdana 9 9 100% 2 2 100% 2 2 100%
C anon  es l2  ph otocop y3  IRIS O C R
150 dpi I 300 dpi Z J 600 dpi
Levenstein C orrectly % Levenstein C orrectly % Levenstein C orrectly %
F on t D istance Localised D istan ce L ocalised D istance Localised
A rial 20 20 100% 4 4 100% 4 4 100%
A rial Narrow 332 287 86% 6 6 100% 16 15 94%
C om ic Sans 8 8 100% 0 0 N /A 6 6 100%
Courier New 66 62 94% 15 15 100% 21 21 100%
M S Sans Serif 21 21 100% 7 3 43% 5 5 100%
Tahom a 10 8 80% 3 3 100% 5 5 100%
T im es new R om an 23 21 91% 5 5 100% 111 97 87%
Verdana 13 11 85% 2 2 100% 3 3 100%
C a n on  e s l2  p h otocop y4  IRIS O C R
150 dpi i 300 dpi . ............1 600 dpi
Levenstein C orrectly % Levenstein C orrectly % Levenstein C orrectly %
F on t D istance Localised D istance Localised D istance Localised
Arial 17 11 65% 3 3 100% 4 4 100%
Arial Narrow 406 370 91% 8 7 88% 14 11 79%
C om ic Sans 17 15 88% 0 0 N /A 2 1 50%
C ourier New 23 20 87% 16 15 94% 19 19 100%
MS Sans Serif 19 19 100% 6 6 100% 4 4 100%
T ahom a 28 25 89% 59 55 93% 5 5 100%
Tim es new R om an 35 35 100% 10 10 100% 150 128 85%
Verdana 17 16 94% 4 4 100% 4 4 100%
Table B.2: Summary
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C a n on  ES6 IRIS O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 7 7 100% 2 2 100% 2 2 100%
Arial Narrow 216 196 91% 3 3 100% 2 2 100%
C om ic Sans 7 7 100% 0 0 N /A 0 0 N /A
Courier New 612 500 82% 2087 1474 71% 25 24 96%
MS Sans Serif 7 7 100% 2 2 100% 2 2 100%
Tahom a 20 16 80% 3 3 100% 6 6 100%
'rim es new Rom an 40 40 100% 6 6 100% 5 3 60%
Verdana 5 5 100% 5 5 100% 3 3 100%
C anon  ES6 C o p y l IRIS O C R
150 dpi 300 dpi 600 dpi
Font
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
Localised
%
Arial 6 6 100% 2 2 100% 3 3 100%
Arial Narrow 183 177 97% 5 5 100% 2 2 100%
C om ic Sans 10 9 90% 0 0 N /A 0 0 N /A
Courier Now 2097 2097 100% 2085 1472 71% 21 20 95%
MS Sans Serif 8 8 100% 5 4 80% 5 5 100%
Tahom a 12 12 100% 2 2 100% 6 6 100%
Tim es new R om an 25 18 72% 4 4 100% 10 8 80%
Verdana 6 5 83% 4 4 100% 2 2 100%
C a n on  ES' C op y2 IRIS O C R
150 dpi 300 dpi 600 dpi
Font
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 9 9 100% 5 5 100% 3 3 100%
Arial Narrow 218 218 100% 7 7 100% 2 2 100%
C om ic Sans 16 16 100% 1 1 100% 0 0 N /A
Courier New 15 15 100% 14 14 100% 2086 1473 71%
MS Sans Serif 6 5 83% 2 2 100% 4 4 100%
Tahom a 12 12 100% 4 4 100% 7 7 100%
Tim es new Rom an 36 32 89% 5 5 100% 22 22 100%
Verdana 7 5 71% 2 2 100% 7 7 100%
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E S24 A b b y  O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 1 1 100% 4 4 100% 1 1 100%
A rial Narrow 1 1 100% 1 1 100% 1 1 100%
C om ic Sans 1 1 100% 1 1 100% 1 1 100%
Courier New 13 13 100% 39 39 100% 13 13 100%
MS Sans Serif 1 1 100% 1 1 100% 1 1 100%
Tahom a 0 0 N /A 2 2 100% 0 0 N /A
Tim es new R om an 1 1 100% 6 6 100% 1 1 100%
Verdana 11 2 18% 10 1 10% 11 2 18%
E pson Laser ES6 A b by  O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
Localised
%
A rial 2 2 100% 1 1 100% 1 1 100%
A rial Narrow 48 45 94% 9 9 100% 1 1 100%
C om ic Sans 5 5 100% 1 1 100% 1 1 100%
C ourier New 28 22 79% 13 13 100% 15 15 100%
MS Sans Serif 3 3 100% 1 1 100% 2 1 50%
Tahom a 3 3 100% 0 0 N /A 0 0 N /A
T im es new  R om an 8 8 100% 3 3 100% 1 1 100%
Verdana 10 1 10% 11 2 18% 10 1 10%
E pson Laser I1S6 C op y l A b by  O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istan ce
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
%
Arial 12 3 25% 5 5 100% 1 1 100%
A rial Narrow 1 1 100% 51 51 100% 3 3 100%
C om ic Sans 1 1 100% 5 5 100% 1 1 100%
Courier New 1 1 100% 36 36 100% 13 13 100%
M S Sans Serif 13 13 100% 2 2 100% 1 1 100%
Tahom a 1 1 100% 1 1 100% 0 0 N /A
Tim es new R om an 0 0 N /A 15 15 100% 5 5 100%
Verdana 2 2 100% 12 2 17% 11 2 18%
E pson Laser I1S6 C opy2 A b by  O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
L ocalised
%
A rial 0 0 N /A 8 8 100% 1 1 100%
A rial Narrow 1 1 100% 71 67 94% 5 5 100%
C om ic Sans 1 1 100% 6 6 100% 1 1 100%
C ourier New 1 1 100% 59 59 100% 13 13 100%
MS Sans Serif 13 13 100% 2 2 100% 1 1 100%
Tahom a 1 1 100% 3 3 100% 1 1 100%
T im es new R om an 1 1 100% 14 14 100% 5 5 100%
Verdana 6 6 100% 11 2 18% 12 3 25%
E p son  laser E S I2 A b by  O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 10 1 10% 7 7 100% 1 1 100%
A rial Narrow 1 1 100% 114 112 98% 1 1 100%
C om ic Sans 1 1 100% 7 7 100% 1 1 100%
Courier New 1 1 100% 29 25 86% 13 13 100%
MS Sans Serif 13 13 100% 5 5 100% 1 1 100%
Tahom a 1 1 100% 1 1 100% 4 4 100%
Tim es new R om an 1 1 100% 214 214 100% 5 5 100%
Verdana 1 1 100% 10 1 10% 11 2 18%
E pson laser ES12 co p y l A b by  O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
%
Arial 9 9 100% 2 2 100% 1 1 100%
Axial Narrow 88 83 94% 4 4 100% 2 2 100%
C om ic Sans 2 2 100% 1 1 100% 2 2 100%
Courier New 40 40 100% 13 13 100% 13 13 100%
MS Sans Serif 4 2 50% 1 1 100% 1 1 100%
Tahom a 3 3 100% 0 0 N /A 5 3 60%
Tim es new R om an 20 13 05% 2 2 100% 1 1 100%
Verdana 12 3 25% 10 1 10% 11 2 18%
E p son  laser ES12 copy2  A b by  O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
%
Arial 13 13 100% 1 1 100% 1 1 100%
Arial Narrow 94 94 100% 3 3 100% 3 3 100%
C om ic Sans 3 3 100% 3 3 100% 1 1 100%
Courier New 59 59 100% 13 13 100% 13 13 100%
MS Sans Serif 5 5 100% 1 1 100% 1 1 100%
Tahom a 1 1 100% 0 0 N /A 1 1 100%
Tim es new  Rom an 210 210 100% 3 3 100% 4 4 100%
Verdana 13 3 23% 10 1 10% 12 3 25%
Table B.4: Summary
173
Appendix B. OCR Experiment Results
Epson laser E S I2 copy3 A b b y  O C R
150 dpi 300 dpi 600 dpi
Font
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 8 5 63% 1 1 100% 1 1 100%
Arial Narrow 93 93 100% 3 3 100% 4 4 100%
C om ic Sans 3 3 100% 2 2 100% 2 2 100%
C ourier New 400 328 81% 36 30 100% 13 13 100%
MS Sans Serif 7 7 100% 2 2 100% 1 1 100%
Tahom a 3 3 100% 1 1 100% 1 1 100%
T im es new Rom an 212 212 100% 7 7 100% 5 5 100%
Verdana 13 4 31% 10 1 10% 12 3 25%
E pson laser ES12 copy4 A b by  O C R
150 dpi 300 dpi 600 dpi
F ont
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 11 11 100% 2 2 100% 1 1 100%
Arial Narrow 83 71 86% 6 6 100% 6 6 100%
C om ic Sans 5 5 100% 3 1 33% 2 2 100%
Courier New 634 634 100% 405 405 100% 408 408 100%
MS Sans Serif G 6 100% 3 2 67% 1 1 100%
Tahom a 5 5 100% 0 0 N /A 3 3 100%
Tim es new Rom an 1329 1245 94% 8 8 100% 7 7 100%
Verdana 13 4 31% 10 1 10% 13 4 31%
C a n on  ES12 A b by  O 3R
150 dpi 300 dpi 600 dpi
Font
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istan ce
C orrectly
L ocalised
%
Arial 0 G 100% 1 1 100% 1 1 100%
Arial Narrow 98 97 99% 3 3 100% 1 1 100%
C om ic Sans 3 2 67% 1 1 100% 1 1 100%
C ourier New 42 42 100% 13 13 100% 13 13 100%
MS Sans Serif 7 2 29% 1 1 100% 1 1 100%
Tahom a 2 2 100% 1 1 100% 0 0 N /A
Tim es new Rom an 20G 20G 100% 3 3 100% 1 1 100%
Verdana 11 2 18% 10 1 10% 11 2 18%
C a n on  e s l2  p lo to co p y l A b b y  O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 7 6 86% 1 1 100% 1 1 100%
Arial Narrow G3 G3 100% 3 3 100% 1 1 100%
C om ic Sans 3 2 67% 1 1 100% 1 1 100%
C ourier New 45 45 100% 13 13 100% 14 14 100%
MS Sans Serif 9 9 100% 1 1 100% 1 1 100%
Tahom a 0 0 N /A 1 1 100% 0 0 N /A
T im es new Rom an 208 208 100% 2 2 100% 2 2 100%
Verdana 12 3 25% 10 1 10% 11 2 18%
C a n on  e s l2  p hotocopy2  A b by  O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 10 10 100% 1 1 100% 1 1 100%
Arial Narrow 2128 1956 92% 4 4 100% 4 4 100%
C om ic Sans 2 2 100% 1 1 100% 1 1 100%
C ourier New 57 57 100% 36 36 100% 13 13 100%
MS Sans Serif 3 3 100% 1 1 100% 1 1 100%
Tahom a 5 5 100% 0 0 N /A 0 0 N /A
T im es new Rom an 206 114 55% 3 3 100% 4 4 100%
Verdana 13 4 31% 10 1 10% 12 3 25%
C a n on  e s l2  p io tocop y 3  A b by  O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 7 7 100% 1 1 100% 1 1 100%
Arial Narrow 107 99 93% 16 16 100% 2 2 100%
C oinic Sans 5 4 80% 1 1 100% 2 2 100%
C ourier New 428 428 100% 36 36 100% 15 14 93%
MS Sans Serif 5 5 100% 1 1 100% 1 1 100%
Tahom a 5 5 100% 0 0 N /A 6 4 67%
T im es new Homan 209 209 100% 7 7 100% 7 7 100%
Verdana 13 4 31% 10 1 10% 13 4 31%
C a n on  e s l2  p h otocopy4  A b by  O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
%
Arial 7 7 100% 1 1 100% 1 1 100%
Arial Narrow 82 80 98% 6 6 100% 6 6 100%
C om ic Sans G 6 100% 1 1 100% 2 2 100%
C ourier New 427 427 100% 405 405 100% 7 7 100%
MS Sans Serif 4 4 100% 1 1 100% 1 1 100%
Tahom a 4 4 100% 0 0 N /A 3 3 100%
T im es new Rom an 105 96 91% 6 6 100% 8 8 100%
Verdana 12 3 25% 10 1 10% 11 2 18%
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C a n on  ES6 A b b y  O C R
150 dpi 300 dpi 600 dpi
Font
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
%
A rial 4 3 75% 1 1 100% 1 1 100%
A rial N arrow 53 51 96% 1 1 100% 1 1 100%
C om ic Sans 5 5 100% 2 2 100% 1 1 100%
Courier New 31 29 94% 13 13 100% 36 36 100%
MS Sans Serif 2 2 100% 1 1 100% 2 2 100%
Tahom a 0 0 N /A 0 0 N /A 0 0 N /A
T im es new R om an 11 11 100% 3 3 100% 1 1 100%
Verdana 11 2 18% 10 1 10% 12 3 25%
C a n on  ES6 C op y l A bby  O C R
150 dpi 300 dpi 600 dpi
Font
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
%
Arial 1 1 100% 1 1 100% 1 1 100%
Arial Narrow 50 50 100% 1 1 100% 1 1 100%
C om ic Sans 3 3 100% 3 3 100% 1 1 100%
C ourier New 42 42 100% 13 13 100% 37 37 100%
MS Sans Serif 2 2 100% 1 1 100% 1 1 100%
Tahom a 2 2 100% 0 0 N /A 2 2 100%
T im es new R om an 11 9 82% 2 2 100% 2 2 100%
Verdana 15 5 33% 10 1 10% 11 2 18%
C a n on  ESC C opy2 A b by  O C R
150 dpi 300 dpi 600 dpi
Font
Levenstein
D istance
C orrectly
Localised
V-:. Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
%
Arial G 6 100% 1 1 100% 1 1 100%
A rial Narrow 74 72 97% 3 3 100% 1 1 100%
C om ic Sans 4 4 100% 1 1 100% 1 1 100%
Courier New 37 37 100% 13 13 100% 57 57 100%
MS Sans Serif 2 2 100% 1 1 100% 3 3 100%
Tahom a 0 0 N /A 0 0 N /A 2 2 100%
Tim es new  R om an 7 7 100% 4 4 100% 3 3 100%
Verdana 11 1 9% 10 1 10% 13 4 31%
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ES24 IRIS O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 1 1 100% 1 1 100% 1 1 100%
Arial Narrow 5 5 100% 1 1 100% 1 1 100%
C om ic Sans 0 0 N /A 3 3 100% 0 0 N /A
C ourier New 37 37 100% 34 34 100% 34 34 100%
MS Sans Serif 1 1 100% 1 1 100% 1 1 100%
Tahom a 0 0 N /A 0 0 N /A 0 0 N /A
T im es new Rom an 10 10 100% 1 1 100% 1 1 100%
Verdana 1 1 100% 1 1 100% 1 1 100%
E pson Laser ES6 IRIS O C R
150 dpi 300 dpi 600 dpi
F ont
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
L ocalised
%
Arinl 1 1 100% 1 1 100% 1 1 100%
Arial Narrow 44 40 91% 3 3 100% 1 1 100%
C om ic Sans 2 1 50% 2 2 100% 0 0 N /A
Courier New 53 53 100% 34 34 100% 34 34 100%
MS Sans Serif 3 3 100% 1 1 100% 2 2 100%
Tahom a 1 1 100% 0 0 N /A 1 1 100%
Tim es new Rom an G 4 67% 3 3 100% 2 2 100%
Verdana 1 1 100% 1 1 100% 1 1 100%
E pson Laser ES6 C o p y l IRIS O C R
150 dpi 300 dpi 600 dpi
Font
Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
Localised
%
Arial 2 2 100% 2 2 100% 1 1 100%
Arial Narrow 5G 56 100% 3 3 100% 1 1 100%
C om ic Sans 4 4 100% 0 0 N /A 6 6 100%
Courier New 35 35 100% 30 30 100% 29 29 100%
MS Sans Serif 3 3 100% 1 1 100% 1 1 100%
Tahom a 0 0 N /A 0 0 N /A 0 0 N /A
T im es new Rom an 14 14 100% 4 4 100% 1 1 100%
Verdana 3 2 67% 1 1 100% 1 1 100%
E pson Laser ES6 C opy2 IRIS O C R
150 dpi 300 dpi 600 dpi
Font
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 0 0 N /A 4 4 100% 1 1 100%
Aria! Narrow 1 1 100% 70 65 93% 3 3 100%
C om ic Sans 1 1 100% 2 1 50% 0 0 N /A
Courior New 3 3 100% 31 31 100% 24 24 100%
MS Sans Serif 26 26 100% 2 2 100% 1 1 100%
Tahom a 1 1 100% 2 2 100% 0 0 N /A
T im es new Rom an 3 3 100% 12 12 100% 4 4 100%
Verdana 1 1 100% 2 2 100% 1 1 100%
E pson laser ES12 IRIS O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 12 12 100% 3 3 100% 3 3 100%
A rial Narrow 80 78 98% 4 4 100% 3 3 100%
C om ic Sans 3 2 67% 5 5 100% 1 1 100%
Courier New GI 61 100% 34 34 100% 35 35 100%
MS Sans Serif 7 7 100% 3 3 100% 1 1 100%
Tahom a 1 1 100% 0 0 N /A 2 2 100%
T im es new Rom an 5 5 100% 6 6 100% 1 1 100%
Verdana 2 2 100% 2 2 100% 1 1 100%
E pson laser E S12 c o p y l IRIS O C R
150 dpi 300 dpi 600 dpi
F ont
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
Localised
%
Arial 7 7 100% 1 1 100% 1 1 100%
Arial Narrow 78 70 90% 4 4 100% 1 1 100%
C om ic Sans 1 0 0% 2 2 100% 0 0 N /A
Courier New 40 33 83% 31 31 100% 31 31 100%
MS Sans Serif 4 4 100% 1 1 100% 2 2 100%
Tahom a 1 1 100% 1 1 100% 2 2 100%
T im es new Rom an G 6 100% 2 2 100% 1 1 100%
Verdana 1 1 100% 1 1 100% 1 1 100%
E pson laser E,S12 cop y 2 IRIS O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 10 10 100% 1 1 100% 1 1 100%
Arial Narrow 72 65 90% 4 4 100% 3 3 100%
C om ic Sans 3 2 67% 2 2 100% 4 4 100%
Courier New 36 36 100% 31 31 100% 30 30 100%
MS Sans Serif 5 5 100% 1 1 100% 1 1 100%
Tahom a 4 4 100% 0 0 N /A 0 0 N /A
Tim es now Rom an 13 13 100% 4 4 100% 1 1 100%
Verdana 2 2 100% 1 1 100% 1 1 100%
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E p son  laser E S I2 copy3 IRIS O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 10 10 100% 1 1 100% 1 1 100%
A rial Narrow 76 72 95% 4 4 100% 5 5 100%
C om ic Sans 8 8 100% 0 0 N /A 0 0 N /A
C ourier New 30 30 100% 28 28 100% 27 27 100%
MS Sans Serif 2 2 100% 1 1 100% 1 1 100%
Tahom a 4 4 100% 1 1 100% 0 0 N /A
Tim es new  R om an 12 12 100% 5 5 100% 2 2 100%
Verdana 2 2 100% 1 1 100% 1 1 100%
E pson laser E S12 copy4  IRIS O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
%
Arial 8 8 100% 1 1 100% 1 1 100%
Arial N arrow 96 85 89% 6 6 100% 2 2 100%
C om ic Sans 3 3 100% 0 0 N /A 3 3 100%
C ourier New 184 184 100% 145 114 79% 151 150 99%
M S Sans Serif 8 8 100% 4 4 100% 2 0 0%
Tahom a 10 10 100% 0 0 N /A 0 0 N /A
Tim es new  R om an 18 16 89% 8 8 100% 7 7 100%
Verdana 3 3 100% 1 1 100% 1 1 100%
C a n on EJS12 IRIS OC:r
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istan ce
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
%
Arial 6 6 100% 1 1 100% 1 1 100%
A rial Narrow 49 47 96% 4 4 100% 1 1 100%
C om ic Sans 1 0 0% 0 0 N /A 1 1 100%
Courier New 61 61 100% 35 35 100% 34 34 100%
MS Sans Serif 7 7 100% 1 1 100% 1 1 100%
Tahom a 0 0 N /A 1 1 100% 0 0 N /A
Tim es new  Rom an 3 3 100% 2 2 100% 1 1 100%
Verdana 2 2 100% 1 1 100% 1 1 100%
C a n on  es l2  p h o to co p y l IRIS O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
%
Arial 7 7 100% 1 1 100% 1 1 100%
A rial Narrow 55 55 100% 4 4 100% 1 1 100%
C om ic Sans 3 2 67% 0 0 N /A 0 0 N /A
Courier New 40 40 100% 31 31 100% 32 32 100%
MS Sans Serif 4 2 50% 1 1 100% 2 2 100%
Tahom a 1 0 0% 0 0 N /A 1 1 100%
Tim es new  R om an 1 1 100% 2 2 100% 2 2 100%
Verdana 4 4 100% 1 1 100% 1 1 100%
C a n on  e s l2  ph otocop y2  IRIS O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istan ce
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
%
A rial 9 9 100% 1 1 100% 1 1 100%
A rial Narrow 65 58 89% 3 3 100% 3 3 100%
C om ic Sans 3 3 100% 1 0 0% 2 2 100%
Courier New 38 23 61% 31 31 100% 28 28 100%
MS Sans Serif 5 5 100% 0 0 N /A 1 1 100%
Tahom a 6 6 100% 0 0 N /A 0 0 N /A
Tim es new  R om an 14 12 86% 2 2 100% 2 2 100%
Verdana 3 1 33% 1 1 100% 1 1 100%
C a n on  e s l2  ph otocop y3  IRIS O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
Localised
%
Arial 4 4 100% 2 2 100% 1 1 100%
A rial N arrow 70 61 87% 4 4 100% 1 1 100%
C om ic Sans 7 6 86% 0 0 N /A 0 0 N /A
C ourier New 196 196 100% 167 167 100% 29 29 100%
MS Sans Serif 7 7 100% 1 1 100% 1 1 100%
Tahom a 6 6 100% 1 1 100% 1 1 100%
T im es new  R om an 13 11 85% 7 7 100% 4 4 100%
Verdana 4 4 100% 1 1 100% 2 2 100%
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C a n on  e s l2  p lio tocop y4  IRIS O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 3 3 100% 1 1 100% 1 1 100%
Arial Narrow GG 57 86% G 6 100% 3 3 100%
C om ic Sans G 5 83% 0 0 N /A 4 4 100%
Courier New 188 188 100% 150 150 100% 151 134 89%
MS Sana Serif 6 G 100% 3 3 100% 1 1 100%
T ahom a 5 5 100% 0 0 N /A 0 0 N /A
T im es new Rom an 18 16 89% 10 8 80% 6 6 100%
Verdana 2 2 100% 1 1 100% 1 1 100%
C a n on  ES6 IRIS O C R
150 dpi 300 dpi 600 dpi
Font
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
L ocalised
%
Arial 2 2 100% 1 1 100% 2 2 100%
Arial Narrow 42 41 98% 1 1 100% 1 1 100%
C om ic Sans 4 4 100% 1 1 100% 4 4 100%
Courier New 51 49 96% 34 34 100% 34 34 100%
MS Sans Serif 3 3 100% 1 1 100% 2 2 100%
T ahom a 0 0 N /A 0 0 N /A 0 0 N /A
Tim es now Rom an 9 9 100% 3 3 100% 2 2 100%
Verdana 2 2 100% 1 1 100% 1 1 100%
C a n on  ESf C o p y l IRIS O C R
150 dpi 300 dpi 600 dpi
F on t
Levenstein
D istance
C orrectly
Localised
% Levenstein
D istance
C orrectly
L ocalised
% Levenstein
D istance
C orrectly
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C S a m p le  D o c u m e n ts
C . l  in t ro d u c t io n
In this appendix we include sample documents. We include the original documents as 
a reference. We then provide a subset of embedded documents. We did not include all 
embedded documents in the interest of brevity. Likewise we provide a subset of scanned 
documents to provide examples of the noise and distortion seen following printing and 
scanning.
179
Appendix C. Sample Documents
C.2 O r ig in a l D o cu m e n ts
In this section we present copies of the eight original documents in which we embedded 
our various watermarks. These original documents were used throughout the Print 
and Scan experiments conducted in Chapter 6. The documents demonstrate how the 
different fonts impact on the total content available per page and thus the total capacity 
available. The order of the documents is as follows:
• Arial
• Arial Narrow
• Comic Sans
• Courier New
• MS Sans Serif
• Tahoma
• Times New Roman
• Verdana
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He was so exact that he was never in a hurry, was always ready, and was economical 
alike of his steps and his motions. He never took one step too many, and always went to 
his destination by the shortest cut; he made no superfluous gestures, and was never seen 
to be moved or agitated. He was the most deliberate person in the world, yet always 
reached his destination at the exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he knew that in 
this world account must be taken of friction, and that friction retards, he never rubbed 
against anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had abandoned his own 
country for England, taking service as a valet, he had in vain searched for a master after 
his own heart. Passepartout was by no means one of those pert dunces depicted by 
Moliere with a bold gaze and a nose held high in the air; he was an honest fellow, with a 
pleasant face, lips a trifle protruding, soft-mannered and serviceable, with a good round 
head, such as one likes to see on the shoulders of a friend. His eyes were blue, his 
complexion rubicund, his figure almost portly and well-built, his body muscular, and his 
physical powers fully developed by the exercises of his younger days. His brown hair was 
somewhat tumbled; for, while the ancient sculptors are said to have known eighteen 
methods of arranging Minerva's tresses, Passepartout was familiar with but one of 
dressing his own: three strokes of a large-tooth comb completed his toilet.
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It 
was impossible to tell whether the new servant would turn out as absolutely methodical as 
his master required; experience alone could solve the question. Passepartout had been a 
sort of vagrant in his early years, and now yearned for repose; but so far he had failed to 
find it, though he had already served in ten English houses. But he could not take root in 
any of these; with chagrin, he found his masters invariably whimsical and irregular, 
constantly running about the country, or on the look-out for adventure. His last master, 
young Lord Longferry, Member of Parliament, after passing his nights in the Haymarket 
taverns, was too often brought home in the morning on policemen's shoulders. 
Passepartout, desirous of respecting the gentleman whom he served, ventured a mild 
remonstrance on such conduct; which, being ill-received, he took his leave. Hearing that 
Mr. Phileas Fogg was looking for a servant, and that his life was one of unbroken 
regularity, that he neither travelled nor stayed from home overnight, he felt sure that this 
would be the place he was after. He presented himself, and was accepted, as has been 
seen.
At half-past eleven, then, Passepartout found himself alone in the house in Saville Row. 
He begun its inspection without delay, scouring it from cellar to garret. So clean, well- 
arranged, solemn a mansion pleased him; it seemed to him like a snail's shell, lighted and 
warmed by gas, which sufficed for both these purposes. When Passepartout reached the 
second story he recognised at once the room which he was to inhabit, and he was well 
satisfied with it. Electric bells and speaking-tubes afforded communication with the lower 
stories; while on the mantel stood an electric clock, precisely like that in Mr. Fogg's 
bedchamber, both beating the same second at the same instant. "That's good, that'll do," 
said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a 
programme of the daily routine of the house. It comprised all that was required of the 
servant, from eight in the morning, exactly at which hour Phileas Fogg rose, till half-past 
eleven, when he left the house for the Reform Club—all the details of service, the tea and
He was so exact that he was never in a hurry, was always ready, and was economical alike of his steps and 
his motions. He never took one step too many, and always went to his destination by the shortest cut; he 
made no superfluous gestures, and was never seen to be moved or agitated. He was the most deliberate 
person in the world, yet always reached his destination at the exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he knew that in this world account 
must be taken of friction, and that friction retards, he never rubbed against anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had abandoned his own country for England, 
taking service as a valet, he had in vain searched for a master after his own heart. Passepartout was by no 
means one of those pert dunces depicted by Moliere with a bold gaze and a nose held high in the air; he was 
an honest fellow, with a pleasant face, lips a trifle protruding, soft-mannered and serviceable, with a good 
round head, such as one likes to see on the shoulders of a friend. His eyes were blue, his complexion 
rubicund, his figure almost portly and well-built, his body muscular, and his physical powers fully developed by 
the exercises of his younger days. His brown hair was somewhat tumbled; for, while the ancient sculptors are 
said to have known eighteen methods of arranging Minerva's tresses, Passepartout was familiar with but one 
of dressing his own: three strokes of a large-tooth comb completed his toilet.
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It was impossible to tell 
whether the new servant would turn out as absolutely methodical as his master required; experience alone 
could solve the question. Passepartout had been a sort of vagrant in his early years, and now yearned for 
repose; but so far he had failed to find it, though he had already served in ten English houses. But he could not 
take root in any of these; with chagrin, he found his masters invariably whimsical and irregular, constantly 
running about the country, or on the look-out for adventure. His last master, young Lord Longferry, Member of 
Parliament, after passing his nights in the Haymarket taverns, was too often brought home in the morning on 
policemen's shoulders. Passepartout, desirous of respecting the gentleman whom he served, ventured a mild 
remonstrance on such conduct; which, being ill-received, he took his leave. Hearing that Mr. Phileas Fogg was 
looking for a servant, and that his life was one of unbroken regularity, that he neither travelled nor stayed from 
home overnight, he felt sure that this would be the place he was after. He presented himself, and was 
accepted, as has been seen.
At half-past eleven, then, Passepartout found himself alone in the house in Saville Row. He begun its 
inspection without delay, scouring it from cellar to garret. So clean, well-arranged, solemn a mansion pleased 
him; it seemed to him like a snail's shell, lighted and warmed by gas, which sufficed for both these purposes. 
When Passepartout reached the second story he recognised at once the room which he was to inhabit, and he 
was well satisfied with it, Electric bells and speaking-tubes afforded communication with the lower stories; 
while on the mantel stood an electric clock, precisely like that in Mr. Fogg's bedchamber, both beating the 
same second at the same instant. "That's good, that'll do," said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a programme of the 
daily routine of the house. It comprised all that was required of the servant, from eight in the morning, exactly 
at which hour Phileas Fogg rose, till half-past eleven, when he left the house for the Reform Club-all the 
details of service, the tea and toast at twenty-three minutes past eight, the shaving-water at thirty-seven 
minutes past nine, and the toilet at twenty minutes before ten. Everything was regulated and foreseen that was 
to be done from half-past eleven a.m. till midnight, the hour at which the methodical gentleman retired.
Mr. Fogg's wardrobe was amply supplied and in the best taste. Each pair of trousers, coat, and vest bore a 
number, indicating the time of year and season at which they were in turn to be laid out for wearing; and the 
same system was applied to the master's shoes. In short, the house in Saville Row, which must have been a 
very temple of disorder and unrest under the illustrious but dissipated Sheridan, was cosiness, comfort, and 
method idealised. There was no study, nor were there books, which would have been quite useless to Mr. 
Fogg; for at the Reform two libraries, one of general literature and the other of law and politics, were at his
He was so exact tha t he was never in a hurry, was always ready, and was economical 
alike of his steps and his motions. He never took one step too many, and always went 
to his destination by the shortest cut; he made no superfluous gestures, and was 
never seen to be moved or agitated. He was the most deliberate person in the world, 
yet always reached his destination at the exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he knew that 
in this world account must be taken of fric tion , and that fric tion  retards, he never 
rubbed against anybody.
As fo r Passepartout, he was a true Parisian of Paris. Since he had abandoned his own 
country fo r  England, taking service as a valet, he had in vain searched fo r a master 
a fte r his own heart. Passepartout was by no means one of those pert dunces depicted 
by Moliere with a bold gaze and a nose held high in the air; he was an honest fellow, 
with a pleasant face, lips a t r i f le  protruding, soft-mannered and serviceable, with a 
good round head, such as one likes to see on the shoulders of a friend. His eyes were 
blue, his complexion rubicund, his figure almost portly and well-built, his body 
muscular, and his physical powers fu lly developed by the exercises of his younger 
days. His brown hair was somewhat tumbled; fo r, while the ancient sculptors are said 
to have known eighteen methods o f arranging Minerva's tresses, Passepartout was 
familiar with but one of dressing his own: three strokes of a large-tooth comb 
completed his toilet.
I t  would be rash to predict how Passepartout's lively nature would agree with Mr. 
Fogg. I t  was impossible to tell whether the new servant would turn out as absolutely 
methodical as his master required; experience alone could solve the question. 
Passepartout had been a sort o f vagrant in his early years, and now yearned fo r 
repose; but so fa r he had failed to find it, though he had already served in ten 
English houses. But he could not take root in any of these; with chagrin, he found his 
masters invariably whimsical and irregular, constantly running about the country, or 
on the look-out fo r  adventure. His last master, young Lord Longferry, Member of 
Parliament, a fte r passing his nights in the Haymarket taverns, was too often brought 
home in the morning on policemen's shoulders. Passepartout, desirous of respecting 
the gentleman whom he served, ventured a mild remonstrance on such conduct; which, 
being ill-received, he took his leave. Hearing tha t Mr. Phileas Fogg was looking fo r  a 
servant, and tha t his life  was one of unbroken regularity, tha t he neither travelled 
nor stayed from home overnight, he fe lt  sure tha t this would be the place he was 
a fte r. He presented himself, and was accepted, as has been seen.
A t half-past eleven, then, Passepartout found himself alone in the house in Saville 
Row. He begun its inspection without delay, scouring it  from cellar to garret. So clean, 
well-arranged, solemn a mansion pleased him; it  seemed to him like a snail's shell, 
lighted and warmed by gas, which sufficed fo r both these purposes. When
He was so exact that he was never in a hurry, was always ready, 
and was economical alike of his steps and his motions. He never 
took one step too many, and always went to his destination by the 
shortest cut; he made no superfluous gestures, and was never seen 
to be moved or agitated. He was the most deliberate person in the 
world, yet always reached his destination at the exact moment.
He lived alone, and, so to speak, outside of every social
relation; and as he knew that in this world account must be taken 
of friction, and that friction retards, he never rubbed against
anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had 
abandoned his own country for England, taking service as a valet, 
he had in vain searched for a master after his own heart.
Passepartout was by no means one of those pert dunces depicted by 
Moliere with a bold gaze and a nose held high in the air; he was 
an honest fellow, with a pleasant face, lips a trifle protruding, 
soft-mannered and serviceable, with a good round head, such as one 
likes to see on the shoulders of a friend. His eyes were blue, his 
complexion rubicund, his figure almost portly and well-built, his 
body muscular, and his physical powers fully developed by the 
exercises of his younger days. His brown hair was somewhat
tumbled; for, while the ancient sculptors are said to have known
eighteen methods of arranging Minerva's tresses, Passepartout was 
familiar with but one of dressing his own: three strokes of a
large-tooth comb completed his toilet.
It would be rash to predict how Passepartout's lively nature would 
agree with Mr. Fogg. It was impossible to tell whether the new 
servant would turn out as absolutely methodical as his master 
required; experience alone could solve the question. Passepartout 
had been a sort of vagrant in his early years, and now yearned for
repose; but so far he had failed to find it, though he had already
served in ten English houses. But he could not take root in any of 
these; with chagrin, he found his masters invariably whimsical and 
irregular, constantly running about the country, or on the look­
out for adventure. His last master, young Lord Longferry, Member 
of Parliament, after passing his nights in the Haymarket taverns, 
was too often brought home in the morning on policemen's 
shoulders. Passepartout, desirous of respecting the gentleman whom 
he served, ventured a mild remonstrance on such conduct; which, 
being ill-received, he took his leave. Hearing that Mr. Phileas 
Fogg was looking for a servant, and that his life was one of 
unbroken regularity, that he neither travelled nor stayed from 
home overnight, he felt sure that this would be the place he was 
after. He presented himself, and was accepted, as has been seen.
At half-past eleven, then, Passepartout found himself alone in the 
house in Saville Row. He begun its inspection without delay, 
scouring it from cellar to garret. So clean, well-arranged, solemn 
a mansion pleased him; it seemed to him like a snail's shell, 
lighted and warmed by gas, which sufficed for both these purposes.
He was so exact that he was never in a hurry, was always ready, and was economical 
alike of his steps and his motions. He never took one step too many, and always went to 
his destination by the shortest cut; he made no superfluous gestures, and was never seen 
to be moved or agitated. He was the most deliberate person in the world, yet always 
reached his destination at the exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he knew that in 
this world account must be taken of friction, and that friction retards, he never rubbed 
against anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had abandoned his own 
country for England, taking service as a valet, he had in vain searched for a master after 
his own heart. Passepartout was by no means one of those pert dunces depicted by 
Moliere with a bold gaze and a nose held high in the air; he was an honest fellow, with a 
pleasant face, lips a trifle protruding, soft-mannered and serviceable, with a good round 
head, such as one likes to see on the shoulders of a friend. His eyes were blue, his 
complexion rubicund, his figure almost portly and well-built, his body muscular, and his 
physical powers fully developed by the exercises of his younger days. His brown hair was 
somewhat tumbled; for, while the ancient sculptors are said to have known eighteen 
methods of arranging Minerva's tresses, Passepartout was familiar with but one of 
dressing his own: three strokes of a large-tooth comb completed his toilet.
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It 
was impossible to tell whether the new servant would turn out as absolutely methodical as 
his master required; experience alone could solve the question. Passepartout had been a 
sort of vagrant in his early years, and now yearned for repose; but so far he had failed to 
find it, though he had already served in ten English houses. But he could not take root in 
any of these; with chagrin, he found his masters invariably whimsical and irregular, 
constantly running about the country, or on the look-out for adventure. His last master, 
young Lord Longferry, Member of Parliament, after passing his nights in the Haymarket 
taverns, was too often brought home in the morning on policemen's shoulders. 
Passepartout, desirous of respecting the gentleman whom he served, ventured a mild 
remonstrance on such conduct; which, being ill-received, he took his leave. Hearing that 
Mr. Phileas Fogg was looking for a servant, and that his life was one of unbroken 
regularity, that he neither travelled nor stayed from home overnight, he felt sure that this 
would be the place he was after. He presented himself, and was accepted, as has been 
seen.
At half-past eleven, then, Passepartout found himself alone in the house in Saville Row. 
He begun its inspection without delay, scouring it from cellar to garret. So clean, well- 
arranged, solemn a mansion pleased him; it seemed to him like a snail's shell, lighted and 
warmed by gas, which sufficed for both these purposes. When Passepartout reached the 
second story he recognised at once the room which he was to inhabit, and he was well 
satisfied with it. Electric bells and speaking-tubes afforded communication with the lower 
stories; while on the mantel stood an electric clock, precisely like that in Mr. Fogg's 
bedchamber, both beating the same second at the same instant. "That's good, that'll do," 
said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a 
programme of the daily routine of the house. It comprised all that was required of the 
servant, from eight in the morning, exactly at which hour Phileas Fogg rose, till half-past 
eleven, when he left the house for the Reform Club—all the details of service, the tea and 
toast at twenty-three minutes past eight, the shaving-water at thirty-seven minutes past
He was so exact that he was never in a hurry, was always ready, and was economical 
alike of his steps and his motions. He never took one step too many, and always went to 
his destination by the shortest cut; he made no superfluous gestures, and was never seen 
to be moved or agitated. He was the most deliberate person in the world, yet always 
reached his destination at the exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he knew that in 
this world account must be taken of friction, and that friction retards, he never rubbed 
against anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had abandoned his own 
country for England, taking service as a valet, he had in vain searched for a master after 
his own heart. Passepartout was by no means one of those pert dunces depicted by 
Moliere with a bold gaze and a nose held high in the air; he was an honest fellow, with a 
pleasant face, lips a trifle protruding, soft-mannered and serviceable, with a good round 
head, such as one likes to see on the shoulders of a friend. His eyes were blue, his 
complexion rubicund, his figure almost portly and well-built, his body muscular, and his 
physical powers fully developed by the exercises of his younger days. His brown hair was 
somewhat tumbled; for, while the ancient sculptors are said to have known eighteen 
methods of arranging Minerva's tresses, Passepartout was familiar with but one of 
dressing his own: three strokes of a large-tooth comb completed his toilet.
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It 
was impossible to tell whether the new servant would turn out as absolutely methodical as 
his master required; experience alone could solve the question. Passepartout had been a 
sort of vagrant in his early years, and now yearned for repose; but so far he had failed to 
find it, though he had already served in ten English houses. But he could not take root in 
any of these; with chagrin, he found his masters invariably whimsical and irregular, 
constantly running about the country, or on the look-out for adventure. His last master, 
young Lord Longferry, Member of Parliament, after passing his nights in the Haymarket 
taverns, was too often brought home in the morning on policemen's shoulders. 
Passepartout, desirous of respecting the gentleman whom he served, ventured a mild 
remonstrance on such conduct; which, being ill-received, he took his leave. Hearing that 
Mr. Phileas Fogg was looking for a servant, and that his life was one of unbroken 
regularity, that he neither travelled nor stayed from home overnight, he felt sure that this 
would be the place he was after. He presented himself, and was accepted, as has been 
seen.
At half-past eleven, then, Passepartout found himself alone in the house in Saville Row. 
He begun its inspection without delay, scouring it from cellar to garret. So clean, well- 
arranged, solemn a mansion pleased him; it seemed to him like a snail's shell, lighted and 
warmed by gas, which sufficed for both these purposes. When Passepartout reached the 
second story he recognised at once the room which he was to inhabit, and he was well 
satisfied with it. Electric bells and speaking-tubes afforded communication with the lower 
stories; while on the mantel stood an electric clock, precisely like that in Mr. Fogg's 
bedchamber, both beating the same second at the same instant. "That's good, that'll do," 
said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a 
programme of the daily routine of the house. It comprised all that was required of the
He was so exact that he was never in a hurry, was always ready, and was economical alike o f his 
steps and his motions. He never took one step too many, and always went to his destination by the 
shortest cut; he made no superfluous gestures, and was never seen to be moved or agitated. He was 
the most deliberate person in the world, yet always reached his destination at the exact moment.
He lived alone, and, so to speak, outside o f every social relation; and as he knew that in this world 
account must be taken o f friction, and that friction retards, he never rubbed against anybody.
As for Passepartout, he was a true Parisian o f Paris. Since he had abandoned his own country for 
England, talcing service as a valet, he had in vain searched for a master after his own heart. 
Passepartout was by no means one o f those pert dunces depicted by Moliere with a bold gaze and a 
nose held high in the air; he was an honest fellow, with a pleasant face, lips a trifle protruding, soft- 
mannered and serviceable, with a good round head, such as one likes to see on the shoulders o f a 
friend. His eyes were blue, his complexion rubicund, his figure almost portly and well-built, his 
body muscular, and his physical powers fully developed by the exercises o f his younger days. His 
brown hair was somewhat tumbled; for, while the ancient sculptors are said to have known eighteen 
methods o f arranging Minerva's tresses, Passepartout was familial- with but one o f dressing his own: 
three strokes o f a large-tooth comb completed his toilet.
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It was 
impossible to tell whether the new servant would turn out as absolutely methodical as his master 
required; experience alone could solve the question. Passepartout had been a sort o f vagrant in his 
early years, and now yearned for repose; but so far he had failed to find it, though he had already 
served in ten English houses. But he could not take root in any o f these; with chagrin, he found his 
masters invariably whimsical and irregular, constantly running about the country, or 011 the look-out 
for adventure. His last master, young Lord Longferry, Member o f Parliament, after passing his 
nights in the Haymarket taverns, was too often brought home in die morning on policemen's 
shoulders. Passepartout, desirous o f respecting the gentleman whom he served, ventured a mild 
remonstrance on such conduct; which, being ill-received, he took his leave. Hearing that Mr. 
Phileas Fogg was looking for a servant, and that his life was one o f unbroken regularity, that he 
neidier travelled nor stayed from home overnight, he felt sure that this would be die place he was 
after. He presented himself, and was accepted, as has been seen.
At half-past eleven, then, Passepartout found himself alone in the house in Saville Row. He begun 
its inspection without delay, scouring it from cellar to garret. So clean, well-arranged, solemn a 
mansion pleased him; it seemed to him like a snail's shell, lighted and warmed by gas, which 
sufficed for both these purposes. When Passepartout reached the second story he recognised at once 
the room which he was to inhabit, and he was well satisfied with it. Elecbic bells and speaking- 
tubes afforded communication with the lower stories; while on the mantel stood an electric clock, 
precisely like that in Mr. Fogg's bedchamber, both beating the same second at the same instant. 
"That's good, that'll do," said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a 
programme of the daily routine o f the house. It comprised all that was required o f the servant, from 
eight in the morning, exactly at which hour Phileas Fogg rose, till half-past eleven, when he left the 
house for the Reform Club—all the details o f service, die tea and toast at twenty-three minutes past 
eight, the shaving-water at thirty-seven minutes past nine, and the toilet at twenty minutes before 
ten. Everything was regulated and foreseen that was to be done from half-past eleven a.m. till 
midnight, the hour at which the methodical gentleman retired.
Mr. Fogg's wardrobe was amply supplied and in die best taste. Each pair o f trousers, coat, and vest 
bore a number, indicating the time o f year and season at which they were in turn to be laid out for
He was so exact tha t he was never in a hurry, was always ready, and was 
economical alike of his steps and his motions. He never took one step too 
many, and always went to his destination by the shortest cut; he made no 
superfluous gestures, and was never seen to be moved or agitated. He was the 
most deliberate person in the world, yet always reached his destination at the 
exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he 
knew tha t in this world account must be taken of friction, and tha t friction 
retards, he never rubbed against anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had abandoned 
his own country fo r England, taking service as a valet, he had in vain searched 
for a master after his own heart. Passepartout was by no means one of those 
pert dunces depicted by Moliere with a bold gaze and a nose held high in the 
air; he was an honest fellow, with a pleasant face, lips a trifle  protruding, soft- 
mannered and serviceable, with a good round head, such as one likes to see 
on the shoulders of a friend. His eyes were blue, his complexion rubicund, his 
figure almost portly and well-built, his body muscular, and his physical powers 
fu lly developed by the exercises of his younger days. His brown hair was 
somewhat tum bled; for, while the ancient sculptors are said to have known 
eighteen methods of arranging Minerva's tresses, Passepartout was fam iliar 
w ith but one of dressing his own: three strokes of a large-tooth comb 
completed his toilet.
I t  would be rash to predict how Passepartout's lively nature would agree with 
Mr. Fogg. I t  was impossible to tell whether the new servant would turn out as 
absolutely methodical as his master required; experience alone could solve the 
question. Passepartout had been a sort of vagrant in his early years, and now 
yearned fo r repose; but so fa r he had failed to find it, though he had already 
served in ten English houses. But he could not take root in any of these; with 
chagrin, he found his masters invariably whimsical and irregular, constantly 
running about the country, or on the look-out fo r adventure. His last master, 
young Lord Longferry, Member of Parliament, a fter passing his nights in the 
Haymarket taverns, was too often brought home in the morning on 
policemen's shoulders. Passepartout, desirous of respecting the gentleman 
whom he served, ventured a mild remonstrance on such conduct; which, being 
ill-received, he took his leave. Hearing tha t Mr. Phileas Fogg was looking fo r a 
servant, and tha t his life was one of unbroken regularity, tha t he neither 
travelled nor stayed from home overnight, he fe lt sure tha t this would be the 
place he was after. He presented himself, and was accepted, as has been seen.
At half-past eleven, then, Passepartout found himself alone in the house in 
Saville Row. He begun its inspection w ithout delay, scouring it from cellar to 
garret. So clean, well-arranged, solemn a mansion pleased him ; it seemed to 
him like a snail's shell, lighted and warmed by gas, which sufficed fo r both 
these purposes. When Passepartout reached the second story he recognised at 
once the room which he was to inhabit, and he was well satisfied w ith it. 
Electric bells and speaking-tubes afforded communication w ith the lower
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He was so exact that he was never in a hurry, was always ready, and was economical 
alike of his steps and his motions. He never took one step too many, and always went to 
his destination by the shortest cut; he made no superfluous gestures, and was never seen 
to be moved or agitated. He was the most deliberate person in the world, yet always 
reached his destination at the exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he knew that in 
this world account must be taken of friction, and that friction retards, he never rubbed 
against anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had abandoned his own 
country for England, taking service as a valet, he had in vain searched for a master after 
his own heart. Passepartout was by no means one of those pert dunces depicted by 
Moliere with a bold gaze and a nose held high in the air; he was an honest fellow, with a 
pleasant face, lips a trifle protruding, soft-mannered and serviceable, with a good round 
head, such as one likes to see on the shoulders of a friend. His eyes were blue, his 
complexion rubicund, his figure almost portly and well-built, his body muscular, and his 
physical powers fully developed by the exercises of his younger days. His brown hair was 
somewhat tumbled; for, while the ancient sculptors are said to have known eighteen 
methods of arranging Minerva's tresses, Passepartout was familiar with but one of 
dressing his own: three strokes of a large-tooth comb completed his toilet.
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It 
was impossible to tell whether the new servant would turn out as absolutely methodical as 
his master required; experience alone could solve the question. Passepartout had been a 
sort of vagrant in his early years, and now yearned for repose; but so far he had failed to 
find it, though he had already served in ten English houses. But he could not take root in 
any of these; with chagrin, he found his masters invariably whimsical and irregular, 
constantly running about the country, or on the look-out for adventure. His last master, 
young Lord Longferry, Member of Parliament, after passing his nights in the Haymarket 
taverns, was too often brought home in the morning on policemen's shoulders. 
Passepartout, desirous of respecting the gentleman whom he served, ventured a mild 
remonstrance on such conduct; which, being ill-received, he took his leave. Hearing that 
Mr. Phileas Fogg was looking for a servant, and that his life was one of unbroken 
regularity, that he neither travelled nor stayed from home overnight, he felt sure that this 
would be the place he was after. He presented himself, and was accepted, as has been 
seen.
At half-past eleven, then, Passepartout found himself alone in the house in Saville Row. 
He begun its inspection without delay, scouring it from cellar to garret. So clean, well- 
arranged, solemn a mansion pleased him; it seemed to him like a snail's shell, lighted and 
warmed by gas, which sufficed for both these purposes. When Passepartout reached the 
second story he recognised at once the room which he was to inhabit, and he was well 
satisfied with it. Electric bells and speaking-tubes afforded communication with the lower 
stories; while on the mantel stood an electric clock, precisely like that in Mr. Fogg's 
bedchamber, both beating the same second at the same instant. "That's good, that'll do," 
said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a 
programme of the daily routine of the house. It comprised all that was required of the 
servant, from eight in the morning, exactly at which hour Phileas Fogg rose, till half-past 
eleven, when he left the house for the Reform Club— all the details of service, the tea and
He was so exact that he was never in a hurry, was always ready, and was economical 
alike of his steps and his motions. He never took one step too many, and always went to 
his destination by the shortest cut; he made no superfluous gestures, and was never seen 
to be moved or agitated. He was the most deliberate person in the world, yet always 
reached his destination at the exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he knew that in 
this world account must be taken of friction, and that friction retards, he never rubbed 
against anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had abandoned his own 
country for England, taking service as a valet, he had in vain searched for a master after 
his own heart. Passepartout was by no means one of those pert dunces depicted by 
Moliere with a bold gaze and a nose held high in the air; he was an honest fellow, with a 
pleasant face, lips a trifle protruding, soft-mannered and serviceable, with a good round 
head, such as one likes to see on the shoulders of a friend. His eyes were blue, his 
complexion rubicund, his figure almost portly and well-built, his body muscular, and his 
physical powers fully developed by the exercises of his younger days. His brown hair was 
somewhat tumbled; for, white the ancient sculptors are said to have known eighteen 
methods of arranging Minerva's tresses, Passepartout was familiar with but one of 
dressing his own: three strokes of a large-tooth comb completed his toilet.
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It 
was impossible to tell whether the new servant would turn out as absolutely methodical as 
his master required; experience alone could solve the question. Passepartout had been a 
sort of vagrant in his early years, and now yearned for repose; but so far he had failed to 
find it, though he had already served in ten English houses. But he could not take root in 
any of these; with chagrin, he found his masters invariably whimsical and irregular, 
constantly running about the country, or on the look-out for adventure. His last master, 
young Lord Longferry, Member of Parliament, after passing his nights in the Haymarket 
taverns, was too often brought home in the morning on policemen's shoulders. 
Passepartout, desirous of respecting the gentleman whom he served, ventured a mild 
remonstrance on such conduct; which, being ill-received, he took his leave. Hearing that 
Mr. Phileas Fogg was looking for a servant, and that his life was one of unbroken 
regularity, that he neither travelled nor stayed from home overnight, he felt sure that this 
would be the place he was after. He presented himself, and was accepted, as has been 
seen.
At half-past eleven, then, Passepartout found himself alone in the house in Saville Row. 
He begun its inspection without delay, scouring it from cellar to garret. So clean, well- 
arranged, solemn a mansion pleased him; it seemed to him like a snail's shell, lighted and 
warmed by gas, which sufficed for both these purposes. When Passepartout reached the 
second story he recognised at once the room which he was to inhabit, and he was well 
satisfied with it. Electric bells and speaking-tubes afforded communication with the lower 
stories; while on the mantel stood an electric clock, precisely like that in Mr. Fogg's 
bedchamber, both beating the same second at the same instant. "That's good, that'll do," 
said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a 
programme of the daily routine of the house. It comprised all that was required of the 
servant, from eight in the morning, exactly at which hour Phileas Fogg rose, till half-past 
eleven, when he left the house for the Reform Club-all the details of service, the tea and
He was so exact that he was never in a hurry, was always ready, and was economical 
alike of his steps and his motions. He never took one step too many, and always went to 
his destination by the shortest cut; he made no superfluous gestures, and was never seen 
to be moved or agitated. He was the most deliberate person in the world, yet always 
reached his destination at the exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he knew that in 
this world account must be taken of friction, and that friction retards, he never rubbed 
against anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had abandoned his own 
country for England, taking service as a valet, he had in vain searched for a master after 
his own heart. Passepartout was by no means one of those pert dunces depicted by 
Moliere with a bold gaze and a nose held high in the air; he was an honest fellow, with a 
pleasant face, lips a trifle protruding, soft-mannered and serviceable, with a good round 
head, such as one likes to see on the shoulders of a friend. His eyes were blue, his 
complexion rubicund, his figure almost portly and well-built, his body muscular, and his 
physical powers fully developed by the exercises of his younger days. His brown hair was 
somewhat tumbled; for, while the ancient sculptors are said to have known eighteen 
methods of arranging Minerva's tresses, Passepartout was familiar with but one of 
dressing his own: three strokes of a large-tooth comb completed his toilet.
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It 
was impossible to tell whether the new servant would turn out as absolutely methodical as 
his master required; experience alone could solve the question. Passepartout had been a 
sort of vagrant in his early years, and now yearned for repose; but so far he had failed to 
find it, though he had already served in ten English houses. But he could not take root in 
any of these; with chagrin, he found his masters invariably whimsical and irregular, 
constantly running about the country, or on the look-out for adventure. His last master, 
young Lord Longferry, Member of Parliament, after passing his nights in the Haymarket 
taverns, was too often brought home in the morning on policemen's shoulders. 
Passepartout, desirous of respecting the gentleman whom he served, ventured a mild 
remonstrance on such conduct; which, being ill-received, he took his leave. Hearing that 
Mr. Phileas Fogg was looking for a servant, and that his life was one of unbroken 
regularity, that he neither travelled nor stayed from home overnight, he felt sure that this 
would be the place he was after. He presented himself, and was accepted, as has been 
seen.
At half-past eleven, then, Passepartout found himself alone in the house in Saville Row. 
He begun its inspection without delay, scouring it from cellar to garret. So clean, well- 
arranged, solemn a mansion pleased him; it seemed to him like a snail's shell, lighted and 
warmed by gas, which sufficed for both these purposes. When Passepartout reached the 
second story he recognised at once the room which he was to inhabit, and he was well 
satisfied with it. Electric bells and speaking-tubes afforded communication with the lower 
stories; while on the mantel stood an electric clock, precisely like that in Mr. Fogg's 
bedchamber, both beating the same second at the same instant. "That's good, that'll do," 
said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a 
programme of the daily routine of the house. It comprised all that was required of the 
servant, from eight in the morning, exactly at which hour Phileas Fogg rose, till half-past 
eleven, when he left the house for the Reform Club— all the details of service, the tea and
He was so exact that he was never in a hurry, was always ready, and was economical 
alike of his steps and his motions. He never took one step too many, and always went to 
his destination by the shortest cut; he made no superfluous gestures, and was never seen 
to be moved or agitated. He was the most deliberate person in the world, yet always 
reached his destination at the exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he knew that in 
this world account must be taken of friction, and that friction retards, he never rubbed 
against anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had abandoned his own 
country for England, taking service as a valet, he had in vain searched for a master after 
his own heart. Passepartout was by no means one of those pert dunces depicted by 
Moliere with a bold gaze and a nose held high in the air; he was an honest fellow, with a 
pleasant face, lips a trifle protruding, soft-mannered and serviceable, with a good round 
head, such as one likes to see on the shoulders of a friend. His eyes were blue, his 
complexion rubicund, his figure almost portly and well-built, his body muscular, and his 
physical powers fully developed by the exercises of his younger days. His brown hair was 
somewhat tumbled; for, while the ancient sculptors are said to have known eighteen 
methods of arranging Minerva's tresses, Passepartout was familiar with but one of 
dressing his own: three strokes of a large-tooth comb completed his toilet.
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It 
was impossible to tell whether the new servant would turn out as absolutely methodical as 
his master required; experience alone could solve the question. Passepartout had been a 
sort of vagrant in his early years, and now yearned for repose; but so far he had failed to 
find it, though he had already served in ten English houses. But he could not take root in 
any of these; with chagrin, he found his masters invariably whimsical and irregular, 
constantly running about the country, or on the look-out for adventure. His last master, 
young Lord Longferry, Member of Parliament, after passing his nights in the Haymarket 
taverns, was too often brought home in the morning on policemen's shoulders. 
Passepartout, desirous of respecting the gentleman whom he served, ventured a mild 
remonstrance on such conduct; which, being ill-received, he took his leave. Hearing that 
Mr. Phileas Fogg was looking for a servant, and that his life was one of unbroken 
regularity, that he neither travelled nor stayed from home overnight, he felt sure that this 
would be the place he was after. He presented himself, and was accepted, as has been 
seen.
At half-past eleven, then, Passepartout found himself alone in the house in Saville Row. 
He begun its inspection without delay, scouring it from cellar to garret. So clean, well- 
arranged, solemn a mansion pleased him; it seemed to him like a snail's shell, lighted and 
warmed by gas, which sufficed for both these purposes. When Passepartout reached the 
second story he recognised at once the room which he was to inhabit, and he was well 
satisfied with it. Electric bells and speaking-tubes afforded communication with the lower 
stories; while on the mantel stood an electric clock, precisely like that in Mr. Fogg's 
bedchamber, both beating the same second at the same instant. "That's good, that'll do," 
said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a 
programme of the daily routine of the house. It comprised all that was required of the 
servant, from eight in the morning, exactly at which hour Phileas Fogg rose, till half-past 
eleven, when he left the house for the Reform Club-all the details of service, the tea and
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He was so exact that he was never in a hurry, was always ready, and was economical alike of his 
steps and his motions. He never took one step too many, and always went to his destination by the 
shortest cut; he made no superfluous gestures, and was never seen to be moved or agitated. He was 
the most deliberate person in the world, yet always reached his destination at the exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he knew that in this world 
account must be taken of friction, and that friction retards, he never rubbed against anybody.
As for Passepartout, he was a true Parisian o f Paris. Since he had abandoned his own country for 
England, taking seivice as a valet, he had in vain searched for a master after his own heart. 
Passepartout was by no means one of those pert dunces depicted by Moliere with a bold gaze and a 
nose held high in the air; he was an honest fellow, with a pleasant face, lips a trifle protruding, soft- 
mannered and serviceable, with a good round head, such as one likes to see on the shoulders of a 
friend. His eyes were blue, his complexion rubicund, his figure almost portly and well-built, his 
body muscular, and his physical powers fully developed by the exercises of his younger days. His 
brown hair was somewhat tumbled; for, while the ancient sculptors are said to have known eighteen 
methods o f arranging Minerva's tresses, Passepartout was familiar with but one of dressing his own: 
three strokes o f a large-tooth comb completed his toilet.
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It was 
impossible to tell whether the new servant would turn out as absolutely methodical as his master 
required; experience alone could solve the question. Passepartout had been a sort of vagrant in his 
early years, and now yearned for repose; but so far he had failed to find it, though he had already 
served in ten English houses. But he could not take root in any of these; with chagrin, he found his 
masters invariably whimsical and irregular, constantly running about the country, or on the look-out 
for adventure. His last master, young Lord Longferry, Member of Parliament, after passing his 
nights in the Haymarket taverns, was too often brought home in the morning on policemen's 
shoulders. Passepartout, desirous of respecting the gentleman whom he served, ventured a mild 
remonstrance on such conduct; which, being ill-received, he took his leave. Hearing that Mr. 
Phileas Fogg was looking for a servant, and that his life was one of unbroken regularity, that he 
neither travelled nor stayed ftom home overnight, he felt sure that this would be the place he was 
after. He presented himself, and was accepted, as has been seen.
At half-past eleven, then, Passepartout found himself alone in the house in Saville Row. He begun 
its inspection without delay, scouring it ftom cellar to garret. So clean, well-arranged, solemn a 
mansion pleased him; it seemed to him like a snail's shell, lighted and warmed by gas, which 
sufficed for both these purposes. When Passepartout reached tire second story he recognised at once 
the room which he was to inhabit, and he was well satisfied with it. Electric bells and speaking- 
tubes afforded communication with tire lower stories; while on the mantel stood an electric clock, 
precisely like that in Mr. Fogg's bedchamber, both beating the same second at the same instant. 
"That's good, that'll do," said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a 
programme of the daily routine of the house. It comprised all that was required of tire servant, from 
eight in the morning, exactly at which hour Phileas Fogg rose, till half-past eleven, when he left the 
house for the Reform Club-all the details of seivice, the tea and toast at twenty-three minutes past 
eight, the shaving-water at thirty-seven minutes past nine, and the toilet at twenty minutes before 
ten. Everything was regulated and foreseen that was to be done from half-past eleven a.m. till 
midnight, the hour at which the methodical gentleman retired.
Mr. Fogg's wardrobe was amply supplied and in the best taste. Each pair of trousers, coat, and vest
bore a number, indicating the time of year- and season at which they were in turn to be laid out for
He was so exact that he was never in a hurry, was always ready, and was economical alike of his 
steps and his motions. He never took one step too many, and always went to his destination by the 
shortest cut; he made no superfluous gestures, and was never seen to be moved or agitated. He was 
the most deliberate person in the world, yet always reached his destination at the exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he knew that in this world 
account must be taken of friction, and that friction retards, he never rubbed against anybody.
As for Passepartout, he was a true Parisian o f Paris. Since he had abandoned his own country for 
England, taking service as a valet, he had in vain searched for a master after his own heart. 
Passepartout was by no means one of those pert dunces depicted by Moliere with a bold gaze and a 
nose held high in the air; he was an honest fellow, with a pleasant face, lips a trifle protruding, soft- 
mannered and serviceable, with a good round head, such as one likes to see on the shoulders o f a 
friend. His eyes were blue, his complexion rubicund, his figure almost portly and well-built, his 
body muscular, and his physical powers fully developed by the exercises o f his younger days. His 
brown hair was somewhat tumbled; for, while the ancient sculptors are said to have known eighteen 
methods o f arranging Minerva's tresses, Passepartout was familiar with but one o f dressing his own: 
three strokes of a large-tooth comb completed his toilet.
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It was 
impossible to tell whether the new servant would turn out as absolutely methodical as his master 
required; experience alone could solve the question. Passepartout had been a sort of vagrant in his 
early years, and now yearned for repose; but so far he had failed to find it, though he had already 
served in ten English houses. But he could not take root in any of these; with chagrin, he found his 
masters invariably whimsical and irregular, constantly running about the country, or on the look-out 
for adventure. His last master, young Lord Longferry, Member o f Parliament, after passing his 
nights in the Haymarket taverns, was too often brought home in the morning on policemen's 
shoulders. Passepartout, desirous of respecting the gentleman whom he served, ventured a mild 
remonstrance on such conduct; which, being ill-received, he took his leave. Hearing that Mr. 
Phileas Fogg was looking for a servant, and that his life was one o f unbroken regularity, that he 
neither travelled nor stayed from home overnight, he felt sure that this would be the place he was 
after. He presented himself, and was accepted, as has been seen.
At half-past eleven, then, Passepartout found himself alone in the house in Saville Row. He begun 
its inspection without delay, scouring it from cellar to garret. So clean, well-arranged, solemn a 
mansion pleased him; it seemed to him like a snail's shell, lighted and warmed by gas, which 
sufficed for both these purposes. When Passepartout reached the second story he recognised at once 
the room which he was to inhabit, and he was well satisfied with it. Electric bells and speaking- 
tubes afforded communication with the lower stories; while on the mantel stood an electric clock, 
precisely like that in Mr. Fogg's bedchamber, both beating the same second at the same instant. 
"That's good, that'll do," said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a 
programme of the daily routine of the house. It comprised all that was required of the servant, from 
eight in the morning, exactly at which hour Phileas Fogg rose, till half-past eleven, when he left the 
house for the Reform Club-all the details of service, the tea and toast at twenty-three minutes past 
eight, the shaving-water at thirty-seven minutes past nine, and the toilet at twenty minutes before 
ten. Eveiything was regulated and foreseen that was to be done from half-past eleven a.m. till 
midnight, the hour at which the methodical gentleman retired.
Mr. Fogg's wardrobe was amply supplied and in the best taste. Each pair of trousers, coat, and vest
bore a number, indicating the time of year and season at which they were in turn to be laid out for
He was so exact that he was never in a hurry, was always ready, and was economical alike of his 
steps and his motions. He never took one step too many, and always went to his destination by the 
shortest cut; he made no superfluous gestures, and was never seen to be moved or agitated. He was 
the most deliberate person in the world, yet always reached his destination at the exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he knew that in this world 
account must be taken of friction, and that friction retards, he never nibbed against anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had abandoned his own country for 
England, taking service as a valet, he had in vain searched for a master after his own heart. 
Passepartout was by no means one of those pert dunces depicted by Moliere with a bold gaze and a 
nose held high in the air; he was an honest fellow, with a pleasant face, lips a trifle protruding, soft- 
mannered and serviceable, with a good round head, such as one likes to see on the shoulders of a 
friend. His eyes were blue, his complexion rubicund, his figure almost portly and well-built, his 
body muscular, and his physical powers fully developed by the exercises of his younger days. His 
brown hair was somewhat tumbled; for, while the ancient sculptors are said to have known eighteen 
methods o f arranging Minerva's tresses, Passepartout was familiar with but one of dressing his own: 
three strokes of a large-tooth comb completed his toilet.
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It was 
impossible to tell whether the new servant would turn out as absolutely methodical as his master 
required; experience alone could solve the question. Passepartout had been a sort of vagrant in his 
early years, and now yearned for repose; but so far he had failed to find it, though he had already 
served in ten English houses. But he could not take root in any of these; with chagrin, he found his 
masters invariably whimsical and irregular, constantly running about the country, or on the look-out 
for adventure. His last master, young Lord Longferry, Member of Parliament, after passing his 
nights in the Haymarket taverns, was too often brought home in the morning on policemen's 
shoulders. Passepartout, desirous of respecting the gentleman whom he served, ventured a mild 
remonstrance on such conduct; which, being ill-received, he took his leave. Hearing that Mr. 
Phileas Fogg was looking for a servant, and that his life was one of unbroken regularity, that he 
neither travelled nor stayed from home overnight, he felt sure that this would be the place he was 
after. He presented himself, and was accepted, as has been seen.
At half-past eleven, then, Passepartout found himself alone in the house in Saville Row. He begun 
its inspection without delay, scouring it from cellar to garret. So clean, well-arranged, solemn a 
mansion pleased him; it seemed to him like a snail's shell, lighted and warmed by gas, which 
sufficed for both these purposes. When Passepartout reached the second story he recognised at once 
the room which he was to inhabit, and he was well satisfied with it. Electric bells and speaking- 
tubes afforded communication with the lower stories; while on the mantel stood an electric clock, 
precisely like that in Mr. Fogg's bedchamber, both beating the same second at the same instant. 
"That's good, that'll do," said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a 
programme of the daily routine of the house. It comprised all that was required of the servant, from 
eight in the morning, exactly at which hour Phileas Fogg rose, till half-past eleven, when he left the 
house for the Reform Club--all the details of service, the tea and toast at twenty-three minutes past 
eight, the shaving-water at thirty-seven minutes past nine, and the toilet at twenty minutes before 
ten. Everything was regulated and foreseen that was to be done from half-past eleven a.m. till 
midnight, the hour at which the methodical gentleman retired.
Mr. Fogg's wardrobe was amply supplied and in the best taste. Each pair of trousers, coat, and vest
bore a number, indicating the time of year and season at which they were in turn to be laid out for
He was so exact tha t he was never in a hurry, was always ready, and was 
economical alike o f his steps and his motions. He never took one step too 
many, and always went to  his destination by the shortest cut; he made no 
superfluous gestures, and was never seen to  be moved or agitated. He was the 
most deliberate person in the world, y e t always reached his destination at the 
exact moment.
He lived alone, and, so to  speak, outside o f eve ry  social relation; and as he 
knew tha t in this world account must be taken o f fric tion , and that friction 
retards, he never rubbed against anybody.
As for Passepartout, he was a true Parisian o f Paris. Since he had abandoned 
his own country for England, taking service as a valet, he had in vain searched 
for a m aster a fte r his own heart. Passepartout was by no means one o f those 
pert dunces depicted by Moliere w ith a bold gaze and a nose held high in the 
air; he was an honest fellow, w ith a pleasant face, lips a tr if le  protruding, soft- 
mannered and serviceable, w ith a good round head, such as one likes to  see 
on the shoulders o f a friend. His eyes were blue, his complexion rubicund, his 
fig u re  alm ost portly and well-built, his body muscular, and his physical powers 
fu lly  developed by the exercises o f his younger days. His brown hair was 
som ewhat tumbled; for, while the ancient sculptors are said to  have known 
eighteen methods o f arranging Minerva's tresses, Passepartout was familiar 
w ith  but one o f dressing his own: th ree  strokes o f a large-tooth comb 
completed his toilet.
I t  would be rash to  predict how Passepartout's lively nature would agree with 
Mr. Fogg. I t  was impossible to  tell w hether the new servant would turn  out as 
absolutely methodical as his m aster required; experience alone could solve the 
question. Passepartout had been a so rt o f vagrant in his early years, and now 
yearned fo r repose; but so far he had failed to  find it, though he had already 
served in ten English houses. But he could not take root in any o f these; with 
chagrin, he found his m a ste rs  inva riab ly  whimsical and irregular, constantly 
running about the country, or on the look-out for adventure. His last master, 
young Lord Longferry, Member o f Parliament, a fte r passing his nights in the 
H aym arket taverns, was too often brought home in the morning on 
po licem en’s shoulders. Passepartout, desirous o f respecting the gentleman 
whom he served, ventured a mild remonstrance on such conduct; which, being 
ill-rece ived, he took his leave. Hearing tha t Mr. Phileas Fogg was looking fo r a 
s e rv a n t, and th a t his life was one o f unbroken regularity, tha t he neither 
travelled nor stayed fro m  home overnight, he felt sure that this would be the 
place he was after. He presented himself, and was accepted, as has been seen.
A t h a lf-p a s t e leven, then, Passepartout found himself alone in the house in 
Saville Row. He begun its inspection w ithout delay, scouring it from  cellar to  
garret. So clean, well-arranged, solemn a mansion pleased him; it seemed to 
him like a snail's shell, lighted and warm ed by gas, which sufficed fo r both 
these purposes. When Passepartout reached the second story he recognised at 
once the room  which he was to  inhabit, and he was well satisfied with it. 
E lectric  bells and speaking-tubes afforded communication w ith the lower
He was so exact tha t he was never in a hurry, was always ready, and was 
economical alike o f his steps and his motions. He never took one step too 
many, and always went to  his destination by the shortest cut; he made no 
superfluous gestures, and was never seen to  be moved or agitated. He was the 
m ost deliberate person in the world, ye t always reached his destination at the 
exact moment.
He lived alone, and, so to  speak, outside o f every social relation; and as he 
knew th a t in this world account m ust be taken o f fric tion , and that friction 
retards, he never rubbed against anybody.
As fo r  Passepartout, he was a true  Parisian o f Paris. Since he had abandoned 
his own country fo r England, taking service as a valet, he had in vain searched 
for a master a fte r his own heart. Passepartout was by no means one o f those 
p e rt dunces depicted by Moliere w ith a bold gaze and a nose held high in the 
air; he was an honest fellow, w ith a pleasant face, lips a trifle  protruding, so ft- 
mannered and serviceable, w ith a good round head, such as one likes to  see 
on the shoulders o f a friend. His eyes were blue, his complexion rubicund, his 
figure alm ost po rtly  and well-built, his body muscular, and his physical powers 
fu lly  developed by the exercises o f his younger days. His brown hair was 
somewhat tumbled; fo r, while the ancient sculptors are said to  have known 
eighteen methods o f arranging Minerva's tresses, Passepartout was familiar 
w ith  but one o f dressing his own: three strokes of a large-tooth comb 
completed his toilet.
I t  would be rash to  predict how Passepartout's lively nature would agree with 
Mr. Fogg. I t  was impossible to  tell whether the new servant would turn out as 
absolutely methodical as his m aster required; experience alone could solve the 
question. Passepartout had been a so rt o f vagrant in his early years, and now 
yearned fo r  repose; but so fa r he had failed to  find it, though he had already 
served in ten English houses. But he could not take roo t in any o f these; with 
chagrin, he found his m aste rs  invariably whimsical and irregular, constantly 
running about the country, or on the look-out fo r adventure. His last master, 
young Lord Longferry, Member o f Parliament, after passing his nights in the 
Haym arket taverns, was too  often brought home in the morning on 
policemen's shoulders. Passepartout, desirous o f respecting the gentleman 
whom he served, ventured a mild remonstrance on such conduct; which, being 
ill-received, he took his leave. Hearing th a t Mr. Phileas Fogg was looking fo r  a 
se rvan t, and th a t his life was one o f unbroken regularity, th a t he neither 
travelled nor stayed from  home overnight, he fe lt sure that this would be the 
place he was after. He presented himself, and was accepted, as has been seen.
A t ha lf-past eleven, then, Passepartout found himself alone in the house in 
Saville Row. He begun its  inspection w ithout delay, scouring it from  cellar to  
garret. So clean, well-arranged, solemn a mansion pleased him; it seemed to  
him like a snail's shell, lighted and warm ed by gas, which sufficed fo r both 
these purposes. When Passepartout reached the second sto ry  he recognised at 
once the room  which he was to  inhabit, and he was well satisfied with it. 
Electric bells and speaking-tubes afforded communication w ith the lower
He was so e xa c t th a t he was never in a h u rry , was always ready, and was 
economical alike o f his steps and his motions. He never took one step too 
many, and always w en t to  his destination by the s h o rte s t cu t; he made no 
superfluous gestures, and was never seen to  be moved or agitated. He was the 
m ost deliberate person in the w orld , y e t always reached his destination at the 
exact moment.
He lived alone, and, so to  speak, outside o f every social relation; and as he 
knew tha t in this world account must be taken o f fric tion, and tha t fric tion  
retards, he never rubbed against anybody.
As fo r Passepartout, he was a true  Parisian o f Paris. Since he had abandoned 
his own country fo r England, taking service as a valet, he had in vain searched 
fo r a m aster a fte r his own heart. Passepartout was by no means one of those 
p e rt dunces dep icted  by Moliere w ith  a bold gaze and a nose held high in the 
air; he was an honest fellow, w ith a pleasant face, lips a tr ifle  protruding, so ft- 
mannered and serviceable, w ith a good round head, such as one likes to  see 
on the shoulders o f a friend. His eyes were blue, his complexion rubicund, his 
figure almost po rtly  and well-built, his body muscular, and his physical powers 
fully developed by the exercises o f his younger days. His brown hair was 
somewhat tumbled; fo r, while the ancient sculptors are said to  have known 
eighteen m ethods o f arranging M inerva's tre s s e s , P assepartou t was fam ilia r 
w ith but one o f dressing his own: th ree  s trokes  o f a la rge-too th  comb 
completed his toilet.
I t  would be rash to  pred ict how Passepartout's lively nature would agree w ith  
Mr. Fogg. I t  was impossible to  tell whether the new servant would turn out as 
absolute ly m ethodical as his m aster required; experience alone could solve the 
question. Passepartout had been a s o rt o f va g ra n t in his early  yea rs , and now 
yearned fo r repose; but so fa r he had failed to  find it, though he had already 
served in ten English houses. But he could not take roo t in any of these; with 
chagrin , he found his m a s te rs  in va ria b ly  w him sica l and irre g u la r, c o n s ta n tly  
running about the country, or on the look-out fo r adventure. His last m aster, 
young Lord Longferry, Member o f Parliament, a fte r passing his nights in the 
H a y m a rk e t ta v e rn s , was to o  o f te n  b ro u g h t hom e in th e  m orn ing  on 
policemen's shoulders. Passepartout, desirous o f respecting the gentleman 
whom he served, ventured a mild remonstrance on such conduct; which, being 
ill-received, he took his leave. Hearing th a t Mr. Phileas Fogg was looking fo r  a 
s e rv a n t, and th a t his life  was one o f unbroken re g u la r ity , th a t he n e ith e r 
travelled nor stayed from  home overnight, he fe lt sure tha t this would be the 
place he was after. He presented himself, and was accepted, as has been seen.
A t ha lf-past eleven, then, Passepartout found himself alone in the house in 
Saville Row. He begun its inspection w ithout delay, scouring it from  cellar to 
garret. So clean, well-arranged, solemn a mansion pleased him; it seemed to 
him like  a sna il's  she ll, lig h te d  and w arm ed  by gas, w hich su ffice d  fo r  b o th  
these purposes. When Passepartout reached the second s to ry  he recognised at 
once the room which he was to  inhabit, and he was well satisfied w ith it. 
E le c tric  bells and sp e a k in g -tub e s a ffo rd e d  com m unication w ith  the  low er
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He was so exact that he was never in a hurry, was always ready, and was economical alike of his 
steps and his motions. He never took one step too many, and always went to his destination by the 
shortest cut; he made no superfluous gestures, and was never seen to be moved or agitated He was 
the most deliberate person in the world, yet always reached his destination at the exact moment
He lived alone, and, so to speak, outside of every social relation; and as he knew that in this world 
account must be taken of friction, and that friction retards, he never rubbed against anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had abandoned his own country for 
England, taking service as a valet, he had in vain searched for a master after his own heart. 
Passepartout was by no means one of those pert dunces depicted by Moliere with a bold gaze and a 
nose held high in the air; he was an honest fellow, with a pleasant face, lips a trifle protruding, soft- 
mannered and serviceable, with a good round head, such as one likes to see on the shoulders of a 
friend. His eyes were blue, his complexion rubicund, his figure almost portly and well-built, his 
body muscular, and his physical powers fully developed by the exercises of his younger days. His 
brown hair was somewhat tumbled; for, while the ancient sculptors axe said to have known eighteen 
methods of arranging Minerva's tresses, Passepartout was familiar with but one of dressing his own: 
three strokes o f a large-tooth comb completed his toilet
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It was 
impossible to tell whether the new servant would turn out as absolutely methodical as his master 
required; experience alone could solve the question. Passepartout had been a sort of vagrant in his 
early years, and now yearned for repose; but so far he had failed to find it, though he had already 
served in ten English houses. But he could not take root in any of these; with chagrin, he found his 
masters invariably whimsical and irregular, constantly running about the country, or on the look-out 
for adventure. His last master, young Lord Longferry, Member of Parliament, after passing his 
nights in the Haymarket taverns, was too often brought home in the morning on policemen's 
shoulders. Passepartout, desirous of respecting the gentleman whom he served, ventured a mild 
remonstrance on such conduct; which, being ill-received, be took his leave. Hearing that Mr. 
Phileas Fogg was looking for a servant, and that his life was one of unbroken regularity, that he 
neither travelled nor stayed from home overnight, he felt sure that this would be the place he was 
after. He presented himself, and was accepted, as has been seen.
At half-past eleven, then, Passepartout found himself alone in the house in Saville Row. He begun 
its inspection without delay, scouring it from cellar to garret. So clean, well-arranged, solemn a 
mansion pleased him; it seemed to him like a snail's shell, lighted and warmed by gas, which 
sufficed for both these purposes. When Passepartout reached the second story he recognised at once 
the room which he was to inhabit, and he was well satisfied with it. Electric bells and speaking- 
tubes afforded communication with the lower stories; while on the mantel stood an electric clock, 
precisely like that in Mr. Fogg's bedchamber, both beating the same second at the same instant. 
"That’s good, that'll do," said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a 
programme of the daily routine of the house. It comprised all that was required of the servant, from 
eight in the morning, exactly at which hour Phileas Fogg rose, till half-past eleven, when he left the 
house for the Reform Club-all the details of service, the tea and toast at twenty-three minutes past 
eight, the shaving-water at thirty-seven minutes past nine, and the toilet at twenty minutes before 
ten. Everything was regulated and foreseen that was to be done from half-past eleven a.m. till 
midnight, the hour at which the methodical gentleman retired.
Mr. Fogg’s wardrobe was amply supplied and in the best taste. Each pair of trousers, coat, and vest
bore a number, indicating the time of year and season at which they were in turn to be laid out for
He was so exact that he was never in a hurry, was always ready, and was economical alike of his 
steps and his motions. He never took one step too many, and always went to his destination by the 
shortest cut; he made no superfluous gestures, and was never seen to be moved or agitated. He was 
the most deliberate person in the world, yet always reached his destination at the exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he knew that in this world 
account must be taken of friction, and that friction retards, he never rubbed against anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had abandoned his own country for 
England, taking service as a valet, he had in vain searched for a master after his own heart. 
Passepartout was by no means one of those pert dunces depicted by Moliere with a bold gaze and a 
nose held high in the air; he was an honest fellow, with a pleasant face, lips a trifle protruding, soft- 
mannered and serviceable, with a good round head, such as one likes to see on the shoulders of a 
friend. His eyes were blue, his complexion rubicund, his figure almost portly and well-built, his 
body muscular, and his physical powers fully developed by the exercises of his younger days. His 
brown hair was somewhat tumbled; for, while the ancient sculptors are said to have known eighteen 
methods of arranging Minerva's tresses, Passepartout was familiar with but one of dressing his own: 
three strokes of a large-tooth comb completed his toilet.
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It was 
impossible to tell whether the new servant would turn out as absolutely methodical as his master 
required; experience alone could solve the question. Passepartout had been a sort of vagrant in his 
early years, and now yearned for repose; but so far he had failed to find it, though he had already 
served in ten English houses. But he could not take root in any of these; with chagrin, he found his 
masters invariably whimsical and irregular, constantly running about the country, or on the look-out 
for adventure. His last master, young Lord Longferry, Member of Parliament, after passing his 
nights in the Haymarket taverns, was too often brought home in the morning on policemen's 
shoulders. Passepartout, desirous of respecting the gentleman whom he served, ventured a mild 
remonstrance on such conduct; which, being ill-received, he took his leave. Hearing that Mr. 
Phileas Fogg was looking for a servant, and that his life was one of unbroken regularity, that he 
neither travelled nor stayed from home overnight, he felt sure that this would be the place he was 
after. He presented himself, and was accepted, as has been seen.
At half-past eleven, then, Passepartout found himself alone in the house in Saville Row. He begun 
its inspection without delay, scouring it from cellar to garret. So clean, well-arranged, solemn a 
mansion pleased him; it seemed to him like a snail's shell, lighted and warmed by gas, which 
sufficed for both these purposes. When Passepartout reached the second story he recognised at once 
the room which he was to inhabit, and he was well satisfied with it. Electric bells and speaking- 
tubes afforded communication with the lower stories; while on the mantel stood an electric clock, 
precisely like that in Mr. Fogg's bedchamber, both beating the same second at the same instant. 
"That's good, that'll do," said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a 
programme of the daily routine of the house. It comprised all that was required of the servant, from 
eight in the morning, exactly at which hour Phileas Fogg rose, till half-past eleven, when he left the 
house for the Reform Club-all the details of service, the tea and toast at twenty-three minutes past 
eight, the shaving-water at thirty-seven minutes past nine, and the toilet at twenty minutes before 
ten. Everything was regulated and foreseen that was to be done from half-past eleven a.m. till 
midnight, the hour at which the methodical gentleman retired.
Mr. Fogg's wardrobe was amply supplied and in the best taste. Each pair of trousers, coat, and vest
bore a number, indicating the time of year and season at which they were in turn to be laid out for
He was so exact that he was never in a hurry, was always ready, and was economical alike of his 
steps and his motions. He never took one step too many, and always went to his destination by the 
shortest cut; he made no superfluous gestures, and was never seen to be moved or agitated. He was 
the most deliberate person in the world, yet always reached his destination at the exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he knew that in this world 
account must be taken of friction, and that friction retards, he never rubbed against anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had abandoned his own country for 
England, taking service as a valet, he had in vain searched for a master after his own heart. 
Passepartout was by no means one of those pert dunces depicted by Moliere with a bold gaze and a 
nose held high in the air; he was an honest fellow, with a pleasant face, lips a trifle protruding, soft- 
mannered and serviceable, with a good round head, such as one likes to see on the shoulders of a 
friend. His eyes were blue, his complexion rubicund, his figure almost portly and well-built, his 
body muscular, and his physical powers fully developed by the exercises of his younger days. His 
brown hair was somewhat tumbled; for, while the ancient sculptors are said to have known eighteen 
methods of arranging Minerva's tresses, Passepartout was familiar with but one of dressing his own: 
three strokes of a large-tooth comb completed his toilet.
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It was 
impossible to tell whether the new servant would turn out as absolutely methodical as his master 
required; experience alone could solve the question. Passepartout had been a sort of vagrant in his 
early years, and now yearned for repose; but so far he had failed to find it, though he had already 
served in ten English houses. But he could not take root in any of these; with chagrin, he found his 
masters invariably whimsical and irregular, constantly running about the country, or on the look-out 
for adventure. His last master, young Lord Longfeny, Member of Parliament, after passing his 
nights in the Haymarket taverns, was too often brought home in the morning on policemen's 
shoulders. Passepartout, desirous of respecting the gentleman whom he served, ventured a mild 
remonstrance on such conduct; which, being ill-received, he took his leave. Hearing that Mr. 
Phileas Fogg was looking for a servant, and that his life was one of unbroken regularity, that he 
neither travelled nor stayed from home overnight, he felt sure that this would be the place he was 
after. He presented himself, and was accepted, as has been seen.
At half-past eleven, then, Passepartout found himself alone in the house in Saville Row. He begun 
its inspection without delay, scouring it from cellar to garret. So clean, well-arranged, solemn a 
mansion pleased him; it seemed to him like a snail's shell, lighted and warmed by gas, which 
sufficed for both these purposes. When Passepartout reached the second story he recognised at once 
the room which he was to inhabit, and he was well satisfied with it. Electric bells and speaking- 
tubes afforded communication with the lower stories; while on the mantel stood an electric clock, 
precisely like that in Mr. Fogg's bedchamber, both beating the same second at the same instant. 
"That's good, that'll do," said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a 
programme of the daily routine of the house. It comprised all that was required of the seivant, from 
eight in the morning, exactly at which hour Phileas Fogg rose, till half-past eleven, when he left the 
house for the Reform Club-all the details of seivice, the tea and toast at twenty-three minutes past 
eight, the shaving-water at thirty-seven minutes past nine, and the toilet at twenty minutes before 
ten. Everything was regulated and foreseen that was to be done from half-past eleven a.m. till 
midnight, the hour at which the methodical gentleman retired.
Mr. Fogg's wardrobe was amply supplied and in the best taste. Each pair of trousers, coat, and vest
bore a number, indicating the time of year and season at which they were in turn to be laid out for
He was so exact that he was never in a hurry, was always ready, and was 
economical alike o f his steps and his motions. He never took one step too 
many, and always went to his destination by the shortest cut; he made no 
superfluous gestures, and was never seen to be moved or agitated. He was the 
most deliberate person in the world, yet always reached his destination at the 
exact moment.
He lived alone, and, so to  speak, outside o f every social relation; and as he 
knew that in this world account must be taken o f friction, and that friction 
retards, he never rubbed against anybody.
As for Passepartout, he was a true Parisian o f Paris. Since he had abandoned 
his own country for England, taking service as a valet, he had in vain searched 
for a m aster after his own heart. Passepartout was by no means one of those 
pert dunces depicted by Moliere with a bold gaze and a nose held high in the 
air; he was an honest fellow, with a pleasant face, lips a trifle  protruding, soft- 
mannered and serviceable, with a good round head, such as one likes to see 
on the shoulders of a friend. His eyes were blue, his complexion rubicund, his 
figu re  almost portly and well-built, his body muscular, and his physical powers 
fully developed by the exercises o f his younger days. His brown hair was 
somewhat tumbled; for, while the ancient sculptors are said to have known 
eighteen methods of arranging Minerva’s tresses, Passepartout was familiar 
w ith but one o f dressing his own: three strokes o f a large-tooth comb 
completed his toilet.
I t  would be rash to predict how Passepartout's lively nature would agree with 
Mr. Fogg. I t  was impossible to tell whether the new servant would turn out as 
absolutely methodical as his master required; experience alone could solve the 
question. Passepartout had been a sort o f vagrant in his early years, and now 
yearned for repose; but so far he had failed to find it, though he had already 
served in ten English houses. But he could not take root in any o f these; with 
chagrin, he found his m asters invariab ly whimsical and irregular, constantly 
running about the country, or on the look-out for adventure. His last master, 
young Lord Longferry, Member of Parliament, a fte r passing his nights in the 
Haym arket taverns, was too often brought home in the morning on 
policemen's shoulders. Passepartout, desirous of respecting the gentleman 
whom he served, ventured a mild remonstrance on such conduct; which, being 
ill-received, he took his leave. Hearing that Mr. Phileas Fogg was looking for a 
se rvan t, and th a t his life was one of unbroken regularity, that he neither 
travelled nor stayed from  home overnight, he felt sure that this would be the 
place he was after. He presented himself, and was accepted, as has been seen.
A t ha lf-past eleven, then, Passepartout found himself alone in the house in 
Saville Row. He begun its inspection without delay, scouring it from cellar to 
garret. So clean, well-arranged, solemn a mansion pleased him; it seemed to 
him like a snail's shell, lighted and warmed by gas, which sufficed for both 
these purposes. When Passepartout reached the second story he recognised at 
once the room which he was to inhabit, and he was well satisfied with it. 
E lectric bells and speaking-tubes afforded communication with the lower
He was so exact that he was never in a hurry, was always ready, and was 
economical alike of his steps and his motions. He never took one step too 
many, and always went to  his destination by the shortest cut; he made no 
superfluous gestures, and was never seen to  be moved or agitated. He was the 
most deliberate person in the world, ye t always reached his destination at the 
exact moment.
He lived alone, and, so to  speak, outside of every social relation; and as he 
knew tha t in this world account must be taken of friction, and that friction 
retards, he never rubbed against anybody.
As fo r Passepartout, he was a true Parisian of Paris. Since he had abandoned 
his own country for England, taking service as a valet, he had in vain searched 
for a master after his own heart. Passepartout was by no means one of those 
pe rt dunces depicted by Moliere with a bold gaze and a nose held high in the 
air; he was an honest fellow, with a pleasant face, lips a trifle protruding, soft- 
mannered and serviceable, with a good round head, such as one likes to see 
on the shoulders of a friend. His eyes were blue, his complexion rubicund, his 
figure almost portly and well-built, his body muscular, and his physical powers 
fully developed by the exercises o f his younger days. His brown hair was 
somewhat tumbled; fo r, while the ancient sculptors are said to have known 
eighteen methods o f arranging Minerva's tresses, Passepartout was familiar 
w ith but one o f dressing his own: three strokes o f a large-tooth comb 
completed his toilet.
I t  would be rash to  predict how Passepartout's lively nature would agree with 
Mr. Fogg. I t  was impossible to tell whether the new servant would turn out as 
absolutely methodical as his master required; experience alone could solve the 
question. Passepartout had been a sort of vagrant in his early years, and now 
yearned fo r repose; but so fa r he had failed to  find it, though he had already 
served in ten English houses. But he could not take root in any o f these; with 
chagrin, he found his m asters invariably whimsical and irregular, constantly 
running about the country, or on the look-out fo r adventure. His last master, 
young Lord Longferry, Member of Parliament, after passing his nights in the 
Haymarket taverns, was too often brought home in the morning on 
policemen's shoulders. Passepartout, desirous of respecting the gentleman 
whom he served, ventured a mild remonstrance on such conduct; which, being 
ill-received, he took his leave. Hearing tha t Mr. Phileas Fogg was looking fo r a 
servant, and tha t his life was one o f unbroken regularity, tha t he neither 
travelled nor stayed from  home overnight, he felt sure that this would be the 
place he was after. He presented himself, and was accepted, as has been seen.
A t half-past eleven, then, Passepartout found himself alone in the house in 
Saville Row. He begun its inspection w ithout delay, scouring it from  cellar to 
garret. So clean, well-arranged, solemn a mansion pleased him; it seemed to 
him like a snail's shell, lighted and warmed by gas, which sufficed for both 
these purposes. When Passepartout reached the second story he recognised at 
once the room which he was to  inhabit, and he was well satisfied with it. 
Electric bells and speaking-tubes afforded communication with the lower
He was so exact th a t he was never in a hurry, was always ready, and was 
economical alike o f his steps and his motions. He never took one step too 
many, and always went to  his destination by the shortest cut; he made no 
superfluous gestures, and was never seen to  be moved or agitated. He was the 
m ost deliberate person in the world, ye t always reached his destination at the 
exact moment.
He lived alone, and, so to  speak, outside of every social relation; and as he 
knew that in this world account must be taken of friction, and that friction 
retards, he never rubbed against anybody.
As fo r Passepartout, he was a true Parisian of Paris. Since he had abandoned 
his own country fo r England, taking service as a valet, he had in vain searched 
fo r a master after his own heart. Passepartout was by no means one of those 
p e rt dunces depicted by Moliere w ith  a bold gaze and a nose held high in the 
air; he was an honest fellow, with a pleasant face, lips a trifle  protruding, soft- 
mannered and serviceable, with a good round head, such as one likes to see 
on the shoulders of a friend. His eyes were blue, his complexion rubicund, his 
figure almost portly and well-built, his body muscular, and his physical powers 
fully developed by the exercises o f his younger days. His brown hair was 
somewhat tumbled; fo r, while the ancient sculptors are said to  have known 
eighteen methods o f arranging Minerva's tresses, Passepartout was familiar 
with but one o f dressing his own: three strokes o f a large-tooth comb 
completed his toilet.
I t  would be rash to  predict how Passepartout's lively nature would agree with 
Mr. Fogg. I t  was impossible to tell whether the new servant would turn out as 
absolutely methodical as his m aster required; experience alone could solve the 
question. Passepartout had been a so rt o f vagrant in his early years, and now 
yearned fo r repose; but so fa r he had failed to find it, though he had already 
served in ten English houses. But he could not take root in any of these; with 
chagrin, he found his m asters  invariab ly whimsical and irregu lar, constantly  
running about the country, or on the look-out fo r adventure. His last master, 
young Lord Longferry, Member of Parliament, after passing his nights in the 
H aym a rke t ta v e rn s , was to o  o fte n  b rough t home in the  m orning on 
policemen's shoulders. Passepartout, desirous of respecting the gentleman 
whom he served, ventured a mild remonstrance on such conduct; which, being 
ill-received, he took his leave. Hearing that Mr. Phileas Fogg was looking fo r a 
se rva n t, and th a t his life  was one o f unbroken re g u la rity , th a t he neither 
travelled nor stayed from  home overnight, he fe lt sure that this would be the 
place he was after. He presented himself, and was accepted, as has been seen.
A t half-past eleven, then, Passepartout found himself alone in the house in 
Saville Row. He begun its inspection without delay, scouring it from  cellar to 
garret. So clean, well-arranged, solemn a mansion pleased him; it seemed to 
him like a snail's shell, ligh ted  and w arm ed by gas, which su fficed  fo r  both 
these purposes. When Passepartout reached the second story he recognised at 
once the room which he was to  inhabit, and he was well satisfied with it. 
E lectric bells and speaking-tubes a ffo rded communication w ith  the lower
He was so exact that he was never in a hurry, was always ready, and was economical alike of his 
steps and his motions. He never took one step too many, and always went to his destination by the 
shortest cut; he made no superfluous gestures, and was never seen to be moved or agitated. He was 
the most deliberate person in the world, yet always reached his destination at the exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he knew that in this world 
account must be taken of friction, and that friction retards, he never rubbed against anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had abandoned his own country for 
England, taking service as a valet, he had in vain searched for a master after his own heart. 
Passepartout was by no means one of those pert dunces depicted by MoJiere with a bold gaze and a 
nose held high in the air; he was an honest fellow, with a pleasant face, lips a trifle protruding, soft- 
mannered and serviceable, with a good round head, such as one likes to see on the shoulders of a 
friend. His eyes were blue, his complexion rubicund, his figure almost portly and well-built, his 
body muscular, and his physical powers fully developed by the exercises of his younger days. His 
brown hair was somewhat tumbled; for, while the ancient sculptors are said to have known eighteen 
methods of arranging Minerva's tresses, Passepartout was familiar with but one of dressing his own: 
three strokes of a large-tooth comb completed his toilet
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It was 
impossible to tell whether the new servant would turn out as absolutely methodical as his master 
required; experience alone could solve the question. Passepartout had been a sort of vagrant in his 
early years, and now yearned for repose; but so far he had failed to find it though he had already 
served in ten English houses. But he could not take root in any of these; with chagrin, he found his 
masters invariably whimsical and irregular, constantly running about the country, or on the look-out 
for adventure. His last master, young Lord Longferry, Member of Parliament, after passing his 
nights in the Haymarket taverns, was too often brought home in the morning on policemen's 
shoulders. Passepartout, desirous of respecting the gentleman whom he served, ventured a mild 
remonstrance on such conduct; which, being ill-received, he took his leave. Hearing that Mr. 
Phileas Fogg was looking for a servant, and that his life was one of unbroken regularity, that he 
neither travelled nor stayed from home overnight, he felt sure that this would be the place he was 
after. He presented himself, and was accepted, as has been seen.
At half-past eleven, then, Passepartout found himself alone in the house in Saville Row. lie begun 
its inspection without delay, scouring it from cellar to garret. So clean, well-arranged, solemn a 
mansion pleased him; it seemed to him like a snail's shell, lighted and warmed by gas, which 
sufficed for both these purposes. When Passepartout reached the second story he recognised at once 
the room which he was to inhabit, and he was well satisfied with it Electric bells and speaking- 
tubes afforded communication with the lower stories; while on the mantel stood an electric clock, 
precisely like that in Mr. Fogg's bedchamber, both beating the same second at the same instant. 
"That's good, that'll do," said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a 
programme of the daily routine of the house. It comprised all that was required of the servant, from 
eight in the morning, exactly at which hour Phileas Fogg rose, till half-past eleven, when he left the 
house for the Reform Club-all the details of service, the tea and toast at twenty-three minutes past 
eight, the shaving-water at thirty-seven minutes past nine, and the toilet at twenty minutes before 
ten. Everything was regulated and foreseen that was to be done from half-past eleven am till 
midnight, the hour at which the methodical gentleman retired.
Mr. Fogg's wardrobe was amply supplied and in the best taste. Each pair of trousers, coat, and vest
bore a number, indicating the time of year and season at which they were in turn to be laid out for
He was so exact that he was never in a hurry, was always ready, and was economical alike of his 
steps and his motions. He never took one step too many, and always went to his destination by the 
shortest cut; he made no superfluous gestures, and was never seen to be moved or agitated. He was 
the most deliberate person in the world, yet always reached his destination at the exact moment
He lived alone, and, so to speak, outside of every social relation; and as he knew that in this world 
account must be taken of friction, and that friction retards, he never rubbed against anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had abandoned his own country for 
England, taking service as a valet, he had in vain searched for a master after his own heart. 
Passepartout was by no means one of those pert dunces depicted by Moliere with a bold gaze and a 
nose held high in the air; he was an honest fellow, with a pleasant face, lips a trifle protruding, soft- 
mannered and serviceable, with a good round head, such as one likes to see on the shoulders of a 
friend. His eyes were blue, his complexion rubicund, his figure almost portly and well-built, his 
body muscular, and his physical powers fully developed by the exercises of his younger days. His 
brown hair was somewhat tumbled; for, while the ancient sculptors are said to have known eighteen 
methods of arranging Minerva's tresses, Passepartout was familiar with but one of dressing his own: 
three strokes of a large-tooth comb completed his toilet.
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It was 
impossible to tell whether the new servant would turn out as absolutely methodical as his master 
required; experience alone could solve the question. Passepartout had been a sort of vagrant in his 
early years, and now yearned for repose; but so far he had failed to find it, though he had already 
served in ten English houses. But he could not take root in any of these; with chagrin, he found his 
masters invariably whimsical and irregular, constantly running about the country, or on the look-out 
for adventure. His last master, young Lord Longferry, Member of Parliament, after passing his 
nights in the Haymarket taverns, was too often brought home in the morning on policemen's 
shoulders. Passepartout, desirous of respecting the gentleman whom he served, ventured a mild 
remonstrance on such conduct; which, being ill-received, he took his leave. Hearing that Mr. 
Phileas Fogg was looking for a servant, and that his life was one of unbroken regularity, that he 
neither travelled nor stayed from home overnight, he felt sure that this would be the place he was 
after. He presented himself, and was accepted, as has been seen.
At half-past eleven, then, Passepartout found himself alone in the house in Saville Row. He begun 
its inspection without delay, scouring it from cellar to garret. So clean, well-arranged, solemn a 
mansion pleased him; it seemed to him like a snail's shell, lighted and warmed by gas, which 
sufficed for both these purposes. When Passepartout reached the second story he recognised at once 
the room which he was to inhabit, and he was well satisfied with it. Electric bells and speaking- 
tubes afforded communication with the lower stories; while on the mantel stood an electric clock, 
precisely like that in Mr. Fogg's bedchamber, both beating the same second at the same instant. 
"That's good, that'll do," said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a 
programme of the daily routine of the house. It comprised all that was required of the servant, from 
eight in the morning, exactly at which hour Phileas Fogg rose, till half-past eleven, when he left the 
house for the Reform Club--all the details of service, the tea and toast at twenty-three minutes past 
eight, the shaving-water at thirty-seven minutes past nine, and the toilet at twenty minutes before 
ten. Everything was regulated and foreseen that was to be done from half-past eleven a.m. till 
midnight, the hour at which the methodical gentleman retired.
Mr. Fogg's wardrobe was amply supplied and in the best taste. Each pair of trousers, coat, and vest
bore a number, indicating the time of year and season at which they were in turn to be laid out for
He was so exact that he was never in a hurry, was always ready, and was economical alike of his 
steps and his motions. He never took one step too many, and always went to his destination by the 
shortest cut; he made no superfluous gestures, and was never seen to be moved or agitated. He was 
the most deliberate person in the world, yet always reached his destination at the exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he knew that in this world 
account must be taken of friction, and that friction retards, he never rubbed against anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had abandoned his own country for 
England, taking service as a valet, he had in vain searched for a master after his own heart. 
Passepartout was by no means one of those pert dunces depicted by Moliere with a bold gaze and a 
nose held high in the air; he was an honest fellow, with a pleasant face, lips a trifle protruding, soft- 
mannered and serviceable, with a good round head, such as one likes to see on the shoulders of a 
friend. His eyes were blue, his complexion rubicund, his figure almost portly and well-built, his 
body muscular, and his physical powers fully developed by the exercises of his younger days. His 
brown hair was somewhat tumbled; for, while the ancient sculptors are said to have known eighteen 
methods of arranging Minerva's tresses, Passepartout was familiar with but one of dressing his own: 
three strokes of a large-tooth comb completed his toilet.
It would be rash to predict how Passepartout's lively nature would agree with Mr. Fogg. It was 
impossible to tell whether the new servant would turn out as absolutely methodical as his master 
required; experience alone could solve the question. Passepartout had been a sort of vagrant in his 
early years, and now yearned for repose; but so far he had failed to find it, though he had already 
served in ten English houses. But he could not take root in any of these; with chagrin, he found his 
masters invariably whimsical and irregular, constantly running about the country, or on the look-out 
for adventure. His last master, young Lord Longferry, Member of Parliament, after passing his 
nights in the Haymarket taverns, was too often brought home in the morning on policemen's 
shoulders. Passepartout, desirous of respecting the gentleman whom he served, ventured a mild 
remonstrance on such conduct; which, being ill-received, he took his leave. Hearing that Mr. 
Phileas Fogg was looking for a servant, and that his life was one of unbroken regularity, that he 
neither travelled nor stayed from home overnight, he felt sure that this would be the place he was 
after. He presented himself, and was accepted, as has been seen.
At half-past eleven, then, Passepartout found himself alone in the house in Saville Row. He begun 
its inspection without delay, scouring it from cellar to garret. So clean, well-arranged, solemn a 
mansion pleased him; it seemed to him like a snail's shell, lighted and wanned by gas, which 
sufficed for both these purposes. When Passepartout reached the second story he recognised at once 
the room which he was to inhabit, and he was well satisfied with it. Electric bells and speaking- 
tubes afforded communication with the lower stories; while on the mantel stood an electric clock, 
precisely like that in Mr. Fogg's bedchamber, both beating the same second at the same instant 
"That's good, that'll do," said Passepartout to himself.
He suddenly observed, hung over the clock, a card which, upon inspection, proved to be a 
programme of the daily routine of the house. It comprised all that was required of the servant, from 
eight in the morning, exactly at which hour Phileas Fogg rose, till half-past eleven, when he left the 
house for the Reform Club-all the details of service, the tea and toast at twenty-three minutes past 
eight, the shaving-water at thirty-seven minutes past nine, and the toilet at twenty minutes before 
ten. Everything was regulated and foreseen that was to be done from half-past eleven a.m. till 
midnight, the hour at which the methodical gentleman retired.
Mr. Fogg's wardrobe was amply supplied and in the best taste. Each pair of trousers, coat, and vest
bore a number, indicating the time of year and season at which they were in turn to be laid out for
He was so exact that he was never in a hurry, was always ready, and was 
economical alike of his steps and his motions. He never took one step too 
many, and always went to his destination by the shortest cut; he made no 
superfluous gestures, and was never seen to be moved or agitated. He was the 
most deliberate person in the world, yet always reached his destination at the 
exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he 
knew that in this worid account must be taken of friction, and that friction 
retards, he never rubbed against anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had abandoned 
his own country for England, taking service as a valet, he had in vain searched 
for a master after his own heart. Passepartout was by no means one of those 
pert dunces depicted by Moliere with a bold gaze and a nose held high in the 
air; he was an honest fellow, with a pleasant face, lips a trifle  protruding, soft- 
mannered and serviceable, with a good round head, such as one likes to see 
on the shoulders of a friend. His eyes were blue, his complexion rubicund, his 
figure almost portly and well-built, his body muscular, and his physical powers 
fully developed by the exercises of his younger days. His brown hair was 
somewhat tumbled; for, while the ancient sculptors are said to have known 
eighteen methods of arranging Minerva’s tresses, Passepartout was familiar 
with but one of dressing his own: three strokes of a large-tooth comb 
completed his toilet
It  would be rash to predict how Passepartout's lively nature would agree with 
Mr. Fogg. It was impossible to tell whether the new servant would turn out as 
absolutely methodical as his master required; experience alone could solve the 
question. Passepartout had been a sort of vagrant in his early years, and now 
yearned for repose; but so far he had failed to find it, though he had already 
served in ten English houses. But he could not take root in any of these; with 
chagrin, he found his masters invariably whimsical and irregular, constantly 
running about the country, or on the look-out for adventure. His last master, 
young Lord Longferry, Member of Parliament, after passing his nights in the 
Haymarket taverns, was too often brought home in the morning on 
policemen's shoulders. Passepartout, desirous of respecting the gentleman 
whom he served, ventured a mild remonstrance on such conduct; which, being 
ill-received, he took his leave. Hearing that Mr. Phileas Fogg was looking for a 
servant, and that his life was one of unbroken regularity, that he neither 
travelled nor stayed from home overnight, he felt sure that this would be the 
place he was after. He presented himself, and was accepted, as has been seen.
At half-past eleven, then, Passepartout found himself alone in the house in 
Saville Row. He begun its inspection without delay, scouring it from cellar to 
garret. So clean, well-arranged, solemn a mansion pleased him; it seemed to 
him like a snail's shell, lighted and warmed by gas, which sufficed for both 
these purposes. When Passepartout reached the second story he recognised at 
once the room which he was to inhabit, and he was well satisfied with it. 
Electric bells and speaking-tubes afforded communication with the lower
He was so exact that he was never in a hurry, was always ready, and was 
economical alike of his steps and his motions. He never took one step too 
many, and always went to his destination by the shortest cut; he made no 
superfluous gestures, and was never seen to be moved or agitated. He was the 
most deliberate person in the world, yet always reached his destination at the 
exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he 
knew that in this world account must be taken of friction, and that friction 
retards, he never rubbed against anybody.
As fo r Passepartout, he was a true Parisian of Paris. Since he had abandoned 
his own country for England, taking service as a valet, he had in vain searched 
for a master after his own heart. Passepartout was by no means one of those 
pert dunces depicted by Moliere with a bold gaze and a nose held high in the 
air; he was an honest fellow, with a pleasant face, lips a trifle protruding, soft- 
mannered and serviceable, with a good round head, such as one likes to see 
on the shoulders of a friend. His eyes were blue, his complexion rubicund, his 
figure almost portly and well-built, his body muscular, and his physical powers 
fully developed by the exercises of his younger days. His brown hair was 
somewhat tumbled; for, while the ancient sculptors are said to have known 
eighteen methods of arranging Minerva's tresses, Passepartout was familiar 
with but one of dressing his own: three strokes of a large-tooth comb 
completed his toilet.
I t  would be rash to predict how Passepartout's lively nature would agree with 
Mr. Fogg. I t  was impossible to tell whether the new servant would turn out as 
absolutely methodical as his master required; experience alone could solve the 
question. Passepartout had been a sort of vagrant in his early years, and now 
yearned fo r repose; but so far he had failed to find it, though he had already 
served in ten English houses. But he could not take root in any of these; with 
chagrin, he found his masters invariably whimsical and irregular, constantly 
running about the country, or on the look-out for adventure. His last master, 
young Lord Longferry, Member of Parliament, after passing his nights in the 
Haymarket taverns, was too often brought home in the morning on 
policemen's shoulders. Passepartout, desirous of respecting the gentleman 
whom he served, ventured a mild remonstrance on such conduct; which, being 
ill-received, he took his leave. Hearing that Mr. Phileas Fogg was looking fo r a 
servant, and that his life was one of unbroken regularity, that he neither 
travelled nor stayed from home overnight, he felt sure that this would be the 
place he was after. He presented himself, and was accepted, as has been seen.
At half-past eleven, then, Passepartout found himself alone in the house in 
Saville Row. He begun its inspection without delay, scouring it from cellar to 
garret. So clean, well-arranged, solemn a mansion pleased him; it seemed to 
him like a snail's shell, lighted and warmed by gas, which sufficed for both 
these purposes. When Passepartout reached the second story he recognised at 
once the room which he was to inhabit, and he was well satisfied with it. 
Electric bells and speaking-tubes afforded communication with the lower
He was so exact tha t he was never in a hurry, was always ready, and was 
economical alike of his steps and his motions. He never took one step too 
many, and always went to his destination by the shortest cut; he made no 
superfluous gestures, and was never seen to be moved or agitated. He was the 
most deliberate person in the world, ye t always reached his destination at the 
exact moment.
He lived alone, and, so to speak, outside of every social relation; and as he 
knew that in this world account must be taken of friction, and that friction 
retards, he never rubbed against anybody.
As for Passepartout, he was a true Parisian of Paris. Since he had abandoned 
his own country for England, taking service as a valet, he had in vain searched 
for a master after his own heart. Passepartout was by no means one of those 
pert dunces depicted by Moliere w ith a bold gaze and a nose held high in the 
air; he was an honest fellow, with a pleasant face, lips a trifle protruding, soft- 
mannered and serviceable, with a good round head, such as one likes to see 
on the shoulders of a friend. His eyes were blue, his complexion rubicund, his 
figure almost portly and weil-built, his body muscular, and his physical powers 
fully developed by the exercises of his younger days. His brown hair was 
somewhat tumbled; for, while the ancient sculptors are said to have known 
eighteen methods of arranging Minerva's tresses, Passepartout was familiar 
with but one of dressing his own: three strokes of a large-tooth comb 
completed his toilet.
I t  would be rash to predict how Passepartout's lively nature would agree with 
Mr. Fogg. I t  was impossible to tell whether the new servant would turn out as 
absolutely methodical as his master required; experience alone could solve the 
question. Passepartout had been a sort o f vagrant in his early years, and now 
yearned for repose; but so far he had failed to find it, though he had already 
served in ten English houses. But he could not take root in any of these; with 
chagrin, he found his m asters invariably whimsical and irregular, constantly 
running about the country, or on the look-out for adventure. His last master, 
young Lord Longferry, Member of Parliament, after passing his nights in the 
H aym arket ta ve rn s , was too o fte n  brought home in the morning on 
policemen's shoulders. Passepartout, desirous of respecting the gentleman 
whom he served, ventured a mild remonstrance on such conduct; which, being 
ill-received, he took his leave. Hearing that Mr. Phileas Fogg was looking fo r a 
servan t, and tha t his life  was one o f unbroken regu la rity , tha t he neither 
travelled nor stayed from home overnight, he fe lt sure that this would be the 
place he was after. He presented himself, and was accepted, as has been seen.
At half-past eleven, then, Passepartout found himself alone in the house in 
Saville Row. He begun its inspection without delay, scouring it from cellar to 
garret. So clean, well-arranged, solemn a mansion pleased him; it seemed to 
him like a snail's shell, lighted and warmed by gas, which sufficed fo r  both 
these purposes. When Passepartout reached the second story he recognised at 
once the room which he was to inhabit, and he was well satisfied with it. 
E lectric bells and speaking-tubes afforded communication w ith the lower
D Im p e rc e p t ib le  Y e llo w  P r in te r  D o ts
D . l  In tro d u c t io n
In this appendix we provide a copy of the intensity evaluation charts as well as some 
sample embedded documents. The intensity evaluation charts contain boxes showing 
various intensities of yellow dots. These are used to evaluate the perceptibility of the 
yellow dots. In the original printed copy of this thesis the sample pages have been 
printed on an ink jet printer and have been manually included within the thesis. This is 
due to the laser printer the thesis was printed on outputting its own yellow identification 
dots, as discussed in Chapter 9. If this thesis has been re-printed the dots could have 
been augmented with additional identification dots or disappeared altogether. It should 
also be noted that when viewing this document on a screen it is easy to see the yellow 
dots, because of the colour reproduction and resolution of the screen. To get an accurate 
representation it is necessary to print the sample pages in this appendix using a suitable 
ink jet printer.
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Appendix D. Imperceptible Yellow Printer Dots
D .2  In te n s ity  E va lua tion  Pages
In this section we provide two intensity evaluation pages. The first is for yellow dots of 
size 3x3 pixels. The second is for yellow dots of 5x5. There are 19 boxes on the page, 
each with a different intensity of yellow dots. They are order from left to right, top to 
bottom. The top left box has the yellow dots spaced apart by 40 pixels, the following 
box (second from the left on the top row) has the dots spaced apart by 38 pixels, the 
next is spaced at 36 pixels and so on, until the bottom right that is spaced at 4 pixels 
apart. The same spacing is used for 3x3 and 5x5 dot sizes.
2x6




D.2. Intensity Evaluation Pages
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Appendix D. Imperceptible Yellow Printer Dots
D .3  S am ple  Em bedded  D o cu m e n ts
In this section we present two samples of documents embedded using our Imperceptible 
Yellow Printer Dots scheme. The first two pages were embedded using dots of size 3x3 
pixels. The first page shows the cartoon sample document, whilst the second shows 
the sample letter document. The next two pages use the same two documents, but are 
embedded using dots of size 5x5 pixels. The sample cartoon used is from XKCD.com 
and is available at h ttp ://xk cd .com /448 /.
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GOOD MORNING 
FROM TAIPEI.
V YOU'RE DRIFTING WEST
\  YOU WERE IM HONOLULU
v  A  JUST YESTERDAY.
0 DR, SLEEP SCHEDULES ARE SO ME5SED UP 
THAT IT'S EASIEST 70 REFER TO 
WHERE OUR INTERNAL CLOCKS SEEfT To BE.

Joe Bloggs 
10 Long Street 
Big City, BG1 7DF 
May 14, 2009
Bob Smith 
Mr
ABC Ltd 
Company Street 
London, W1 442
Dear Bob Smith:
As you know, my final day at ABC Ltd is fast approaching. I am disappointed that my 
position here is ending, but I understand that the company layoffs are necessary due to 
the changing economy.
My search for a new position has already begun, and I am pleased with the number of 
possible opportunities I’ve uncovered. However, in this tight job market, I need more 
than just a good resume to get my foot in the door. Therefore, I am hoping that you can 
write me a recommendation that I can use in my job search.
As my manager of 20 years, you are very familiar with my skills as a rocket scientist as 
well as my excellent written and oral communication skills and my overall enthusiasm 
for working in the cleaning industry.
Do you feel that you can write me a good recommendation?
If you have any questions, or would like to schedule a meeting to further discuss this, 
please feel free to contact me at work or at home. My home phone number is 555 
2390092.
Sincerely,
Joe Bloggs

GOOD MORNING 
FROM TAIPEI
YOU'RE DRIFTING WEST. 
YOU WERE IM HCNOLDLU
j u s t  yesterday.
OUR Sleep  schedules a r e  so  messed up
THAT IT'S EASIEST TO JUST REFER TO 
WHERE OUR INTERNAL CLOCKS 5EEIT TO BE.

Joe Bloggs 
10 Long Street 
Big City, BG1 7DF 
May 14, 2009
Bob Smith 
Mr
ABC Ltd 
Company Street 
London, W1 442
Dear Bob Smith:
As you know, my final day at ABC Ltd is fast approaching. I am disappointed that my 
position here is ending, but I understand that the company layoffs are necessary due to 
the changing economy.
My search for a new position has already begun, and I am pleased with the number of 
possible opportunities I’ve uncovered. However, in this tight job market, I need more 
than just a good resume to get my foot in the door. Therefore, I am hoping that you can 
write me a recommendation that I can use in my job search.
As my manager of 20 years, you are very familiar with my skills as a rocket scientist as 
well as my excellent written and oral communication skills and my overall enthusiasm 
for working in the cleaning industry.
Do you feel that you can write me a good recommendation?
If you have any questions, or would like to schedule a meeting to further discuss this, 
please feel free to contact me at work or at home. My home phone number is 555 
2390092.
Sincerely,
Joe Bloggs

G lossary
AES
DCT
dpi
ISM
Letter Space 
Levenshtein Distance
LSB
MAC
OCR
OMAC
PDF
Advanced Encryption Standard, a widely used en­
cryption standard adopted by the US government 
[FIP01]
Discrete Cosine Transform, a mathematical trans­
form used in the JPEG format 
Dots Per Inch, a measure of printing resolution
Inter-word Space Modulation, a watermarking tech­
nique proposed by [ZS05] that relies on adjusting the 
widths of white space between words to make a de­
tectable difference
The white space found between adjacent letters 
within a word
An algorithm that provides the smallest number of 
insertions, deletions or subsitutions needed to make 
one string the same as another. Widely used by spell 
checkers
Least Significant Bit, is the binary bit that represents 
the units, thus determining if the number is odd or 
even
Message Authentication Code, a keyed hash function 
that takes an arbitary length input and outputs a 
fixed size tag. It is used for authenticating messages
Optical Character Recognition, the automatic con­
version of an image of text into a characters 
One-key Message Authentication Code, a particular 
type of MAC that allows the output Tag to be tru- 
canted
Portable Document Format, a document exchange 
format designed by Adobe Systems
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Glossary
PNG
PSNR
RTF
SHA-1 
Spare Group
Tag
Word Space
Portable Network Graphics, an image format that 
provides lossless compression
Peak Signal to Noise Ratio, the ratio between the 
maximum possible power of a signal and the power of 
the noise. Used in watermarking to provide a quan­
titative value of distortion
Rich Text Format, a document format created by 
Microsoft for cross platform document exchange
Secure Hashing Algoithm[EJ01], produces a 160-bit 
digest of a message, widely used in Digital Signatures 
Unused word spaces that can be found on the right 
hand side of a line. Occurs when the number of word 
spaces in a line is not divisible by the number of word 
space in a set
Refers to the output from a Message Authentication 
Code
The white space found between two adjacent words
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